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PREFACE

The migration of PCs into the home was inevitable. And so it is with the home
network. Home networking evolves in four phases. In Phase I you purchase the first
PC for the home and, in Phase I, you add a second PC, and, possibly, a third. Phase
III begins the moment you recognize you can make life a little easier and save a lot
of time and money by sharing computing resources. During Phase III you build a
home network so you can share files, printers, storage, and Internet access. In Phase
IV the home network takes on a new perspective and you begin to see it as the tool
that will transform your home into an electronic home. Since you’re reading this
book, chances are that you’re already at Phase III and, possibly, Phase IV. This book
prepares you for Phases III and IV and leads you through the steps to building a
home network and to creating an e-home with a wealth of applications that can
change the way you and your family live, work, and play.

If you’re ready to move from stand-alone personal computing to home networking,
hang on because it’s quite a ride. Home networks enable incredibly helpful file and
Internet access sharing, but they can do much more. The home network can spread
digital home entertainment throughout the home. In an e-home, the family can view
the photo album, videos, live TV, or recorded TV from any PC, any audio/video
center, or the home theater. Music and radio can be piped to any PC or audio system,
as well. Parents can work at home and enjoy the same level of connectivity that they
would in the office. The home network creates a new cyberworld for gamers.

As the infrastructure for the e-home, the home network is dynamic and must be
continually updated and upgraded to meet changing family needs and the
requirements for innovative new applications. For example, the home network can
also support a home security system, Internet telephone, video surveillance, an
environmental control system, and a host of other applications.

Copyright (¢) 2005 by The McGraw-Hill Companies. Click here for term of ush. ’



o Home Networking Demystified
Home networks are wonderfully flexible and can grow with your connectivity
needs. The channels for communication in a home network can be wired or wireless.
Having high-speed wireless capability means you can connect PCs, PDAs, and
other wireless devices to the network from anywhere in and around your homes.

Fortunately, home networking technologies are affordable and increasingly user-
friendly. A straightforward home network can be installed by anyone with a little
technical savvy. However, the most successful home networks and those with the
greatest potential are built and maintained by people who understand the options
and have a clear vision of where they want to go with their network. The information
in this book should give novices the confidence they need to create their first home
network and give those people who already have a home network a new perspective
on how they can leverage their networking investment to do much more.

People with a broad spectrum of personal computing/home networking expertise
will use this book. The book flows so that the networking novice can read it from
cover to cover, but it’s written so the more advanced user can bounce around the
book to home in on needed information. In either case, I recommend you begin
with the “Step-by-Step Guide to Building a Home Network™ in the Introduction to
this book. The guide walks you through the entire book within the context of a 13-
step approach to building and growing a home network.

Home Networking Demystified is divided into five parts and an appendix.

* PART ONE—Home Networking: The Basics. In this part, the home network
is defined, its applications are summarized, and networking concepts are
introduced.

* PART TWO—Home Networking Technologies and Equipment. This part
describes the various strategies for wired and/or wireless connectivity
and explains the functions and uses of the hardware needed for home
networking.

* PART THREE—Building a Home Network. The focus of this part is the
design and installation of a home network and the procedures for sharing
computing resources.

* PART FOUR—Protecting and Operating a Home Network. This part
presents the principles of network security and shows you how to maintain
and troubleshoot your home network.
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e PART FIVE—The Internet, Entertainment, and Telework on a Home Network.
This part covers a wide range of applications for home networking, including

those on the Internet, digital home entertainment, file backup, IP telephone,
and the virtual private network for the teleworker.

* Appendix: Home Networking Buyer’s Guide. The guidelines, considerations,
and recommendations in this appendix can help you avoid purchasing pitfalls
and get the network devices you need at the best price.

For a number of years my wife and I worked together at our home and
communicated electronically with one another via walk net, passing floppies back
and forth to each other. In the early 1980s we decided to install a network so we
could enjoy the advantages of connectivity. It would be 15 years before we would
hear the term home network, so we called it the Longnet. The Longnet still exists,
but it has morphed many times to meet our family’s ever-changing needs. Most
recently we integrated the home theater and all phases of digital home entertainment
into the network. The Longnet has enriched our lives in so many ways that it is now
an integral part of our lives and what we do. I'm confident that your home network
and the advantages of connectivity will have a similar impact on your family.

Larry Long, Ph.D.
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INTRODUCTION

Step-by-Step Guide to Building a
Home Network

Home networking has the potential to change homes and the way we live in ways
we haven’t seen since homes were outfitted with running water and electricity. This
step-by-step guide provides an overview of this emerging technology and places the
task of building a home network into sequential perspective. The guide includes
cross-references to applicable subject matter in the book for each step.

STEP 1: Learn about Home Networking
Concepts, Technologies, and Applications

With multi-PC homes now commonplace and an accelerated movement to digital
convergence, the home network is emerging as a necessary component of the
domestic infrastructure. The home network connects PCs for Internet connection,
printer, and file sharing. Eventually, it will be the basis for connecting much of what
we do and use around the house. Already, home networks are major players in
digital home entertainment, home security, and Internet telephony. In the future, the
home network will incorporate a wide variety of household systems, including
environmental control systems.

Copyright (¢) 2005 by The McGraw-Hill Companies. Click here for term of ush. ’
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Figure I-1 In Chapter 1, you trace home networking from its beginnings in the late
1990s to its potential today. It also answers the most frequently asked questions, including
“What is a home network?” (any group of PCs or network devices linked via wired or
wireless media in and around the home).

The first step in your home networking journey is to get a good grasp of home
networking concepts, strategies, and technologies. The more you know about the
principles of home networking, the easier it will be to build one, and then maintain
and grow your network in the future. Most of your basic home networking questions
are answered in these chapters.

e Chapter 1: “What Is a Home Network?” (see Figure I-1)
e Chapter 2: “Applications of Home Networking” (see Figure I-2)

Figure I-2 In Chapter 2, you learn that home networks enable sharing of Internet
access, printers, files, and other resources. They also permit the integration of digital
home entertainment with personal computing (shown here), including multiplayer
gaming. The home network has emerged as the infrastructure for the e-home (electronic
home) of the future.
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* Chapter 3: “Network Concepts and Strategies” (see Figure 1-3)

* Chapter 4: “Connectivity: Wired and Wireless” (see Figure 1-4)
* Chapter 5: “Net Gear: Gateways, Modems, and More” (see Figure I-5)

Backup and

.E multimedia file server

Wireless home gateway
(Internet access server)

Figure I-3 In Chapter 3, you learn how home networks, which are local area networks
(LANS), can be linked to wide area networks (WANS), such as the Internet. PCs in home
networks are connected to a common hub called a home (or residential) gateway via a
wired or wireless link.
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Figure I-4 In Chapter 4, you learn about various transmission media that connect
network devices or nodes to form the home network. Home networks can be totally
wireless or wired, or they can be mixed-mode with a little of both. There are lots of
choices for each, the most popular being Wireless-G at 54 Mbps (shown here) and Fast
Ethernet at 100 Mbps.

&

"

Ethernet PCI network
adapter for a desktop PC

Wireless CardBus
network adapter for
a notebook PC

Wireless home gateway

Figure I-5 In Chapter 5, you learn about the hardware that enables connectivity between
PCs and other devices in a home network. A central hub, the home gateway, and the
internal or external network adapters work together to permit wired and/or wireless links
between PCs and network devices. The home gateway is a multifunction device that can
serve as a router to bridge the home network to the Internet, a wireless access point (AP),
and a switch for wired connections.
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STEP 2: Design the Home Network

Once you have a good grasp of the principles of home networking, you are ready to
create a network design. The result is a network diagram that graphically illustrates
the physical locations and connectivity of all PCs, networked devices, and
communications equipment in the network. Chapter 6, “Designing a Home
Network,” presents strategies and hints for preparing a network design. Also
included are sample diagrams of wired, wireless, and mixed-mode (see Figure 1-6)
networks. Design considerations for having a home office for telework are included
in Chapter 14, “The Home Office and Home Networking.”

.

. p——
, DSL modem

_____________ %ess home gateway
I Wireless

signal booster |J_—| ,

Wireless
' 4 bridge/switch

' [ =| Media hub and
game console

Jim PC

Figure I-6 This family’s mixed-mode home network links four PCs—two desktop
PCs via wired Ethernet and two notebook PCs via high-speed wireless. A wireless link
to a media hub enables integration of the entertainment center into the home network.
A wireless-enabled PDA is on the network anywhere in or about the house.
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STEP 3: Purchase Network Gear

The shopping list, which is a by-product of the design process, identifies everything
you need to purchase in order to build the home network designed in Step 2. Chapter 6
includes a home networking planner to facilitate documenting hardware and net gear
needs and to create a shopping list (see Table I-1). The appendix, “Home Networking
Buyer’s Guide,” includes guidelines, considerations, and recommendations to help
you avoid purchasing pitfalls and get the network devices you need at a good price.

STEP 4: Install the Necessary Wiring

If the network design calls for a wired or mixed-mode network, you have several
cabling options. You can either use the wiring in the home’s existing telephone, use
the electrical infrastructure, or you can install Ethernet cabling. Chapter 7, “Cabling
a Home for an Ethernet LAN,” details the trade-offs for the three wired options and
demonstrates Ethernet cabling techniques (see Figure I-7).

STEP 5: Install Network Adapters

Most modern desktop PCs and all notebook PCs are sold with Ethernet network
adapters for the local area connection (see Figure I-8). If you have older PCs, you
may need to install Ethernet adapters or upgrade the old ones (see Chapter 8,
“Setting Up and Installing a Home Network™). For PCs that will be wireless nodes
on the network, you probably will need to retrofit them with internal or external
wireless network adapters.

Item Model Pertinent Specs Qty Cost
Ethernet PC Card DigLink 100 Card Fast Ethernet 1 60
Wireless home gateway SysComp 1000 All-in-one Wireless-G gateway 1 150
Patch cable Category Se cabling | Cat Se snagless UTP Ethernet (3 feet) 2 10
Total $220

Table I-1 This is one of a series of worksheets that aid in the preparation of a shopping
list for a particular network design.
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Figure I-7 You can purchase inexpensive bulk Cat 5e Ethernet cabling and make your
own Ethernet cables by connecting individual wires to modular RJ-45 jacks and attaching

connectors with a crimping tool.
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Figure I-8 Network adapters for a PC appear in the Windows XP Network Connections
display, which shows net connection options for a particular PC.
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STEP 6: Establish an Internet Connection

Networks are about sharing resources. Home networks enable the sharing of a single
Internet connection among all PC users. The router, a home gateway function,
provides a bridge between the Internet and your home network. A DSL or cable
modem permits Internet access via an Internet service provider (ISP). Chapter 8§,
“Setting Up and Installing a Home Network,” outlines the process for establishing a
shared Internet connection. Chapter 12, “Internet Applications: Cruising the Internet,”
provides a survey of Internet applications (see Figure 1-9).
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Figure I-9 Users on a home network can share a single broadband Internet connection.
Parents can use the resources of the Web to plan a vacation while the kids send instant
messages.
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STEP 7: Set Up the Home Gateway

Once the network adapters are in place and an Internet connection has been
established, it’s time to set up the router or router/AP (for a wireless LAN). Although
they can be separate devices, the router and the access point (AP) normally are
functions of a multifunction home gateway. The gateway can have a variety of built-
in functions, including broadband modem, firewall, and printer server. Chapter 8
describes what to do to configure and personalize the gateway functions for your
home networking environment (see Figure I-10).

LJ

Figure I-10 Home gateways have a browser-based interface for entering and changing
network settings. This screen includes entries for the basic settings for a wireless network.
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STEP 8: Connect the PCs to the Network

If the network design calls for wired or mixed-mode operation, now is the time to
connect the cables to all Ethernet PCs or to PCs linked through the home telephone
or electrical systems. Chapter 8 provides details on how to complete the wired and/
or wireless connections so that all PCs can communicate with each other and the
Internet through the home gateway (see Figure I-11). The connection of Ethernet
PCs may involve an Ethernet switch that can link several PCs to a single cable.

STEP 9: Set Up Network and PC Security

Cyberspace is filled with malicious people who target PCs on vulnerable Internet-
ready home networks. Chapter 10, “Privacy and Security,” discusses the use and
implementation of firewalls, antivirus software (see Figure I-12), and other
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Figure I-11 Run the Windows XP Network Setup Wizard or the Wireless Network
Setup Wizard on each PC to create a LAN.
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technologies that must be implemented to protect the home network from hacker
attacks, computer viruses, spyware, adware, and other unwanted intrusions. Chap-
ter 10 also presents procedural strategies you can adopt to make your network safer
and to minimize annoyances, such as spam.

STEP 10: Share Printer(s)

Any printer on the home network can be shared by all users; however, the typical
home network will need only one shared printer. Printers can be connected directly
to the network via a print server or to any networked PC. Chapter 9, “Sharing
Printers, Files, and an Internet Connection” details how printers and other resources
are shared (see Figure 1-13).



Home Networking Demystified

P R Pew Peete Sook ey

& —

qu-l- = ol L] L H i

. -]
aw | R 3 i
- -
o
s
3, e .
. Tragl &
- g,
r. _____ ety berfrmren
Pl P
ade &
L B e
M Dl bl 9N i
[rep—— g P Croste Dhoriost
Sasen Bty :"“‘
Rocasian: Larny's Offics R
ol # Dpb ot 7050 Pagatyineg

| Dy TG P e B T T wrnied e

Figure I-13  Printers on any networked PC, such as the all-in-one printer superimposed
over the Printer and Fax window, are easily shared among home network users.

STEP 11: Share Files and Folders

The network file/folder sharing feature built into Windows XP enables network
users to share and use files stored on other PCs (see Figure I-14). Popular applications
for file sharing include backing up files to other PCs, wireless mobile computing,
and streaming files to a media hub in a home theater.
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Figure I-14 Use Windows Explorer to access and manipulate shared files on a home
network, such as the shared family photo album shown here, in the same way you would
access files on your PC.

STEP 12: Set Up Multimedia, VPN, VoIP, and
Other Applications

Chapter 13, “Growing the Network: Entertainment and Beyond,” describes the state
of the art for digital home entertainment and how you can leverage your home
network to pipe music, pictures, and video (including TV) throughout the house via
wired and wireless links. Chapter 14 includes sections that discuss how to integrate
ahome office PC into a corporate LAN via VPN (virtual private network) technology
(see Figure I-15) and to convert a home to an Internet-based VoIP (voice over IP)
telephone system.
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Figure I-15 Virtual private network technology enables a PC in a home office to be a
part of a corporate LAN.

STEP 13: Maintain, Troubleshoot, and Grow
the Network

Home networks are like most things around the house in that they must be maintained
and, when something goes wrong, troubleshooting may be required. Chapter 11,
“Maintenance and Troubleshooting,” contains tips and hints that can help make your
network administration duties go smoothly. It may be inevitable that your home
network grows in scope and sophistication, perhaps from entertainment into security,
VoIP, and other areas. Figure I-16 shows how the addition of a media hub can incorporate
the home theater (or any audio/visual equipment) into the home network.
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Figure I-16 Media files on networked PCs, including recorded TV programming, can be selected via a
remote control and played directly to audio/visual equipment through a media hub interface.
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What Is a Home
Network?

Do you have two or more personal computers at home—for at least a portion of the
day? If so, your family is primed for home networking. Do you have a home
network, but it’s not meeting your needs? If so, you are ready for an upgrade to any
of a wide range of innovative home networking technologies that offer more speed,
flexibility, and applications. One of these applications defines a new era in digital
home entertainment. This book demystifies the home network by introducing you
to the options; showing you what it can do; and explaining how to design, install,
and maintain one in your home. It also prepares you for the exciting, and somewhat
mysterious, future of home networking.

A network is any group of PCs or network devices linked via wired and/or
wireless media. Until a few years ago, computer networks of any kind were for
businesses that could afford expensive data communications equipment and a
substantial salary for at least one highly trained network administrator. These
expenses and the required technical expertise made networking in the home
prohibitive. Now, however, you can have and enjoy a network in your own home—
at an affordable price and without a network guru living in your spare bedroom.
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Networking. Aackk! The term networking is a bit threatening to some users, but
creating a home network is surprisingly easy to do once you understand networking
terminology, concepts, and options. Moreover, the results of the effort are immensely
satisfying. There’s just something exhilarating about having domestic connectivity.
The moderate cost of home networking is easily justified when you consider the
savings you realize in resource sharing.

Families are buying second, third, and fourth PCs to keep up with their insatiable
demand for personal computing and Internet access. Often the number of PCs in the
home increases when parents and children bring their notebook PCs home from
work and school. This spread of PCs throughout the house has prompted an
explosion in home networking. Within the decade, we can expect the home network

to be as much a part of the structure of the home as the phone system. If fact, it’s
likely that our phone systems will be integrated into our networks.

The PC Competency Assumption

To make expeditious progress with the demystification process, I will assume that
you have acquired a basic level of personal computer competency. That competency
would include the following:

* An ability to work with Windows. 1 am assuming that you are familiar with
basic Windows operations and concepts, the implication being that you
will be able to navigate around windows, manage files, request online help,
work with dialog boxes, and so on.

* An understanding of personal computing terms and concepts. You really
don’t need to be a PC expert, but you will need to understand the basic
terminology associated with personal computing. For example, I will use
common personal computing terms without explanation (for example,
USB port, flash memory, PCI card, and RAM).

* An ability to install and use personal computing hardware and software.
Any experience you might have gained during setup and maintenance of
your PCs will prove valuable when you do the same with your network
components and their software.

Of course, everything associated with home networking will be described and
illustrated in detail.

If you feel a need to boost your confidence in any or all of these competency
areas, | have a great recommendation for a resource you can use to level your
knowledge: Personal Computing Demystified (McGraw-Hill/Osborne, 2004) by
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Larry Long. Besides the explanations of relevant terms and concepts, this book
should open up new vistas in your personal computing horizons, even if you're a
veteran PC user.
Think of home networking as the second step in your personal computing
adventure. This book helps you take that next step and is basic in its approach. It is
no more or less complex than is needed to get you into a home network. To minimize
any perception of difficulty, I will feed you the “net talk” in plain English and in

easily digestible portions. If you run across an unfamiliar term as you read the book,
just review the definition in the comprehensive glossary in the back of the book.

Home Networks: Yesterday, Today,
and Tomorrow

Home networking, one of the hottest domestic trends in America, has a short history.
Prior to 1980, the cost of any kind of computer network could run into tens of
thousands of dollars and would be unaffordable for the home. Even if you could
afford it, you would probably need to hire a network administrator to maintain it. In
the 1980s and 1990s the cost of the hardware plummeted, but like thrifty politicians,
home networks remained a rarity. You might find one in the home of a computer
guru with too much time on his hands or, perhaps, in the home of someone with a
high-tech background that works at home.

Home networks didn’t surface in any significant numbers until the late 1990s.
The home networking movement was ignited by the widespread availability of
high-speed broadband access and the emergence of affordable networking
equipment. Today, broadband is approaching universal availability and home net
gear is flying off the shelves. It’s only a matter of time before the home network
becomes commonplace and serves as the central nervous system for domestic
computing, communications, entertainment, security, and much more.

Home Networking: A Historical Perspective

I have lived through most, if not all, of the history of home networking. My
experiences are representative of its plodding growth between 1980 and the late
1990s, so I offer my story to give you some historical perspective. I'm a self-
employed consultant, lecturer, and writer in the information technology arena and
have worked out of my home since 1980. My wife, Nancy, and I worked together in
the second floor of our turn-of-the-century home in Pennsylvania along with a part-
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time college student who helped us with programming jobs. The personal computers
of that period were but toys compared to the high-performance systems of today,
but each of us had and used one, and the only communication between them was
the “walknet”—literally carrying floppy disks between the three upstairs offices
(converted bedrooms).

Having worked with big-iron mainframe computers in the past, I felt frustrated
enough with the minimal capabilities of the PCs of the era to look around for an
alternative. AT&T had just introduced an innovative desktop server computer with
minicomputer power. Most importantly, its UNIX operating system had built-in
support for networking! Although they were a bit pricey, I purchased two of these
PC look-alikes, an intelligent terminal, and 150 feet of coaxial networking cable.
The increased power and the ability to share files and a printer were enough to
justify the cost, about $20,000, of this early “home network.” Actually, the term
home network would not be used for another 15 years. We were the first family in
our neighborhood and probably in our city with a network of computers in our
home. We called it the Longnet.

The AT&T UNIX-based system had the power but not the growing plethora of
software available for IBM PC—compatible systems, so in the late 1980s we went
back to the new improved PCs and the cumbersome, but reliable, walknet. The
Longnet remained in place for a few more years but was seldom used. In 1991, we
moved to Arkansas and I built an office 200 feet up the hill from our house and
wired it for networking. I installed a simple, but limited, computer-to-computer link
between the two PCs in my office at minimal cost (about $300). As it turned out,
my wife decided to work in the house, instead of the office, and the somewhat
cumbersome link was seldom used.

Although our home and office share a telephone and a security system, the
considerable expense of the network gear and software required to span 200 feet was
prohibitively expensive for home use, even along with a home office. Our family
PCs remained separate entities until the late 1990s and the beginning of the modern
home networking era. However, we went on the Internet in the early 1990s and were
able to pass information between the home and office via Internet services.

Three things came together to make home networking affordable and easy to
install:

1. The Microsoft Windows operating systems began to provide reliable
support for home networking.

2. New connectivity technology enabled the use of existing home telephone
lines and AC power lines to link PCs.

3. The availability of high-speed broadband Internet service was spreading
rapidly, and people were subscribing to it in significant numbers.



CHAPTER 1 What Is a Home Network? o
It was the last point, broadband Internet, that gave home networking wings. DSL
and cable modem broadband services came late to our city and especially to those of
us on the outskirts of town. I decided not to wait for terra firma broadband, so I
subscribed to broadband via satellite. Satellite is available to anyone in America with
a southern exposure. Well, as soon as my wife and kids witnessed the wonders of fast
Internet, they wanted it, too. I responded by installing the home network shown in
Figure 1-1, using only Windows and home phoneline adapters (devices that enabled
computer-to-computer communications over regular telephone lines). The new
version of the Longnet worked fine, even though the link between the home and
office exceeded the operational maximum of phoneline networks by 150 feet.
Satellite Internet service is an excellent alternative when DSL and cable modem
are not available. However, the actual day DSL was made available in our

neighborhood, I subscribed to DSL, tore down the satellite dish, and cut the cost of
our Internet service in half.

Larry's office

Troy and Brady's room Nancy's office

Broadband
satellite link |

Troy and Brady PC
Nancy PC

=

Satellite modem

Shared printer
Data links via shared

common telephone line

Data links via shared common
telephone line at 10 Mbps

Larry's office Nancy's office

200-foot shielded
twisted-pair
multifunction cable
links office and house

Figure 1-1 A Windows-based home network that uses phoneline connectivity



0 Home Networking Demystified
Today’s Home Network

Many of today’s home networks are wireless. They are relatively easy to install, are
inexpensive, and provide plenty of flexibility in the placement of PCs. I chose to
wait on wireless because the early wireless alternatives were slow, unreliable, and
overpriced for the service offered. Today, however, wireless is five times as fast,
extremely reliable, and a great buy. Needless to say, the current reincarnation of the
Longnet features wireless connectivity, along with conventional Ethernet wiring,
the type of wiring used to connect PCs in most networks in businesses and homes.

The current version of the Longnet, which seems to be in a constant state of change,
is shown in Figure 1-2. Nancy has a desktop PC in her office, which is just off the
kitchen area. Each of our teenage sons, Troy and Brady, has a desktop PC. I have two
desktops adjacent to one another in my office up the hill, one of which is a beta

Larry's office

) Brady's room Nancy's office
3 Troy's room Y Home theater
00,[

200-foot shielded
twisted-pair
multifunction
Shared cable links office
printer and house at
54 Mbps

Larry PC
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Wireless and Internet | i )
i nternet
access point access via \/\,, S
telephone line

Larry's office

Wireless links
Family notebook

Troy's room Brady's room

Anywhere in or around the house or office [ R

Home theater

2

Nancy's office

[— ] Media hub
[3 =] Game console

Shared printer Nancy PC .
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including a networked and
Internet-linked media hub
and game console

Figure 1-2 The Longnet: the home network at the Longs’
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machine that is used exclusively for running prerelease software. We have a notebook

PC for those many times when one of us needs a portable PC. All of these PCs are

linked together, along with a media hub and an Xbox game console in the home

theater, via a high-speed home network. The media hub provides the link between the

network and the home entertainment center such that network- and Internet-based

images and video can be viewed and music can be played in the home theater.

All PCs share an all-in-one printer (print, fax, copy, and scan) in Nancy’s office
and a printer in my office. Nancy’s PC has two hard disks, one of which is the
backup server for all PCs on the Longnet. A server PC provides some type of
service for the others on the network. Brady’s PC is the media server that stores the
images, music, and video files that are shared throughout the network. The Longnet
of Figure 1-2 illustrates the elements commonly found in home networks and will
be used as an example throughout the book.

At the center of the network in Figure 1-2 is a wireless home gateway located in
Brady’s room. This multifunction device coordinates communication throughout the
entire network and enables sharing of the DSL broadband Internet access. An additional
wireless access point in the office extends the range for wireless communication. The
Longnet is made up of a combination of wireless and wired links. We’ll talk at length
about wireless/wired links, home gateways (also called residential gateways), and
other network equipment (not shown in Figure 1-2) in later chapters.

The Longnet includes several other peripheral devices that aren’t illustrated in
Figure 1-2. Only Nancy and I have scanners. Troy and Brady do their scanning in
our offices and then transfer the files via Longnet to their systems. We have a couple
of fist-sized desktop digital cameras that we share. They are easily plugged into any
USB port on the network and used as a webcam or for videoconferencing. We also
share a couple of megapixel digital cameras and a couple of digicams (digital video
cameras). Once captured (at any PC) and edited, the images are stored on the media
server, which is Brady’s PC.

The greatest challenge to installing the Longnet was the distance between the
home and the office, about 270 feet between my PC and the centrally located
wireless home gateway. Attempting to span this distance using wireless technology
was too expensive. The 350-feet wired distance exceeded the operational maximum
of Ethernet cable; nevertheless, I strung the cable and it works very well with
relatively little loss in transmission speed. This tells us that the capabilities of
Ethernet cable are conservatively stated.

No two networks are alike. Each is designed to fit the networking needs of a
specific family. The Longnet was designed to meet our needs today. It may look
different tomorrow. Expect your home network to grow and expand with your
hardware, your ever-changing network needs, and your desire to use an expanding
variety of innovative home networking applications.
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The Home Network of the Future

To this point in the short history of home networking, the focus has been on the
connectivity of multiple PCs in the home. Home networks, however, have the
potential to encompass more than PCs and the sharing of computer peripherals and
services. In the not-too-distant future, the home network will emerge as a foundation
structure for the “e-home,” an electronic home in which computers, electronic and
audio/visual equipment, and electro-mechanical components throughout the home
are linked to the network and given “intelligence” (see Figure 1-3). Already, people
are expanding their home networks to include their home theaters, game controllers,
security, and lighting.

We are witnessing a slow, steady digital convergence of consumer electronics,
including durable goods, such as kitchen appliances. The home network already is
changing the face of home entertainment. When we are able to control kitchen
appliances from anywhere in our homes and even in our offices, it is sure to change
the way we cook and eat. Today, the foundation of most home security systems is
an automated telephone call to the security company. The next step in home security
is for the control unit, the sensors, and possibly video cameras to be integrated into
the home network. The foundation is laid for the home network of the future to
extend to control of everything in the home, from the heating/air conditioning unit
to the swimming pool’s chlorinator. And yes, your onboard automobile PC can be
part of the network, as well.

Courtesy of Intel Corporation

Figure 1-3 An e-home with structured wiring and wireless links that enable connectivity
between all PCs, audio/video appliances, the Internet, and the security system
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Norte By 2010, virtually all new home construction will include structured wiring

and wireless transceivers in support of home networking along with wiring for

AC power. Telephone wiring as we know it, however, will no longer be necessary,

since terrestrial telephone service will be delivered over the Internet through
home networks.

Networks and Networking

Whether in a business environment or in the home, a network is about sharing and
communications between endpoints on the network, called nodes. The PCs in a
home network, printers, and even home theaters are nodes that are linked physically
by wires or by wireless links. Most of the nodes on a home network communicate
or “talk” with each other; however, this is not always the case, because some may
be output-only devices. For example, the linked media hub in your home theater has
little to do with the upstairs printer.

Generally, networks are classified by their size and scope. A home network is a
local area network, or LAN, which connects nodes in close proximity. The Internet is
awide area network, or WAN, which connects nodes in widely dispersed geographical
areas. One of the primary reasons people install home networks is to share broadband
Internet access among all PCs in the home. This means creating a link between the
home LAN and the Internet WAN. One of the functions of the home gateway is to
control the flow of information between your home network and the Internet.

Personal computers can be linked in a number of ways to create a LAN, but the
approach used most often for home networking is called peer to peer, or P2P. In a
peer-to-peer network, the PCs are peers, or equals. The transfer of information
between nodes is controlled by a protocol that is built into the logic of a network
adapter. A protocol is a set of transmission rules that govern how computers “talk”
with each other. The most widely used network protocol is Ethernet. Each PC on
the network must be configured with an internal or external network adapter, which
can also be called a network interface card (NIC). Ethernet transmits messages at
10 Mbps (megabits per second or million bits per second), 100 Mbps, or 1 Gbps
(gigabits per second or billion bits per second). The 100 Mbps speed is called Fast
Ethernet, and the 1 Gbps speed is called Gigabit Ethernet.

Although the Ethernet is the most common network protocol for local area
networking, both in the home and at the office, there are other ways to link PCs in
a home network. PCs can even be linked directly with a USB cable or via existing
telephone or power lines. Rapid advances in Wi-Fi (Wireless Fidelity) technology
has caused wireless networks to emerge as the most popular form of connectivity in
home networks.
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What You Should Know about Home
Networking

Before you dive head first into the meat of this book, there are seven things you
should know about home networking:

Home networking is not as complex as you might think. Home networking
support is built into modern Microsoft Windows operating systems, which
are on the vast majority of PCs. Manufacturers of networking hardware
have done an admirable job of simplifying complex networking gear for
the home user.

The biggest hurdle to having a home network is having a good grasp of all
the options. Contrary to popular thinking, the setup and installation of a
home network is the easy part. The greatest challenge is to understand the
alternatives and what each can contribute to your network. That knowledge,
which you will get from this book, is all you need to create an efficient,
cost-effective design that fits your networking circumstances and needs.
Installation should be a piece of cake.

Home networking is not as expensive as you might think. Wireless home
networking kits that contain everything you need for a two-PC wireless
network can be purchased for under $80. A couple of computers can be
linked directly in a simple network for the price of the cable, possibly under
$10. All of the network gear for the Longnet of Figure 1-2 was purchased
for under $800. Your net cost may actually be a savings that results from
resource sharing.

Built-in security measures can provide protection for you and your family.
I won’t lie to you—home networks, like business networks, are vulnerable
to a laundry list of cybercrimes, such as identity theft, virus attacks, and
cyberstalking, and to a variety of annoyances ranging from spam to pop-
up ads. This is the world we live in. However, with the judicious use of
available hardware and software tools and with the constant vigilance on
the part of all family members, you should be able to shield yourself and
your family from most, if not all, of this nonsense.

You can do it yourself. Millions of people just like you have installed

home networks, and you can, too. Some may have paid too much and not
purchased exactly what they needed or wanted, but they have an operational
network. You, however, should have the background knowledge to avoid
their pitfalls.
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* Having a home network can be frustrating. Yes, some of the home
networking horror stories are true, albeit probably embellished for effect.
Sometimes it seems as if home networks have personalities and, like
people, just do strange and unexplainable things. Fortunately, there is
usually a fix for most problems. For example, you can solve most problems
by resetting the network devices (often just turning them off and then
on again). These maddening moments are the price we pay to enjoy the
benefits of a home network.

* Help is everywhere. Everyone eventually needs help—even veteran
power users. In home networking, it’s okay to ask for directions. Most
of us learn the common features of our net gear, and then we learn about
other features as we need them. Fortunately, help is readily available and
easily accessible. Windows has plenty of help for installing, maintaining,
and troubleshooting a home network. Also, all of the network equipment
manufacturers have extensive technical support web sites with helpful
step-by-step tutorials, FAQs, and searchable knowledge bases.

—&»

Frequently Asked Questions

Most of my friends know me as a tennis player, a Rotarian, a church member, a
community volunteer, and so on, and most have a vague notion that [ know something
about computers and networking. And like anyone in this day and age who has a
perceived technical knowledge, I get peppered with questions. The questions I hear
most often are these.

* Where do I begin? Now that this book is out, my answer to this FAQ is
“Chapter 1 of this book.” However, I invite you and them to feel free to
jump directly into any chapter. The chapters are relatively independent, so
you can hopscotch about the book depending on your level of networking
knowledge and your information needs. Throughout the book, information
is presented in small chunks to make it easy for you to skim content in
search of specific material. If you read ahead and get hung up on a specific
term, the glossary and the index are always there to help you out.

» Should I upgrade my current home network? Probably so, if you installed
your network in 2003 or before. Chances are that all or part of your network
is a lot slower than is possible with state-of-the-art connectivity technologies,
that you may wish to enhance your network to have the flexibility of high-
speed wireless connectivity, or that you may wish to integrate elements of
your home entertainment or other systems into the network.
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* What network gear do I buy? Networks are designed to fit the hardware
and computing needs of a particular family, so the equipment you purchase
depends on your circumstances. Much of this book is devoted to giving you
the background information you need to make good purchasing choices.

* What can I do with a home network? The answer to this question is a little
more involved, so I’ve devoted the next chapter to answering it. Chapter 2
gives you a guided tour of the home network’s capabilities along with the
advantages and potential of having one.
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Applications
of Home
Networking

With a home network, sister can print a document from a PC in the upstairs bedroom
to a printer in the downstairs den—without leaving her chair. Brother can watch
television shows he recorded the night before on any networked PC or in the home
theater. Dad can check stock quotes on the Internet. Mom can take her notebook PC
and work under a shade tree in the backyard and still be able to interface with her
company’s customer database. The scope and variety of applications for home
networks is growing as rapidly as the number of home networks. For example, soon
you will be able to convert songs on your CDs to MP3 format and then use the
network’s wireless interface to upload the songs from your PC to your car’s
entertainment system. Your car stereo will no longer be limited to the songs on the
CDs in the changer.

Copyright (¢) 2005 by The McGraw-Hill Companies. Click here for term of ush. ’
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There are many good reasons to create a network in multi-PC homes, and they
all revolve around home networking applications. The applications listed here pretty
much describe what you can do with a home network. To help you put these

applications in perspective, I've listed them in order of importance (the best reason
for home networking first).

* Share broadband Internet access

* Share files among PCs on the network

* Share printers and other resources

* Integrate home entertainment and personal computing
* Play multiplayer games

e Enhance PC and network security

* Go wireless with PCs and other devices

¢ Create an e-home

The list reflects my home networking experiences. Others might see it differently.
As new innovations in home networking technology hit the shelves, our ratings are
sure to change anyway. For example, I would expect that home entertainment will
continue to climb this ladder of importance.

Sharing Broadband Internet Access

The number one reason people make the decision to install a home network is to
give them the ability to share a high-speed Internet connection. Typically, these are
people like you who have known the despair of having to wait their turn for the
privilege of having their shot at slow, click-and-wait dial-up Internet access. Or they
are families in which only the chosen one has the screaming fast Internet and the
other family members just scream about their sluggish dial-up access.

The difference between broadband and narrowband (dial-up) Internet access
may be unexplainable for those who have not experienced the two for themselves.
It’s the difference between watching a Harry Potter movie on a nine-inch portable
TV and watching it at a movie theater with Dolby Digital surround sound. It’s the
difference between chicken broth and pot roast. Well, you get the idea. Broadband
offers an entirely different experience, and now, through the wonders of home
networking, everyone in the house can enjoy broadband for the price of a single
DSL or cable modem line.
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Every PC on a home network can share a single always-on broadband link to the
Internet. Users in a home network setting seldom access the Internet at exactly
the same time, so more often than not, users can enjoy the full capacity of the
broadband line (see Figure 2-1). Chapter 9 addresses the alternatives and
considerations and explains how to set up Internet sharing on your home network.
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Figure 2-1 Sharing the Net: brother does instant messaging (top), mom shops (middle),
and dad uploads files to the publisher (bottom).
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NortE Internet access sharing has become very popular, actually, too popular

for some Internet service providers (ISPs). Under normal circumstance, a single
broadband line can handle the Net needs of your family—and your neighbors,

too. And that’s a problem for the ISP. Because some subscribers have chosen to
illegally share their single-location connection, many ISPs offer services that limit

the number of PCs that can share an Internet line. Choose an ISP (or a service
option) that can provide Net access to all PCs on your home LAN.

Sharing Files among PCs on the Network

The ability to share files is one of the great advantages of having a home network.
Once you have your LAN set up, sharing files between PCs and other network
devices that use files is no more difficult than working with files on your PC. That’s
because we use the same familiar Windows Explorer interface to work with files on
a network that we use for file management on our PCs.

You can perform copy, delete, move, rename, open, and other operations on your
personal files and on those shared with other PCs on the network. Each user on the
network can choose which files he or she wishes to share. The other files are
protected from unauthorized access. You can drag and drop files from shared folders
among network PCs just as easily as you would between your hard disk and CD
burner. Network file sharing is covered in detail in Chapter 9.

At our house, files are continually passing between PCs and the media hub in the
home theater. Arguably, our most important application for file sharing is file
backup. The members of my family use each other’s PCs to back up our important
files. Because my office is in a separate building, we have the added advantage of
off-site storage within our home network.

Brady’s PC is the multimedia server for music, image, and video files. Having a
multimedia server gives each of us ready access to our family’s growing MP3 music
collection, the ever-changing family photo album, and a wide variety of videos that
accumulate in a family with a couple of digicams (see Figure 2-2). This access
extends to the multimedia hub in the home theater, too.

When one of us needs to go mobile with the family notebook PC, we just copy
applicable folders to the notebook, do our work, and then reverse the process to
update the master folders on our desktop PCs. When I download a new device
driver program, I notify everyone so that they can pull it from my computer at
network speeds, which are much faster than broadband speeds. These are just a few
of the endless number of applications for file sharing on a home network.
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Figure 2-2 The family photo album is shared and can be viewed from any networked PC.

CAUTION You need to be ever vigilant about what files you share and with whom
you share them. I would suggest that you protect all of your important personal
files (work, school, and so on) and in those infrequent instances in which you wish
to share them, do so indirectly. That is, copy the original to the special Shared
Documents folder set up by Windows for network sharing so that you share a copy
and not the original.

Sharing Printers and Other Resources

The ability to share a single printer can easily justify the relatively modest expense
of a home network. It is not unusual for non-networked homes to have printers and
their costly print cartridges scattered throughout the house. A single networked
printer or any all-in-one multifunction device (print, fax, scan, and copy) can handle
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the printing needs for most families. My family uses the all-in-one printer connected
to Nancy’s PC, which is more than adequate for the printing needs of four heavy PC
users (see Figure 2-3). I have a printer in my office, but only because my home
office is in an outbuilding 200 feet from the house.

Home printers range in cost from around $100 to $500. On those infrequent
occasions that we need printed materials, it is a minor inconvenience to walk to
Nancy’s office to pick up the printed pages. It would be, however, a major
inconvenience and expense to purchase and maintain printers for each PC. Save
your printer dollars. One good printer will suffice, even for a family actively
involved in personal computing.

There are two basic ways to connect a printer to a network. The most common
approach is to share a printer that is connected to any of the network PCs. The
obvious disadvantage of this approach is that the connected PC must be turned on
and operational for the printer to be available to the other PCs on the network. Both
of our printers are connected to PCs, but Nancy and I use our PCs throughout the
day and seldom if ever turn them off. In the homes where PCs are turned on and off
on a regular basis, the best approach may be to connect printers directly to the
network via a device called a print server. The print server is built into an ever-
higher percentage of modern printers, primarily because of the explosion in the
number of home networks. The pros and cons of each approach along with printer
sharing specifics are covered in Chapter 9.

Printer sharing is a natural application for networking in that printers are output-
only devices and no device/media preparation is needed unless special paper is
required. Wireless video cameras are easily shared on the network, too. Any PC on
the network can switch to a camera view of the backyard and/or the baby’s room.

Other resources can be shared, but not so easily. It is possible to share fax services,
CD/DVD burners, and scanners directly, but honestly, it is not worth the effort in a
home setting. The best way to use any of these devices is to use file sharing and
copy appropriate files to the PC hosting the fax or CD/DVD burner capability and
then fax or burn CDs or DVDs on the host PC. Do your scanning from the host PC
and then move your files via file sharing to your PC. If you have a lot of scanning
to do and would prefer to use your PC, just load the driver software for the scanner
to your system and temporarily move the plug-and-play USB scanner to your PC.
If you do, don’t forget to lock and secure the scan bar before moving the scanner.

NotE More and more printers will be networkable until 2010, when virtually all
mainline printers will be sold network ready.
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Figure 2-3 This multifunction all-in-one printer is the primary printer on the Longnet.

Integrating Home Entertainment and
Personal Computing

For better or worse, our society is experiencing a remarkable transformation to a
digital lifestyle. Anything in the physical and communications world that can be
represented as binary ones and zeros in a computer is a candidate for digital
convergence. Digital convergence is making our world more integrated and
accessible, but in so doing it has made our world look very different. Electronic
books (e-books), tiny MP3 players with thousands of songs, electronic mail (even
via cell phones), instant messaging, digicams, wireless palm PCs, PC networks on-
the-fly, linked automobile PCs, and videoconferencing are part of a new technology
lexicon. Moreover, they are becoming part of our lives, too. In our new digital
lifestyle, the home network is emerging as the glue that ties all of these devices and
their applications together.

Shortly, we will be able to watch any movie, hear any song, or read any book—
anytime from anywhere in the house. You can watch, listen, or read at your desk on
your PC, but most of us would prefer a more comfortable setting, such as the living
room, a bedroom, the deck, or a home theater (see Figure 2-4). The home network
is evolving to fit our new digital lifestyle and give us a variety of home entertainment
options, from Internet-based gaming to downloadable movies on demand.
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Figure 2-4 This home theater is linked to the Longnet via a media hub.

To meet the demand for the integration of entertainment into our home networks,
we can expect to see a continuous string of innovative network devices that
complement the capabilities of the PC. For example, I would expect that the typical
networked home will have linked media hubs strategically placed throughout the
house that can receive multimedia content from linked PCs or the Internet for
playback on the home theater, the bedroom TV, and other media players. Media
hubs are available that can record your favorite TV shows for playback at your
convenience on any monitor in the house. Game consoles, such as Microsoft’s
Xbox, are going live—that is, live on the Internet for multiplayer gaming.

A number of portable devices are on the horizon. For example, we will have
wireless stereo headsets that give us the flexibility to move about the house while
listening to music from distant radio stations or the network’s music server. Wireless
electronic readers will let us read the latest bestseller or today’s online news from
our favorite chair or the comfort of our bed. Of course, handheld PCs, cell phones,
and just about any other digital appliance will have the ability to interface with the
home network for any of a number of applications, from synchronizing calendars to
uploading/downloading images.

Combining a variety of linked devices with power of the PC, access to the
Internet, and the connectivity of the home network has and will continue to redefine
home entertainment at a mind-boggling pace over the next decade. This new
multimedia experience will be something to behold, so get ready. Chapter 12
illustrates the integration of entertainment and PCs on a home network.
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NortkE It’s inevitable that digital convergence will bring us a plethora of home

entertainment services, including video on demand. I would expect that online

movie subscription services will preempt video stores by 2010, maybe sooner,

depending on the rate of penetration of home networks and home theaters. Current

services allow you to download as many movies as you want for about $12 per

month, while others charge a per-download fee. Movies can be downloaded in 30
minutes or less via broadband, about the time it takes for a trip to the video store.

Playing Multiplayer Games

Walk into any retail store that sells PC software and observe the mix of available
software. It is not unusual for 75 percent of the shelf space to be devoted to gaming
software. The gaming craze passed me by, but the interactive exhilaration of a wide
variety of imaginative and challenging games grabbed my teenage children and
millions of adults, too. The high-resolution graphics, realistic animation, and
accompanying Dolby Digital sound give players the you-are-there feeling. At any
given time, millions of games are being played on the Internet—and you are invited
to join. Or you can have a private LAN gaming party in your house (see Figure 2-5).

Response time is critical in multiplayer gaming. A few milliseconds of lag time,
which is common with Internet-based gaming, can mean the difference between
you blasting the bad guys or being the blastee. The Internet gamer with the fastest
response time has a built-in advantage. That advantage is rendered nil when gaming
is played within the confines of a high-speed home network.

Figure 2-5 Multiplayer gaming on the Longnet
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My teenage boys often invite their friends over for gaming parties. Sometimes
the boys’ friends will bring their own PCs and plug them into our network via a
wireless or Ethernet link to expand the number of possible players. Usually, they
will consolidate the PCs in one or two rooms so that they can interact with each

other as well as the games. Multiplayer gaming for both PCs and game consoles is
discussed in Chapter 14.

Enhancing PC and Network Security

Throughout much of the 1990s, each member of my family was connected to the
Internet directly via a dial-up connection, placing each system at great risk to
intrusion by a malicious hacker. The communications hardware associated with a
home network provides an extra layer of protection from hackers, viruses,
cyberthieves, and all the other bad things floating around the Internet seeking
vulnerable prey (see Figure 2-6).

When it comes to cyberspace, I have never had that warm feeling one gets when
wrapped in a cocoon of safety. I do, however, feel much better knowing that my
home network provides some front-end protection that is not available with a direct
link to the Internet. Firewalls, antivirus software, and other Internet security
measures that can be employed in the home networking environment are presented
in Chapter 10.

Figure 2-6 The firewall that sits between the Internet and the Longnet permits only
authorized traffic to reach Larry’s office PCs.
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Going Wireless with PCs and Other Devices

Clearly, the trend in home networking is to go wireless with all or at least part of the
network. Therefore, it is likely that you will enjoy the freedom and flexibility of
working with PCs that are not tethered to one another or a DSL/cable modem (see
Figure 2-7). Moreover, most new PC sales are notebooks. If you have one or more
notebook PCs, you may as well give these mobile nodes the flexibility to stay
connected to the network and the Internet from anywhere in or around the house.

The primary PC for all of us on the Longnet is a desktop; however, our lone
family notebook gets plenty of use during those occasions that call for mobile
computing. For example, Brady will sometimes take the laptop to bed and talk with
his friends via instant messaging. The notebook gives Troy an extra gaming station
when he has LAN gaming parties. Nancy moves the notebook to the kitchen so that
her 90-year-old mother can view recent family photos rather than asking her to
descend the stairs leading to the desktops. All of us enjoy taking the laptop to the
home theater so that we can surf the Internet on the seven-foot screen. On nice days,
there is a good chance you might find one of us working or doing homework under
a shade tree. When we have guests, we move the notebook PC to the guest room to
give them a tool for personal computing and that all-important access to the Internet
and their e-mail.

Once you equip notebook PCs for wireless communication (a wireless network
adapter), you give that PC the capability to establish a link to any wireless network as
long as you are within the network’s hotspot. The hotspot is defined by the coverage

Figure 2-7 With wireless connectivity, you are online anywhere in and around the house.
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area of the network’s wireless access point(s). The same wireless network adapter
that gives you access to your home network gets you on your company’s network
within seconds after you arrive at the office. Also, you can go online at any of
thousands of free wireless hotspots at schools, colleges, coffee shops, and so on,
and at a growing number of fee-based wireless hotspots at airports, hotels, retail

stores, and many other locations. Commercial airplanes are becoming flying
hotspots. In some parts of the world, the hotspot is called a coolspot.

Creating a Smart Home

The e-home, sometimes called a smart home, has been around for a long time in our
technical lexicon, but it is in very few homes. In an e-home, a variety of systems and
appliances are linked and placed under program control. Smart homes have been a
sound economic investment since the early 1990s, but few people have been willing
to spend the five-figure amount needed to give their home intelligence. The home
network is giving the smart home new life in that it already has two of the most
expensive elements of any smart home: processing/control capabilities (the networked
PCs) and a wired and wireless infrastructure for connectivity throughout the home.

The e-home includes computer-based controls that can be programmed to
optimize, functionally and economically, a variety of domestic systems. For
example, an integrated home security system might involve lighting, an alarm and
police notification system, and security cameras. One of the major applications for
e-homes is climate control, where temperatures are adjusted automatically to
minimize energy consumption. Blinds throughout the house can be timed to open
and close in sync with the season and the family’s activities. Hot water temperatures
can be raised and lowered to meet cyclical demands.

A number of home network—compatible consumer devices are being developed
and introduced. For example, coffee makers, oven/refrigerator combos, dishwashers,
and other kitchen appliances will be given programmable control. You will be able
to control some of these appliances from remote locations via the Internet. Pet care
devices are coming on the market that can be programmed to feed fish, dogs, cats,
and other pets at predetermined times. If you prefer, you can release the food
manually from a remote location via an Internet link.

Home networking has hastened us toward the day when the e-home will be
commonplace in your neighborhood. I fully expect that we will be able to
communicate with our e-homes via ever-improving speech recognition as we walk
from room to room, probably within this decade.
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The Downside of Home Networking

Everything has a downside, even something as helpful and life-changing as a home
network. That downside, however, is relatively minor. Sure, you will need to invest
a little time and money, from a few hours and around $100 to several days and up
to $1000. The benefits of these expenditures in effort and dollars, though, are
returned many times over.

A home network is more dynamic than a twisted-pair phone system or your AC
power structure, both of which can provide unattended service for decades. Your
home network, however, will evolve with your changing needs; thus, you have one
more thing in life to maintain. Although home networks can be hassle free for
months at a time, it is inevitable that you will need to do some minor troubleshooting.
Perhaps a wire is jarred loose or you need to reposition wireless network adapters
for better reception. Occasionally, you might lose Internet access. Chapter 11
provides troubleshooting hints on how to proceed when problems occur.

Home networking demands cooperation among family members. Security is an
ongoing concern that requires constant vigilance and adherence to security maxims
by everyone who uses the LAN. A home network is about sharing, and sharing can
mean that you may have to plan ahead to use resources wisely. For example, all of
the kids can’t print their homework assignments on the network’s solo printer five
minutes before the school bus arrives. If you wish to download a movie from a
subscription service, the courteous thing to do would be to download it during off-
peak hours so as not to bog down Internet access for others in the family.

When you put home networking’s upside and downside alongside one another,
the downside elements seem relatively insignificant. As you will soon see (if you
haven’t already), a home network is like a dishwasher or a car—once you’ve had
one for a while, you just can’t imagine yourself without it.
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Network
Concepts and
Strategies

We live in an increasingly connected world. If you work in an office, there’s a good
chance you and your PC are linked to your company’s local area network. Because
you are reading this book, you are either planning or already enjoying an Internet-
ready home network. Whether at work or home, you’re connected.

During the first three decades of widespread networking, networks existed in an
experts-only domain for the business world. These past few years, however, we
have experienced an amazing transformation in network technology. Network
technologies are now readily available consumer items. Communications gear that
cost in the four figures a decade ago can be purchased today at Wal-Mart, Best Buy,
and many other retail stores for less than $50. Now, millions of PC users like you
purchase, install, and maintain network hardware and communications channels.

Copyright (¢) 2005 by The McGraw-Hill Companies. Click here for term of ush. ’
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Although hardware and software vendors do their best to shield us from the
complex inner workings of networks (and they can be extremely complex), the use
of some network terms, such as IP address and DHCP, is unavoidable. Even though
network gear with easy-to-install diagrams on the boxes peppers the shelves of
every big-box retailer, installing a home network is considerably more involved
than installing a toaster oven. Therefore, a little knowledge about networks and
networking will prove beneficial during the installation process and make you a
more effective network user both at work and at home. Just knowing the basics
saves you plenty of time and money.

This chapter, which is a bit more technical than the others, is about unraveling the
mystery of networks. It introduces you to those networking concepts and strategies

that will prove helpful as you go about installing, maintaining, and growing a home
network.

Types of Networks

Networks facilitate the collection and distribution of information between two
points. Were you aware that you have been communicating on a network for most
of your life? Yes, the telephone system is a network, and a telephone is an endpoint,
or node, connected to a network of computers that routes your voice signals to any
one of a billion other telephone nodes around the world. The node can be a terminal,
a computer, or any destination/source device (for example, a printer, an Xbox game
controller, or even a telephone). Computer networks can have two nodes or
thousands of nodes, depending on the specific requirements of an organization. The
typical home network will have two to five nodes. Home networks with three PCs
or two PCs and a print server, for example, are very popular.

The proximity of a network’s nodes defines the type of network, the most popular
types being the LAN and the WAN.

e Local area network. The local area network (LAN) connects nodes in close
proximity, such as the rooms in a home or a suite of offices in a building.
Home networks are LANs. The LAN also is called a local net.

o Wide area network. A WAN, or wide area network, connects nodes and
local area networks in widely dispersed geographic areas, such as cities,
states, and even countries. The WAN normally will employ the transmission
services of a common carrier to transmit signals between nodes in the
network. Many national and international corporations support WANSs.
The world’s grandest WAN is the Internet. Even a stand-alone PC
connecting via a dial-up link is a node on the Internet WAN.
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When we refer to a LAN or WAN, we refer to all hardware, software, and
communications channels associated with it.

Local Area Networks: LANs

LANSs link the workstations/PCs in just about any office building and the PCs in
millions of homes. Because of the proximity of nodes in local nets, a company or a
family can install their own communications channels, such as Cat 5 cabling or
wireless transceivers. The LAN can operate in isolation of other networks or
common carriers, but they seldom do. In the business world, LANs often are linked
by WANSs, and virtually all home networks (LANs in the home) bridge to the
Internet via DSL or cable modem. The DSL signal is delivered over a common
carrier’s telephone lines, and the cable modem gets its signal from a cable company,
also a common carrier. A small percentage of home networks get their Internet
access via satellite.

LAN Topologies

A network’s fopology describes the physical relationship between the nodes on the
network. The most popular local area network topologies are star and bus. The bus
topology permits the connection of PCs, print servers, and so on along a common
coaxial cable called a network bus. The term bus is used because people on a bus
can get off at any stop along the route. I mention the bus topology because, at one
time, the bus-based LAN was popular, and because it remains installed in many
businesses. Because the bus topology can be slow and difficult to maintain, virtually
all modern home networks are based on a star topology.

In a star topology, devices on the network are connected to a central hub, creating
the appearance of a star. In a home network, the hub normally will be a multifunction
home gateway (see Figure 3-1). Multiple hubs and their stars can be linked and,
often, are combined into a single network. Figure 3-2 illustrates a home network
that combines two hubs (each a star topology), one of which is a wired home
gateway that links three PCs, the DSL/cable modem, and another hub. The second
hub is a wireless access point (WAP) that provides wireless links to two PCs and
wired links to a network printer and the home gateway. The wireless access point,
or simply AP, (WAP) is a transceiver for radio signals. Devices can be added to
either of the hubs in Figure 3-2, and another hub can be linked to either of the hubs
to expand the network.
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Figure 3-1 A home network with one hub

wireless
access point

Figure 3-2 A home network with two hubs
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The Ethernet LAN Protocol

Each PC/network device must have a network adapter. The transfer of information
between nodes is controlled by a protocol embedded in the logic of the network
adapter’s memory. A protocol is the set of rules by which networks determine usage
priorities for a shared medium—the wired and wireless links. The protocol acts like
a series of traffic lights, but instead of keeping cars from crashing into each other, it
keeps messages from colliding along the transmission medium. The most popular
access method for business and home LANs is Ethernet.

Ethernet, a wired protocol, uses CSMA/CD (Carrier Sense Multiple Access/
Collision Detection) and Cat 5 cabling. CSMA/CD is a set of rules that describe
what happens when devices on a network attempt to use the same transmission
media at the same time (data collisions). Ethernet sets the stage for communication
such that all devices uses a common format for messages and a standard method
(queries and responses) for communicating with one another.

In your basic Ethernet network, the nodes on the LAN compete for the right to
send a message. A node with a message sends it and its signal over the network,
possibly to all nodes. Only the addressee node recognizes and accepts the message;
the other nodes ignore it.

One of the most important functions of the Ethernet adapters is to detect when
two messages collide en route to their destination. Collisions are a normal and
expected part of Ethernet communications. When this happens, the adapters return
“line busy” signals to the senders. Then, each node waits a few microseconds and
tries again, and again, until the line is free. The typical network user doesn’t know
about all of this contention and is unaffected by the imperceptible wait. Essentially,
Ethernet LANs operate like a conversation between polite people. When two people
begin talking at the same time, one must wait until the other is finished.

Communications technology has improved in the last few years, so today’s
Ethernet networks don’t have all of that contention and colliding. Most networks
have “intelligent” gateways and switches that can route messages more expeditiously
to their destinations, often directly. Computer equipment is covered in more detail
in Chapter 5.

Ethernet transmits messages at 10 Mbps, 100 Mbps (Fast Ethernet), or 1 Gbps
(Gigabit Ethernet). The choice for most home networks is Fast Ethernet. The
hardware for Gigabit Ethernet is still a bit pricey for the home market, and the extra
speed is overkill for domestic applications, anyway.

Wireless communications, an alternative to wired Ethernet, adhere to the rules of
CSMA/CA, which emphasizes collision avoidance rather than collision detection.
This collision avoidance technique requires that the wireless network adapters get
permission to send information before actually transmitting it. Wireless uses radio
waves to transmit information between the nodes instead of wire. Virtually all wireless
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LANSs are Wi-Fi (Wireless Fidelity) certified. Wi-Fi is an interoperability certification
based on one of the Institute of Electrical and Electronics Engineers (IEEE) 802.11
standards. The term Wi-Fi is often used as a generic reference to wireless networks.
The two protocols, Ethernet and Wi-Fi, can and do coexist in home networks. In
fact, home networks with a combination of the two technologies are common (see
Figure 3-2). In the Longnet introduced in Figure 1-2 in Chapter 1, the media hub
and the Xbox in the entertainment center, both Ethernet devices, are connected via
a wireless link to the home gateway. Ethernet and Wi-Fi devices can be connected
to networks based on phoneline and powerline technologies, too. These alternative
wired technologies are introduced in Chapter 4, Connectivity: Wired and Wireless.
IEEE 802.11 wireless is not really “wireless Ethernet,” because 802.11 networks

do not use CSMA/CD but use CSMA/CA instead. I would avoid using that term.
(Of course, even Ethernet is not really Ethernet anymore; it’s IEEE 802.3.)

Peer-to-Peer and Client/Server LANs

There are several ways to connect PCs and other devices to form a local area
network, but most families opt for the least expensive, easiest-to-install approach to
home networking—peer-to-peer. In Windows terminology, a peer-to-peer LAN
often is called a workgroup. In a peer-to-peer LAN, all PCs on the network are
peers, or equals, and a central server computer is not required to manage network
resources. Each peer PC on a peer-to-peer network can share its files, printer, and
other resources with its peers.

A much smaller percentage of home networks, mainly the homes of network
wizards, install the more sophisticated client/server networks, which offer capabilities
more aligned with the information processing needs of a business. In client/server
networks, one or more central computers, called server computers, manage the
resources on a network and perform a variety of functions for the other computers on
the network, called client computers.

Most of us are very familiar with the client/server concept. The World Wide Web
on the Internet is an example of a client/server network. Most businesses have a
web server, and we use our client web browsers (such as Internet Explorer) to
interact with web servers to access Net-based information. Also, we use an e-mail
client (such as Outlook) to send e-mail to an incoming e-mail server (POP3 server)
and receive e-mail from an outgoing mail server (SMTP server).

Client PCs are linked to the server computer to form the network. A client/server
network can have one or many servers depending on need and application. The
various types of servers include file, print, web, database, applications, and backup.
Sometimes, a server is dedicated to one of these functions, and occasionally, a
single server may perform multiple functions (for example, a print and file server).
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In contrast to peer PCs in a peer-to-peer network, client computers in a client/server
network generally do not share resources with other clients. Table 3-1 summarizes
the characteristics of peer-to-peer and client/server networks.

Peer-to-Peer Networking

Client/Server Networking

Where to use

Mostly in homes and small
businesses

Mostly in businesses, government
agencies, and education institutions

Size of network

Small (usually 10 or fewer
nodes)

Medium (10-30 nodes) to large (30—
150 nodes)

Ease of installation

Relatively easy

Usually requires a trained network
administrator

Ease of maintenance

Relatively little

Usually requires a trained network
administrator

Administration

Individual users can
control sharing options

Sharing is tightly controlled by a
network administrator

File sharing

All PCs share files

Shared files are centralized on one or
more servers

Server options

Clients can be servers to

peer PCs and share files,

printers, the Internet, and
other resources

Depending on need, types of servers
(which normally are dedicated to one
or more server functions) can include
file, print, backup, web, database,
applications, and so on

Authentication

The use of passwords is
optional

Username and password must be
entered by each user

Intranetwork security

There is an implied

trust that fellow users

on the network will act
responsibly when sharing
and using files

Users can access only their local files
and shared files on the server(s)

for his/her backup

Applications Primarily local Can support networkable applications
applications (each PC runs | where client PCs run applications
its own software) from a server and share server-based

databases

Network performance | Network overhead at By relegating certain network tasks
the PC level can reduce to servers, overall performance is
performance optimized

Backup Each user is responsible Backup of important shared files is

done at the server level

Table 3-1 Comparison Between Peer-to-Peer and Client/Server LANs
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Because peer-to-peer networking is the overwhelming choice for home networks,
our emphasis throughout this book is the peer network. Anyone installing a client/
server network in the home doesn’t need this book and probably enjoys the extra
administrative work, expense, and headaches that come with the more sophisticated
client/server network. Installing a client/server network in a home would be a good
example of communications excess.

The line between peer-to-peer and client/server networks is beginning to blur. In
a peer network, any PC can be a client to another peer PC or any PC can be a server
and share its resources with its peers. Still, peer networks are less sophisticated than
the business-oriented client/server networks, but they offer more than enough
features and capabilities for home networking applications. Because they are
relatively easy to install and maintain, peer-to-peer LANs are popular when small
numbers of PCs are involved (for example, from 2 to 10). Most home networks are
Windows-based peer-to-peer networks.

NOTE The capabilities of peer-to-peer networking will continue to grow with
the needs of home users and eventually look very much like client/server networks,
but without the administrative hassle. For example, I would expect that a future
version of Windows will support (and possibly encourage) the use of networkable
software. This means that the PCs on the network interact with an applications
server to load programs such as Word, Excel, and PowerPoint. Networkable
software is licensed for sharing.

LAN Servers

A server is simply any computer or device on a network that provides some service
for other PCs on the LAN. Peer networks have servers, too. The most popular
servers on a home network are the Internet access server, the file server, and the
print server. The server can be a dedicated PC or a device, or the server function can
be embedded in a multifunction PC or device. Figure 3-3 illustrates a home network
that includes a wireless home gateway, which performs the function of an Internet
access server. The gateway includes a router, which is a device that controls the
flow of information between your home network LAN and the Internet (a WAN)). It
can be a stand-alone device, too. Other servers in Figure 3-3 include a network print
server and a desktop PC that doubles as a multimedia and backup file server.



CHAPTER 3 Network Concepts and Strategies @
e Internet server The Internet access server is a PC or a device that

controls the flow of information between the PCs on your home network

and the Internet. Sometimes a network PC does the work of a router, but in

most modern home networks, the router is built into a home gateway or is a
stand-alone single function communication device.

* File server The file server normally is a PC with one or more high-
capacity hard disks that are dedicated to storing the information that can
be shared by network users. Sometimes, the file server is given a label that
defines its function. For example, the Longnet has two such servers. A hard
disk on Brady’s PC serves as the multimedia server (stores images, music,
and videos). A dedicated hard disk on Nancy’s PC is the Longnet’s backup
server (provides backup storage for the other PCs).

* Print server The print server handles user print jobs and controls at least
one printer. The print server can be a network PC that shares its connected
printer, or it can be a printer that is connected directly to the network with a
stand-alone or built-in printer server device (see Figure 3-3). If needed, the
server spools print jobs; that is, it saves print jobs to disk or memory until
the requested printer is available, and then routes the print file to the printer.

Backup and

.E multimedia file server

Wireless home gateway
(Internet access server)

Figure 3-3 A home network with an Internet access server (the home gateway),
a backup/multimedia file server, and a print server
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Sharing Internet Access on a Home Network

You probably have two or more stand-alone PCs in your home, each of which is
connected directly to the Internet via a dial-up or broadband link. If this is the case,
there is no direct connection or communication between the PCs and each interacts
independently with the Internet. A home network provides connectivity among the
PCs and enables sharing of Internet access.

Communications-wise, there are two things happening in a home network. First,
there is communication among the PCs, such as file and printer sharing. This transfer
of information is made possible by the networking software built into the Windows
operating system. PC-to-PC communications within a home network is relatively
straightforward and is explained in later chapters. The second element of
communications within a home network deals with sharing the Internet among the
PCs on the network. Internet-related communication is not difficult either, but it has
a few more points of potential confusion. So, if you wish to maintain a cheery
nature during your home networking adventure, I would recommend that you
become familiar with the principles and terminology associated with how
information travels between nodes in your home network and the Internet.

Sending/Receiving Information on the Internet

The Internet is a network of networks. Your home network is one of those networks,
and each PC in your network is one of a billion or so nodes with access to the Net.
Your personal LAN is served by your Internet service provider, which has at least
one point of presence (POP) on the Internet for use by its subscribers. ISPs maintain
a high-speed communications link to the Internet’s backbone, which is a system of
high-level networks and communications devices that facilitate the interconnection
of those computer networks with a POP on the Internet.

Data are transmitted over the Internet according to several communications
protocols, each of which defines a set of rules that computers follow when they talk
to each other. The protocols most frequently associated with the Internet are the
Transmission Control Protocol (TCP) and the Internet Protocol (IP). You’ll see
references to TCP/IP as you work through the process of setting up and maintaining
an Internet connection on your home network. The TCP protocol establishes the
guidelines by which two points on the Internet establish a connection and exchange
information. The IP protocol describes an addressing scheme that enables
information sent over the Net to reach its Internet destination. TCP/IP and Ethernet
are both communications protocols, and both can be used to facilitate transmissions
between computers. The typical home network will use both of these protocols.
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The TCP and IP protocols combine with other protocols to enable the packaging

of Internet transmissions into independent packets. Each packet on the Net contains

an IP address of the destination, a portion of the user data, and the address of the

sender. The packets travel independently through the Internet, and those from the

same message may actually take different paths. Once all packets associated with a

particular transmission have arrived at the destination, they are reassembled as an

e-mail, a photo of grandfather, a colorful web page, or the like. If, for some reason,

a packet is lost or is corrupted in transit, the destination computer notifies the source

computer and requests that the packet(s) be resent to complete the transmission.

This communications process, which happens very quickly, is called packet
switching.

NOTE The slow migration from traditional telephone systems to Voice over

IP (VoIP) Internet-based telephone systems has begun. Over the next few years,
I would expect that you will hear more about this transition and the difference
between circuit switching and packet switching. When we call someone on a
tradition telephone, we talk over a dedicated circuit (a channel) that spans the
distance between the phones and lasts for the length of our conversation. This

is circuit switching, and it wastes much of the capacity of the communications
channel. In contrast, VolP and the Internet use the more channel-efficient, digital
packet switching technique.

The IP Address

The year was 1969 and a U.S. Department of Defense sponsored project, named
ARPANET, was underway to unite a community of geographically dispersed
scientists by technology. The first official demonstration linked UCLA with Stanford
University, both in California. Ten years later, the ARPANET had 200 sites, each
with an IP address to facilitate communication. By 1990, ARPANET had evolved
into what we now know as the Internet.

Who could possibly have imagined that the Internet would explode to encompass
hundreds of millions of computers throughout the world? Apparently the wise people
who designed the Internet were thinking ahead, because they created an addressing
scheme that would permit over four billion unique addresses! Every node on the
Internet could be assigned one of these addresses. The entire population of the world
is only six billion and change, so we’re okay for decades, right? Wrong.

Although the engineering end of the Internet was solid, the administrative end
dropped the ball when assigning IP addresses. While some companies have IP
addresses spilling out the door, some countries are left screaming for more. The
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reality is that the Internet is running out of IP addresses. A new IP addressing
scheme has been developed with enough address space to provide 1564 addresses
for each square meter of the Earth’s surface (over 35 trillion). That should suffice.
This new version of IP addressing will replace the current scheme, but a complete
conversion may take a decade or more. In the meantime, designers have given us an

interim solution that adds another step to the transmission process, but it seems to
work pretty well.

Dynamic IP Addressing

Each point of presence on the Internet, such as an Internet service provider, has one
of those four-plus billion /P addresses, each of which consists of four numbers (0
to 255) separated by periods (for example, 65.70.230.81). Typically, when you log
on to an ISP, your stand-alone PC is assigned a temporary IP address, called a
dynamic IP address. Your computer has this address for as long as you are connected,
and then it goes into a pool of addresses that can be reassigned. By assigning IP
addresses as they are needed, the number of IP addresses required to serve ISP
customers is minimized, since not all customers are online at any given time.

Because of the paucity of IP addresses, the ISP assigns a home network a single
dynamic IP address when the network’s modem/router requests Internet access and
establishes a connection. So, with only one IP address per network, how is Internet
information routed to the correct PC on your home LAN? This is done using a
couple of technologies created to solve the problems created by a shortage of IP
addresses. Before discussing these technologies, however, we need to look at the
two different types of IP addresses they use.

The Public IP Address and the Private IP Address

In a perfect cyberworld, there would be enough IP addresses for every node on the
Internet to have a unique IP address. As you know, the Net is less than perfect and there
just aren’t enough IP addresses to go around. To solve this dilemma, Internet designers
had to create two types of addresses, the public IP address and the private IP address.

Public IP addresses are the addresses recognized throughout the Internet world
as source/destination nodes, and they are in short supply. When IP addresses were
passed out in the early days of the Net, universities and businesses, primarily in the
United States, gobbled up large blocks of these addresses. And guess what? They’re
not giving them up.

IP addresses can be static or dynamic. A static IP address is one that is permanently
assigned to an Internet node. The original plan for the Internet was for each node to
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have its own address, but explosive and continued growth of the Internet has made

meeting this design objective impossible. Many points on the Internet have

permanent addresses, such as businesses, government agencies, universities, and

ISPs. But most of us who rely on ISPs for Internet access are assigned a dynamic IP

address. ISPs have a pool of reusable IP addresses that they assign dynamically

when a PC or network logs on to the Internet. The home network normally is

assigned a single public IP address, even if the network has five PCs.

But how does the Internet know to send your e-mail to your PC and route the contents
of a web page to your spouse’s PC? Actually, it doesn’t. Internet traffic destined for
your home network is routed to that single dynamically assigned IP address. From
there, your network gear uses private IP addresses, sometimes called internal IP
addresses, to route information to the appropriate PC. Internal addresses are visible
only within the confines of the network and cannot be reached from the Internet.

Your network’s router monitors traffic between networked PCs and the Internet.
The router uses the private IP addresses assigned to each networked PC to ensure
that Internet traffic is routed to the appropriate destinations. International Network
Standard RFC 1918 set aside several blocks of IP address for use as private IP
addresses (see Table 3-2). You or your router can assign the addresses to the PCs on
your network from one of these three blocks. The default setting for most home
networks is the block of private addresses that begins with 192.168.0.0.

Dynamic Host Configuration Protocol (DHCP)

The Dynamic Host Configuration Protocol, or DHCP for short, is a protocol that
works with TCP/IP to assign dynamic IP addresses. A DHCP server provides this
service to its clients. Figure 3-4 illustrates two of the client/server relationships.
First, there is the relationship between an ISP and the home networks and dial-up
clients it serves. The figure also illustrates the client/server relationship between the
home network’s router and the PCs on the network.

Block Size (Number of Beginning Private IP Ending Private IP Address
Available IP Addresses) Address

16.7 million 10.0.0.0 10.255.255.255

1 million 172.16.0.0 172.31.255.255

65 thousand 192.168.0.0 192.168.255.255

Table 3-2 Blocks of IP Addresses Available for Exclusive Use as Private IP Addresses
Within a Network
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The DHCP server in the ISP’s router automatically assigns dynamic IP addresses
to its clients from the ISP’s pool of reusable public IP addresses (see Figure 3-4).
The assignment of a dynamic IP address is part of the process that takes place when
a stand-alone PC or a home network establishes a connection with an ISP. Typically,
the PC or network will have the assigned IP address until the connection is broken.
Another address is pulled from the reusable pool the next time a connection is made
to the ISP.

Your home network’s router, which probably will be built into your home
gateway, uses an Internet standard called Network Address Translation, or NAT.
A NAT router, which sits between the home LAN and the Internet WAN, will also
have a DHCP server. This home network—level DHCP server assigns private [P
addresses to the PCs on a home network (see Figure 3-4), probably those that begin
with 192.168 (see Table 3-2). The primary function of NAT is to facilitate the
routing of Internet communications between the outside network (the Internet) and
the inside network (the home network). NAT keeps track of all information exiting
the network into the Internet and all information entering the network from the
Internet. When a user requests a web page or e-mail, NAT ensures that the requested
web page or e-mail is returned to the correct PC.

An important side benefit of NAT is that it provides some measure of protection
from the bad elements of cyberspace (and there are many). NAT shields internal IP
addresses from the Internet; therefore, all of the internal (private) IP addresses are
unknown by and inaccessible to the hackers and crackers who constantly prowl the
Net for vulnerable networks and PCs.

TIP To find the public IP address of your network (the address from which
Internet service is requested), enter find IP address into any Internet search
engine to get a list of sites that will return your network’s IP address when
displayed. To view the private IP address assigned to your PC by your home
network’s DHCP server, click Start | All Programs | Accessories | Command
Prompt and then enter the command ipconfig ro view the IP address (key in
exit ro terminate the command window ).
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Router with a DHCP
server that services
the ISP's customers

The ISP
(Internet service provider)

Dynamic public IP addresses
are assigned by the ISP to the
dial-up PC and the home network
routers when they connect.

PC with dial-up
Internet access
Home network  at 1433 Starr Dr.
at 820 Tioga Ave.

with broadband

Internet access

DSL/cable modem

Home network
at 528 8th Street
with broadband
Internet access

Home gateways with NAT routers

are DHCP clients to the ISP router.
These network routers also are DHCP
servers to the home network client PCs.

Dynamic private IP addresses
are assigned by the NAT
routers (the DHCP servers
for the LANSs) to each PC
in the home network.

Figure 3-4 Assigning dynamic public IP addresses via an ISP’s DHCP server and
assigning dynamic private IP addresses via the home network’s DHCP server
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Connectivity:
Wired and
Wireless

My first exposure to computers was in college in the early 1960s. All engineering
students were required to take a course on FORTRAN, a scientific programming
language. We wrote our instructions with pencils on coding sheets and then went to
the “computer center” to keypunch our programs into punched cards. A typical
program would be a stack of 50 to 200 cards, each containing a program instruction.
After we placed our programs on the “in” shelf, an operator loaded them into the
computer’s card reader. The programs and their printed output (usually containing
lots of error messages) were returned to the “out” shelf. The process was repeated
until the program did what it was supposed to do—without errors. Did I mention
that the turnaround time was unknown and could be minutes, hours, and even days?
We would return to the computer center throughout the day (and night) to check if
our program had been run.

Copyright (¢) 2005 by The McGraw-Hill Companies. Click here for term of ush. ’
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Today, the typical college student will have his or her own PC. And that PC,
usually a notebook, is on the college’s network no matter where the student or PC
is located—in the dorm room or under a giant oak tree. College campuses are strewn
with Ethernet wall jacks and wireless hotspots that enable an easy link to the
college’s network and all of it resources, including the Internet and the campus
information systems (grades, assignments, library access, and so on). Our wired

(and now wireless) society has come a long way since punch cards. We are
connected, whether on campus, at work, or now, at home.

Connectivity Technologies:
The Transmission Media

Because home networking has a smorgasbord of options, home networks are like
snowflakes—no two are alike. Your home, your personal computing hardware, and
your personal preferences are unique, so it stands to reason that your home network
will be one of a kind. One of the primary contributors to the uniqueness of your
home network is how you choose to connect the nodes in your network.

An important design consideration revolves around whether you want a wired
network, a wireless network, or a network with a combination of these connectivity
options. Wired and wireless technologies for home networking are the focus of this
chapter. These options are summarized in Table 4-1 and explained in the sections
that follow.

Wired Networking Technologies

If you choose to link the PCs in your home network with wires, the most popular
technology is Ethernet, but HomePNA and HomePlug are viable options. The
primary difference among these wired alternatives is that you will need to install
cabling for Ethernet links, but existing telephone wires and electrical wiring provide
the wiring structure for HomePNA and HomePlug connectivity, respectively. Also,
Ethernet has a transmission speed advantage, at least for now. The advantages and
disadvantages of these proven technologies are summarized in Table 4-1 and
discussed in the following sections.
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Wired Networks Wireless Networks
Ethernet HomePNA HomePlug Wireless-B, Wireless-G,
enhanced Wireless-G, and
Wireless-N
Maximum 10/100/1000 Mbps 10 Mbps 14 Mbps 11 Mbps for Wireless-B
speed (HPNA 2.0) (HomePlug 1.0) 54 Mbps for Wireless-G
128 Mbps 100 Mbps 108 Mbps for enhanced
to 240 Mbps (HomePlug AV)* Wireless-G
(HPNA 3.0)* 200 plus Mbps for Wireless-N
Operational 4 Mbps 5 Mbps 6 Mbps 4-6 Mbps
speed 55 Mbps 60-100 Mbps* 30-60 Mbps* 15-40 Mbps
500-600 Mbps 25-60 Mbps
100-125 Mbps
Effective 328 feet 1000 feet 1000 feet For Wireless-B/G:
Range 100-300 feet (indoors)
Up to 1300 feet (outdoors,
unobstructed)
For Wireless-N:
1000-plus feet (indoors)
up to .5 miles (outdoors)
Cost of Least expensive Moderately priced Moderately Most expensive
hardware priced
Transmission Cat 5 or Cat 5¢ Standard AC electrical Wireless-B (802.11b) and
media cabling with RJ-45 telephone lines power lines Wireless-G (802.11g)
connectors with RJ-11 Wireless-N (802.11n)
connectors
Cost of Most expensive Minimal (if Minimal (if Least expensive (no wires)
transmission Cost: From $50 to existing telephone existing power
media $100 for Cat 5 or lines used) lines used)
Cat Se for a typical
three-PC network
Cost of Most expensive Minimal (if Minimal (if Least expensive (no wires)
transmission (new wiring) existing telephone existing power
media lines used) lines used)
installation
Pros High-speed, low- Offers excellent Offers excellent Flexibility in location of nodes;
cost, reliable, and balance among balance among notebook PCs have network
proven hardware cost, ease of cost, ease of portability; easy to install (no
technology; de installation, and installation, and cables to buy and run); Wireless-
facto standard in speed speed; multiple B and -G de facto standards in
office LANs AC outlets in office wireless LANs
every room
Cons Running cables Requires a Security Signal speed affected by location
between rooms/ telephone jack (vulnerable to and obstructions; possible
floors can be near each PC unauthorized interference from devices on
cumbersome and access from same frequency band (Bluetooth
expensive immediate devices, portable phones,
neighbors) etc.); security (vulnerable to
unauthorized access)

*Announced standards to be implemented in the future as support software and hardware become

available.

Table 4-1 Home Networking Wired and Wireless Technologies
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Ethernet

Most modern PCs and home networking communications gear are set up to handle
Ethernet connectivity. The additional cost to a manufacturer to add Ethernet
compatibility is less than $5, so virtually all new desktop PCs and all new notebook
PCs are sold Ethernet ready.

The Ethernet Wiring Challenge

The greatest challenge associated with installing Ethernet links between network
nodes is the installation of the wiring. People-friendly houses allow freedom of
movement between rooms; however, they are not Ethernet friendly. Few of us would
be satisfied with Ethernet wiring running through doorways, along hallways, and
down the stairs. Getting Ethernet wiring from room to room in an unobtrusive
manner is, at times, cumbersome. The amount of effort and expense involved in the
installation of Cat 5 (Category 5), Cat 5e, or Cat 6 cabling depends on where you
place your PCs and the structure of your home.

If the installation of cabling takes place during new construction along with
telephone and electrical wiring, a qualified electrician can install the cabling that
terminates at standard Ethernet wall jacks for about $50 a room. However, if the
wires are to be installed in an existing house, the cost can be two to five times that
amount per room, depending on how unobtrusive you wish to make the wiring and
jacks. If all you wish to do is run a cable between adjacent rooms, you may simply
need to install and connect RJ-45 wall jacks on either side of the wall. However, if
you plan widely dispersed PCs throughout the house, that’s an entirely different and
more complicated project.

Over the last 25 years my family and I have strung several thousand feet of
cabling in two existing homes for our security system, phone/intercom system,
home theater, and home network. We spent many hours contemplating how to get
cables from one room to the next and sometimes just across the room. We used
attics, narrow crawl spaces, soffits, windows, and external eves. We have run wires
among and through wall studs, within ceiling rafters, in basements, and through
cabinets. The wiring process can be time-consuming and, frequently, difficult, even
if you have some expertise in carpentry and electrical wiring. Nevertheless, we
chose to do all the wiring ourselves to save money, but most importantly, to get it
done on a timely basis. Contractors tend to slip “small retrofit jobs” into their
schedules just after the twelfth of never.
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Tip Stringing Ethernet cable in existing homes can be challenging, but it is not

rocket science. Anyone with the motivation to save some money can install the

necessary wiring. It just takes time and a little forethought. Who knows your

home, its layout, and its idiosyncrasies better than you? So, before you decide to

hire it done, think it through and come up with some solutions. If you have the

skills, tools, and confidence to do it yourself as a weekend project, you can save
some serious money, possibly hundreds of dollars.

Ethernet may be the best wired solution for a home network, that is, if you don’t
mind the added expense and effort required to string Ethernet wire between the
nodes. Ethernet cabling is relatively inexpensive and offers speeds at 10 Mbps and
100 Mbps; normally the latter, which is faster than the current HomePNA and
HomePlug technologies. If you wish to plan for the future and higher speeds, you
can upgrade to gigabit Ethernet cards that support Gigabit Ethernet at 1000 Mbps.
With the trend toward Gigabit Ethernet, many new PCs already have integrated
10/100/1000 Ethernet cards.

Ethernet Wiring: Cat 5, Cat 5e, and Cat 6

Most Ethernet home networks use Cat 5, Cat Se, or Cat 6 cabling. These cables
have four insulated copper twisted-pair wires (eight wires) within a common jacket
terminated by Registered Jack—45 (RJ-45) male connectors (see Figure 4-1). Each
pair of wires is color coded so that pairs can be easily matched when splicing wires
or installing to wall jacks or connectors. Two wires are twisted around each other to
reduce crosstalk or electromagnetic induction, thus the twisted-pair name.

The four-pair RJ-45 connectors are similar to and slightly larger than the familiar
RJ-11 connectors used with telephones. The RJ-11 jack is designed to handle three
twisted pairs (six wires) but is usually implemented with one or two pairs. Most
lines used to connect telephones to an RJ-11 wall jack have only one pair (see
Figure 4-1). One pair is all that is needed to carry voice conversations or data over
a telephone line.

///;i‘ - YHERE
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Figure 4-1 An eight-wire Cat 5e Ethernet cable with a four-pair wire RJ-45 male
connector (top) and a two-wire telephone cable with a three-pair RJ-11 connector
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The generic name for these types of wires is unshielded twisted pair, or UTP.
UTP wire is fine for cabling inside the house. However, shielded twisted pair, or
STP, may be needed to shield and protect the twisted pairs whenever the possibility
exists for crosstalk between adjacent cables or to protect the copper wires from
external elements. An STP cable containing 25 twisted pairs (50 wires) runs between
my house and office. The 200-foot cable, which is buried about one foot deep in an
electrical conduit, carries signals for our computer-based telephone/intercom
system (12 pair), the security system (4 pair), and an Ethernet line for the home
network link (4 pair). Regular UTP cables are spliced to either end of the STP cable
to complete the connections to the systems at the house and the office.

The difference among the categories is performance, with performance and cost
increasing from Cat 5 to Cat Se to Cat 6. All support Fast Ethernet, the target speed
for most home networks. Most current wiring structures for Ethernet-based home
networks are built with Cat 5 cable, which works well for 10 Mbps or 100 Mbps net-
works. However, an increasing number of home networks are using high-performance
Cat 5e (Cat 5 enhanced) and Cat 6 cables that enable gigabit networks (1000 Mbps
or 1 Gbps). The cost of the Cat 5 cabling for a representative three-PC home would
be in the range of $50 to $150. Add a little extra for Cat 5e or Cat 6. The cost of the
cable is relatively small when compared to the cost of the network gear, so I would
advise against trying to save money on cabling.

Cat 5, Cat Se, and Cat 6 cabling can be purchased in bulk or in a variety of patch
cables (premade cables with RJ-45 male connectors on both ends). You can save a
little money if you purchase Cat 5 in bulk, but you will need a special crimping tool
and some electrical savvy to attach the RJ-45 connectors to the cable. The actual
installation of wiring is covered in Chapter 7.

Nortke All Ethernet wiring and components, such as the RJ-45 connectors and
wall jacks, must be rated at the same category (Cat 5, Cat Se, and Cat 6).

HomePNA: Phoneline

HomePNA (HPNA) technology enables home phoneline networking, where PCs
are linked and communicate over the home’s existing telephone wiring at speeds up
to 10 Mbps. If the next generation of HomePNA, called HPNA 3.0, lives up to its
promise of reliable speeds of 128-240 Mbps, the decision between Ethernet and
home phoneline networking will be made more complex. The typical home is
peppered with RJ-11 jacks and already has the wiring structure for an HPNA-based
home network.

Telephone lines, you say? Well, aren’t these used for our telephone conversations?
Indeed, they are. The same lines may also carry the DSL broadband signal, too.
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Because each service uses a different frequency band, voice and multiple data signals
can be transmitted simultaneously over the same twisted-pair telephone line.

The first Longnet in our current home was based on HPNA technology, and it
worked very well, but at a relatively slow 10 Mbps. We used both internal PCI cards
and external HPNA network adapters to complete the network. The adapters were
connected to the phoneline system in the same way and with the same twisted-pair
male-to-male cable that you use to connect your telephones. HPNA external adapters
are connected to PCs via a USB cable.

The length of the telephone line between the house and my office was over 300
feet. Even so, the signal was strong enough to transmit 4 Mbps to the house, more
than enough to share the 1.5 Mbps broadband access from the satellite dish pointed
skyward outside my office. Eventually, we replaced the expensive satellite service
with DSL. The three—DSL, HPNA, and voice—used the same phonelines and
coexisted in harmony for several years. Now that we have converted to the Fast
Ethernet, it’s just DSL and voice on the phonelines.

HomePlug: AC Power Lines

HomePlug technology uses the AC power lines throughout the house as the
transmission media in the network. On average, an electrical outlet is placed every
eight feet along the walls of homes, providing a convenient conduit for data
transmission around the walls of every room in the house. Power outlets are everywhere
in the typical house—in every room, the garage, and often, at points outside the
house—so the wiring structure for a HomePlug network is conveniently intact.

HomePlug 1.0, the current technology, has a rated line capacity of 14 Mbps. The
future of HomePlug technology, however, is much faster, up to 100 Mbps. Called
HomePlug AV, the improved power line standard will support the streaming of
audiovisual (AV) multimedia content, including high-definition television (HDTV),
high-quality audio, and voice over IP telephony. The term felephony often is used
to refer to the integration of computers and telephones.

HomePlug is a relatively easy way to set up a home network. Simply plug in as
many wall-mount HomePlug network adapters (see Figure 4-2) into electrical
outlets as you have PCs. They are connected to one another through the home’s
existing system of AC power lines. Depending on which adapters you choose,
connect the wall mount adapters to the PCs via USB cables and/or Ethernet patch
cables. To use Ethernet cable, you will need an Ethernet adapter for your PCs. Most
modern computers are equipped with an Ethernet adapter. HomePlug wireless
access points can be plugged into electrical outlets in the same manner to extend the
network to link devices with wireless adapters.

We have three nationwide wired networks: the telephone system, the cable TV
system, and the electrical power grid. The Internet is actively flowing on the first
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Figure 4-2 HomePlug wall mount network adapter (courtesy of NETGEAR Inc.)

two via DSL and cable modem. It now appears that the nation’s power grid is being
primed to deliver Internet access fo homes as well as within homes. Several telephone
and electricity companies are currently testing a plan for providing broadband
Internet access over power lines. Current tests have shown that the power grid can
be used to deliver a 13 Mbps capacity to wireless access points embedded in street
lampposts. Nearby homes can receive up to 3 Mbps of wireless Internet access. Far
more homes have electricity than do fixed-wire telephones or cable TV. Will the
power grid be our primary mechanism for Internet connectivity? Time will tell.

Tip As a general rule, use Fast Ethernet and/or Wireless-G (or Wireless-G
enhanced) technologies for LAN connectivity whenever possible. The data rates
for these transmission media are fast enough to support multimedia applications
involving image, audio, video, and recorded TV files or to perform backups. When
these faster solutions are impractical, HomePNA at 10 Mbps and HomePlug at 14
Mbps will work well, albeit at a slower data rate. Circumstance for using existing
wiring might be that the installation of Ethernet wiring is prohibitively expensive
or physically very difficult or that achieving a consistently strong wireless signal
is unlikely. Also, if your primary application for home networking is Internet
access sharing, then the slower wired options have more than enough capacity

to deliver broadband Internet access, which normally is in the 1-3 Mbps range.

Wireless Networking Technologies

Not too long ago, wireless was too slow and way too expensive for home networks.
Not anymore. Wireless is emerging as a viable, if not preferred, networking
technology for all or part of home networks.
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Going Wireless: A Historical Perspective

Wireless is nothing new, even to those of us who have been around for a while.
Radio signals have traversed the airwaves for as long as I can remember. I do,
however, remember the first television in our neighborhood and how truly amazed
we were that the television can pull moving pictures from thin air and display them
on a huge seven-inch screen. Equally amazing is the fact that broadcast radio and
television were developed as wireless technologies from the beginning but that now
they are being delivered via cable, too.

We are living in an increasingly wireless world. Fifteen years ago, wireless
pagers were worn by a select few who needed that type of connectivity. Today,
cellular phones are worn by the masses and have all but eliminated geography from
the voice communications equation. Cordless phones with ranges that enable people
to walk their neighborhoods now outsell wired phones two to one. Radio, TV,
pagers, cell phones, satellite HDTV, garage door openers, keyless entry, and so on
are commonplace. We accept their range and flexibility as part of what we do.

Only within the last few years have wireless home networks been installed in any
numbers, so wireless in the home is still in the emergent stage of development. In
time, however, I would expect wireless networking to become part of the fabric of
our lives—at home, at work, or just about anywhere else, even along the highway.

NorE A decade ago, the Long household had six fixed traditional terrestrial
telephone lines coming into the house: three data lines for dial-up modems (one
for the 56 Kbps dial-up modems in the house and two for a 128 Kbps dial-up ISDN
modem that required two lines), one for fax, and two for voice. Today we have two
voice lines and only need one, primarily to deliver DSL broadband access. If we
had cable modem access, we wouldn’t need any. All four of us carry our cell phones
with us wherever we go, and our cells give us unlimited calling and lots of services.
Moreover, much of the personal communication that at one time was done via
landline telephone is now done via e-mail, instant messaging, and other Internet-
based applications. My family and millions of others are asking: Why do we need
landlines? The migration is on from wired telephone to a world that depends on
wireless telephones and Internet-based communications. In retrospect, we may look
back at this era of technological development and mark it as the beginning of the
end of wired voice connectivity. Our grandchildren will be truly puzzled when we
tell them that there was a time when we actually had to sit at a desk to talk on the
telephone and that computers were linked to the Internet via wires.



y—

Home Networking Demystified

Why Wireless?

A home network can be entirely wired, entirely wireless, or both. Wired links are
consistently reliable, and Fast Ethernet connections can offer faster transmission
speeds than wireless links. My recommendation would be to consider linking
stationary desktop PCs on the network with Fast Ethernet cabling in those
circumstances when cabling can be run with ease and at limited cost. All other
situations invite the possibility of wireless links. The following are the reasons most
often cited for why people choose to design all or part of their home network with
wireless connections.

Portability One of the key benefits of wireless networking is portability,
which is having the ability to physically relocate PCs, printers, and other
network components within the home. Moving a desktop PC to the other
side of the room or to another room is a non-issue with a wireless network.
The same is true with rearranging the linked audio/video equipment in the
home theater.

Flexibility Having the flexibility to enjoy connectivity and Internet access
on notebook PCs, PDAs, and other mobile devices from anywhere within
and around the house is a huge advantage. Our house guests appreciate
being able to use their notebooks and PDAs to tap into our home network’s
broadband Internet service.

Ease of growth All you have to do to add a wireless-ready PC to the
network is turn it on. The network and PC quickly find each other. There
is no need to string wires.

Speed You can avoid the hassle of running Fast Ethernet wiring and
simply use either your existing telephone or AC power wiring structure.
However, current implementations of HomePNA and HomePlug technology
operate at 10 Mbps and 14 Mbps. These speeds are significantly slower
than the 54 Mbps data rates in state-of-the-art wireless networks.

To take advantage of mobile computers and devices Notebook PCs
now outsell desktop PCs, and we can expect an even greater percentage of
PC sales to be notebooks in the future. People want mobility in the office,
when they travel, and at home. If you have a house full of notebooks and
PDAs, you may as well have wireless networking so that you can realize
their full potential. This includes being able to create an ad hoc network
among wireless-ready PCs. This type of spontaneous network is great for
a variety of applications, from gaming to working on a team project.
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The Wireless Options

For most of my professional life, networks were wired, mostly with Ethernet
interfaces. In the late 1990s, the wireless LAN became an “alternative” networking
strategy. Today, the “alternative” tag no longer applies and wireless is fully capable
of serving as a primary LAN solution.

The most popular connectivity standards used for short-range wireless networking
are the IEEE 802.11 communications standards.

¢ IEEE 802.11b (Wireless-B) The IEEE 802.11b standard, often called
Wireless-B, permits wireless transmission at 11 Mbps up to about 300 feet
from an access point (up to 1300 feet outdoors). Wireless-B and the other
options evolved from the original 802.11 standard. At this time, Wireless-B
is the most widely deployed standard. It sends data via radio waves over
the 2.4 GHz ISM frequency band (ISM stands for industrial, scientific,
and medical), the same band used by modern cordless telephones.

* IEEE 802.11a (Wireless-A) The Wireless-A standard permits a
transmission rate of 54 Mbps, but because the effective range can be less
than 25 feet in a house, this standard is not a player in home networking.
This newer standard transmits over the 5 GHz U-NII frequency band
(Unified National Information Infrastructure).

e IEEE 802.11g (Wireless-G) The Wireless-G standard, which also uses
the 2.4 GHz band, offers Wireless-A speeds (54 Gbps) with Wireless-B
distances. Wireless-G has emerged as the clear choice for wireless home
networking. Virtually all Wireless-G communications devices are backward
compatible with Wireless-B net gear.

* IEEE 802.11n (Wireless-N) At this writing, Wireless-N, the next
generation standard is still in development in an IEEE task group and has
not been approved as an industry standard. The task group’s objectives are
to create a standard for high-performance wireless networks that provides
for throughput performance that quadruples that of Wireless-G. Wireless-
N speeds are expected to be in excess of 200 Mbps with a range in excess
of 1000 feet indoors and much further outdoors. It’s likely networking
products based on an approved 802.11n standard will be available by the
next edition of this book.

Most major manufacturers of Wireless networking equipment jumped the gun on
the Wireless-N standard and have introduced Wireless-G enhancements that enables
data rates of up to 108 Mbps, twice that of Wireless-G. This enhancement also extends

—
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the coverage (the effective range of the signal), as well. Enhanced Wireless-G network
equipment is backward compatible with all IEEE 802.11 standards, so the equipment
would automatically choose the highest possible data rate for connected devices.
These 802.11standards are the result of efforts by a worldwide consortium of
engineers. Their work is ongoing, and they are continually reevaluating the standards
and adding new features and capabilities. These standards become the basis for
improved products for wireless communication. In contrast, enhanced Wireless-G

products are the result of entrepreneurial innovation by for-profit companies to
meet a growing need for faster data rates on wireless networks.

Tip Wireless-B has the largest installed base for home networks, but it will soon
give way to Wireless-G or proprietary enhanced Wireless-G options (for example,
Linksys’s SpeedBooster and Belkin’s Pre-N), which offer data rates that are five
to ten times faster than Wireless-B. You may be able to purchase a Wireless-B
home networking kit at a dramatically reduced price. Please don’t. For a little
more money, you can purchase Wireless-G net gear. With significantly faster data
rates more in line with multimedia requirements and, generally, better wireless
technologies embedded in the devices, Wireless-G is a great buy. Of course,
wireless technology marches on as Wireless-G products soon will be pushed aside
for Wireless-N products.

The speeds and effective ranges of wireless options are summarized in Table 4-1.
The actual range of wireless transmission may vary markedly, depending on the
quality of the wireless hardware and whether or not the point-to-point transmission
is impeded by obstructions. The wood and wallboard construction in the typical
home has relatively little impact on wireless transmission speeds. Water and metal,
however, can slow or block wireless transmissions.

Nore Some companies sell enhanced Wireless-G products that deliver better
“real-world” performance with up to a 40 percent improvement over regular
Wireless-G network gear. This technology is packaged under several names.
Broadcom calls it Wireless-G Afterburner. Linksys terms its solution Wireless-G
SpeedBooster. Belkin’s entry is the Wireless-G 125 High Speed Mode or Pre-N.
These products are primarily for bandwidth-intensive applications, such as the
sharing of multimedia files. If you don’t anticipate frequent use of audio/video
files, you may be best served to stay with products based on the original Wireless-
G standard. Plain old Wireless-G has more than enough speed to play DVD-
quality video and is working extremely well in millions of homes. Afterburner
technology is relatively new and unproven. Although backward compatible, the
performance benefits are lost unless all network devices include the enhanced
technology.
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CautioN Whenever you purchase products based on a ratified communications

standard, such as Wireless-B, you can be reasonably assured that the next

generation of the standard, in this case Wireless-G, will have backward

compatibility. This means that your Wireless-B hardware will work with Wireless-

G hardware. When you purchase products with proprietary enhancements that do

not conform to ratified standards, there is a very real possibility that you may end
up with orphaned technology that may not work with future ratified standards.

Wireless Modes: Infrastructure and Ad Hoc

When you talk wireless, you need to talk in terms of its two modes: infrastructure
and ad hoc (see Figure 4-3). Infrastructure mode is what you normally would deem
to be a wireless LAN. In this mode, the network would have at least one access
point (AP) that enables wireless communication between multiple wireless PCs and
devices on a network. The typical wireless infrastructure, including one in the

DSL\cable
modem

Wireless
access point

Ad hoc mode

Infrastructure mode

Figure 4-3 Wireless modes of operation: infrastructure and ad hoc
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home, would include the ability to communicate with wired components as well,
such as a printer or a multimedia file server.

Having an AP is highly recommended for home networks with wireless
communication, but the AP is not essential for wireless networking. PCs and devices
equipped with wireless network adapters can communicate directly with one
another without using an AP. Use ad hoc mode to form spontaneous or on-the-fly
networks. Any group of people with wireless-ready PCs can easily form an
impromptu LAN using ad hoc mode. The ad hoc mode works extremely well for
any type of gathering of people with PCs: company meetings, study groups, classes,
and so on. To create a spontaneous network, participants simply turn on their PCs

while within close proximity of one another. The PCs recognize the presence of the
wireless links.

Fallback: Data Rate Versus Reliability

Wi-Fi networking uses radio-based technology, which means that the radio waves
carrying the signals can be absorbed or blocked by walls, furniture, appliances, fish
tanks, and even other computers. This interference with the signals may result in
dead spots in which the radio signal is lost. Fortunately, dead spots often are small
and may encompass only a portion of the room. Repositioning the wireless access
point or the PC can usually solve this problem.

Optimally, all devices on a wireless network would communicate at the maximum
operational speed of the devices (54 Mbps for Wireless-G). This is a realistic goal
for some home networks; however, network performance (the speed of the
connection) will vary with the signal strength. Therefore, the data rate may vary,
depending on the distance between communicating devices, the types of objects
blocking the line-of-sight radio wave paths between these devices, and the level of
interference from other devices that use the same frequencies. Although cordless
telephones and microwave ovens operate on the same frequency band, they use
slightly different frequencies within the radio frequency (RF) range and, generally,
are not a threat to wireless network reliability.

The objective of wireless LAN technology is to make the link between devices
as reliable and consistent as possible. As performance degrades, the wireless LAN
activates the fallback feature. This feature falls back or switches to a slower
connection speed to maintain a reliable connection. For example, when a weaker
signal can no longer maintain a reliable data rate of 54 Mbps, the LAN components
(AP and wireless network adapter) fall back to a slower speed, perhaps half the
maximum speed. If reliability is a concern at that speed, the system falls back to an
even slower speed, eventually falling back to a speed that is consistent with a reliable
connection. A reliable connection at a slower speed is always preferred over one
that offers a higher speed but may be unreliable.
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There are devices and strategies that can be employed to boost wireless
performance throughout the network. These are discussed in Chapters 5 and 6.

Tip There is a good chance that one or more of the PCs on your wireless network
will operate at less than Wireless-G capacity. Therefore, I would recommend

that you position your wireless access point to give the most-used PC the highest
possible level of wireless performance.

The Need for Speed

There will always be a need for more speed in computer networks, especially with
all the new multimedia network applications on the horizon, such as Internet
telephony and movies on demand. And, there will always be engineers and
entrepreneurs doing what they can to meet that need.

As with any area of technological innovation, it’s difficult to predict the winds of
change in how the various technologies will sort out in the coming years. For now, the
standard for wired home networks is Fast Ethernet (100 Gbps), but I would imagine
that Gigabit Ethernet (1000 Gbps) will evolve as the standard as supporting network
gear drops in price and as it becomes the standard implementation in new PCs.

If I were building a new home, I would install a Gigabit Ethernet infrastructure.
The vast majority of homes, though, are existing structures that are difficult to
retrofit with network wiring. Fortunately, virtually all existing homes have a twisted-
pair telephone system and electrical outlets in every room, both of which can carry
high-speed network signals. If the network industry embraces the new HomePNA
3.0 standard, which has an operational maximum of 240 Mbps, or the new HomePlug
AV standard at 100 Mbps, then one or both of these may evolve as the de facto
wired standard for home networks. That, however, is a big “if.” For this to happen,
the industry would have to commit not only to the research and development of
supporting equipment, but to an expensive, protracted, and risky marketing
campaign, as well.

The baton for the wireless standard has been passed to Wireless-G, but a series
of entrepreneurial enhancements, such as Pre-N and SpeedBooster, give us cause to
question how long Wireless-G will hold the baton. Retail shelves are filled with
enhanced Wireless-G products, thus pressuring the IEEE 802.11n Task Group to
complete its work on Wireless-N, a standard that is expected to quadruple throughput
performance. The only thing I can say with some confidence is that the next edition
of this book will present new and ever-faster network technologies.
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CHAPTER

Net Gear:
Gateways,
Modems,
and More

Those of us who do personal computing are somewhat familiar with PCs, printers,
scanners, and other common hardware, but it’s not these devices that enable the
wired and wireless links in a home network. It’s a family of communications
equipment that, for the most part, will be new to you if you are building a home
network for the first time. This chapter provides a survey of network gear commonly
found in home networks, showing you the functions and applications for a variety
of these devices. When you initially build your network, it is unlikely you will use
all of them. But in time, your network will grow and you will appreciate having this
knowledge when it comes time to purchase the additional devices.

Copyright (¢) 2005 by The McGraw-Hill Companies. Click here for term of ush. ’
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Approaches to Networking:
ICS and Home Gateway

Home networks are created by linking the internal or external network adapters for
the PCs in the network via some type of data transmission medium, either wired or
wireless. There are two viable ways to do this and enjoy shared Internet access. One
approach is to designate one of the PCs as the host PC. In this network design, the
host becomes the central point in the home network and handles the communications
duties between the networked PCs and the Internet sharing. This approach, which
is illustrated in Figure 5-1, uses the Internet Connection Sharing (ICS) feature built
into Microsoft Windows. The other, more modern and, in my opinion, preferable
approach is to use a multifunction home gateway (see Figure 5-2).

In the late 1990s, I chose and installed a host-based home network that used ICS.
ICS was the obvious solution for the cost-conscious consumer at that time because
communications gear was very expensive. Today, we can purchase the convenience
and flexibility of a wireless home gateway for under $100 (versus $1000 or more in
the late 1990s). This relatively small investment has one of the best, if not the best,
paybacks in personal computing. I highly recommend that you consider the second
approach and go with a multifunction home gateway.

.E ICS network host PC

Broadband

Figure 5-1 Home networking via Internet Connection Sharing (ICS)
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Broadband

DSL/cable modem

gateway (router,
AP, and switch)

Figure 5-2 Home networking via a multifunction home gateway

There is no comparison between the two approaches when it comes to convenience
and overall network functionality. For example, the ICS host PC in Figure 5-1 must
be on and running to enable Internet Connection Sharing (ICS). When it’s down or
off, the other PCs are without Internet access. The ICS software runs on the host
PC, so Internet access speeds can suffer if the ICS host PC is running a processor-
intensive application, such as a video game or a disk scanning utility. No matter
which way you view the situation, the home gateway approach of Figure 5-2 wins
easily over the “PC as gateway” solution shown in Figure 5-1. For example, the
home gateway’s firewall offers a greater degree of protection from Internet intruders
because the gateway has no files or folders and, therefore, can’t be hacked to
manipulate network PCs.

The advantage of not having to buy a home gateway for a host PC network is
more than offset by the overwhelming advantages of building a network around a
relatively inexpensive home gateway. Moreover, it’s likely your DSL or cable
broadband ISP is promoting the use of gateways for delivering Internet access to
home networks. Indeed, the argument for gateways is so compelling that this
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approach is assumed throughout the remainder of the chapter. If you are currently

maintaining an ICS host-PC network, I would encourage you to switch to one based
on a home gateway.

The Hardware: Network Gear

In the business world, the number and variety of communications devices needed to
link PCs in a local area network can easily fill a half-inch thick catalog. Professional
network administrators choose the required devices to meet their company’s
network needs. The LAN in the home, however, is on a smaller scale and is not
nearly so complex. Home networking is vastly simplified because communications
manufacturers have wrapped much of the necessary LAN functionality into a single
unit—the home gateway or residential gateway.

Ethernet and Wireless Network Adapters

To set up a home network, you need a network adapter installed on each PC. The
PCI card and CardBus/PC card versions of the network adapter also are called
network interface cards (NICs). Most new desktop PCs and all new notebook PCs
are equipped with internal Ethernet adapters. If not, PCI card adapters are easily
installed in desktop PCs and CardBus/PC Card adapters are easily inserted into one
of the notebook’s external expansion slots. The external adapters are connected via
USB cable. Also, small USB devices with Ethernet ports are available that can be
inserted directly into USB ports.

Each PC in the home network of Figure 5-2 has a network adapter. The wired
desktop PC has an internal PCI Ethernet adapter. The other desktop PC is linked via
an external USB Wireless-G network adapter. The Wireless-G network adapter in
the family notebook PC is a PC card, which is inserted into a PC card slot.

Table 5-1 summarizes the most popular wired and wireless network adapter
options for desktop PCs, including relevant points and concerns. Table 5-2 does the
same for notebook PCs. Figures 5-3 and 5-4 show several popular options for
desktop and notebook network adapters. The USB Wireless-G and compact USB
Ethernet network adapters in Figure 5-5 can be used with any USB-ready PC.
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Desktop PC Network Adapters
Wired Link Wireless Link
Integrated Preferred: No installation
(built into required. Most new desktops have
motherboard) built-in Ethernet.
PCI card Installation involves opening the Clean appearance with no wires.
system unit. Installation involves opening the
system unit. The system unit can
block the line-of-sight signal.
USB Easy to install (plug USB cable or | Preferred: Can be positioned to
device into USB port). achieve the best possible signal.

Table 5-1 Ethernet Network Adapters for Desktop PCs

Norte Until 1996, the technology for cards inserted into a notebook PC’s external

expansion slots was PCMCIA (Personal Computer Memory Card International
Association). Rather than use this cumbersome acronym, people just called

it the PC card. We still call it the PC card, but today’s PC cards are CardBus
technology. The new PCs will accept either PCMCIA or CardBus cards. The
copper contact strip on the CardBus cards distinguishes them from the original

PCMCIA cards (see Figure 5-4).

Notebook PC Network Adapters

Wired Link

Wireless Link

Integrated (built into motherboard
or implemented as a miniPCI card)

Preferred: No installation
required. All new
notebooks have built-in
Ethernet.

Preferred: No installation
required.

cable or device into USB
port). Small, one-piece
devices stick out and are
easily broken.

CardBus/PC Card To use, simply insert into To use, simply insert
slot and connect Ethernet PC card into slot. Easy
cable. PC cards frequently to upgrade to a new
are lost. technology. PC cards

frequently are lost and/or
antennas are broken.

USB Easy to install (plug USB Can be positioned to

achieve the best possible
signal, but can be excess
baggage in a mobile
environment.

Table 5-2 Ethernet Network Adapters for Notebook PCs
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Courtesy of US Robotics

Figure 5-3 Internal network adapters for desktop PCs: PCI Ethernet card (left) and
Wireless-G PCI card (right)

Courtesy of Intel Corporation; Courtesy of US Robotics

Figure 5-4 Network adapters for notebook PCs: miniPCI Ethernet card (left) and
Wireless-G PC card (right)

Courtesy of US Robotics; Courtesy of Linksys

Figure 5-5 USB network adapters: USB Wireless-G adapter and compact USB Ethernet
adapter
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Tip Most integrated Ethernet network adapters will support 10/100 Mbps. Some
support 10/100/1000 Mbps. Nevertheless, it’s a good idea to check the adapter’s
specifications to ensure that it will run the speeds you plan for your network.

HomePlug and HomePNA Network Adapters

Other popular types of wired home network adapters are the HomePlug powerline
adapter and the HomePNA phoneline adapter. These technologies are introduced in
Chapter 4. Whereas Ethernet and Wireless-B/G network adapters often come
installed on PCs, the adapters for these technologies typically are installed separately.
These technologies can, and often do, exist on the same network with wired Ethernet
and/or Wireless-B/G.

The HomePlug adapter usually is an external or wall mount unit that links to the
PC via an Ethernet or USB cable. In either case, you plug the unit into a normal AC
power outlet just as you would any other appliance. Both electricity and data flow
to the adapter through the same plug you use to power your TV and refrigerator.

The HomePNA adapter usually is a PCI card in a desktop or an external unit
connected to the PC via a USB or Ethernet cable (see Figure 5-6). In either case, a
regular telephone wire with RJ-11 connectors links the adapter and telephone wall
jack. The phoneline adapters link PCs via the regular phone lines that run throughout
the house. Just as a TV cable employs different frequencies to carry the signals for
a hundred TV channels plus broadband Internet access, a twisted-pair telephone
line can carry multiple signals, too. Our first Longnet was built on HomePNA
technology, so our voice conversations and HomePNA shared the telephone system
for several years. During the last year we used HomePNA, we switched from
satellite to DSL broadband, thus adding a third signal to the system of telephone
lines in our house.

Figure 5-6 PCI and external USB HomePNA network adapters
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NortE At this point in the development of home networking technologies,
HomePNA and HomePlug have lost some of their luster. They offer a convenient
solution to a wired network, but at speeds that top out at 10 Mbps and 14 Mbps,
they are considerably slower than Wireless-G at 54 Mbps. Why not spend a

little more and choose the speed and flexibility of a Wireless-G LAN? In fact,
consumers are doing just that and probably will continue to do so until the

emergence of the next generations of these technologies in the marketplace:
HomePNA 3.0 (128 Mbps to 240 Mbps) and HomePlug AV (100 Mbps).

The Wireless Access Point and Signal Booster

If you design a home network with at least one wireless link, you will need a
wireless access point, or WAP. The “wireless” tag is redundant, so frequently, this
device is simply the access point, or the AP. The AP is a communications hub that
enables the transceivers embedded in the wireless network adapters to link to the
home network via short-range radio waves, like those used by cordless telephones.
The AP can be a stand-alone unit or can be integrated into a home gateway (see
Figure 5-7). Under normal circumstances, a single AP is all that is needed to link
the PCs in a home network.

If a single AP does not provide sufficient wireless coverage, you have two choices.
You can add an additional stand-alone access point, or you can use a wireless signal
booster (see Figure 5-7). If your choice is the stand-alone wireless AP, it must be
linked to the gateway via a data cable (see Figure 5-8). If installing cabling for the
additional AP is cumbersome, you can extend the wireless range with a wireless
signal booster, which doesn’t require extra cabling. The signal booster, also called

Photo courtesy of Cisco Systems, Inc.

Figure 5-7 Wireless-G cable modem home gateway with access point (left) and a
wireless range expander (right)
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Figure 5-8 Extending wireless coverage: access point and signal booster

a wireless range expander; is placed within the AP’s range, usually on the perimeter
of the range, to extend the coverage to another area of the house, to an outbuilding,
or to an area outside the house.

You can create an ad hoc wireless network without an AP, but this is not a viable
solution for a home network. Creating an ad hoc mode wireless network is great for
networks on-the-fly, but to have a full-featured home network, you’ll need an
infrastructure mode network, which requires an AP.
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Ethernet Switch and Hub

The Ethernet switch is the unsung hero of any Ethernet network because it serves
as a central clearinghouse for network traffic. Every message passes through at
least one switch on the way to its destination. The stand-alone Ethernet switch in
Figure 5-1 connects two PCs and a printer to the network. In most home networks,
however, the Ethernet switch that is built into the home gateway may be the only
switch (see Figure 5-2). The switch interprets the destination address, perhaps the
PC in the game room, and then forwards the information to the appropriate port, an
RJ-45 jack.

Because they perform a similar function, the Ethernet switch also is called an
Ethernet hub. In fact, they are functionally quite different devices. The primary
difference between the two is that the switch is an intelligent device and the hub is
dumb. (The technology industry distinguishes those devices with and without
processing capabilities by calling them intelligent or dumb.) The Ethernet hub just
passes on whatever it receives to every node connected to one of its ports. This
wastes network bandwidth and is an inefficient way to send messages on the
network. In contrast, an intelligent Ethernet switch analyzes each message and
routes it only to the port of the destination node, thus delivering the full network
speed to each port.

What distinguishes one switch from another is the manufacturer’s name on the
outside of a rather nondescript box and the switch’s two important major attributes—the
number of ports (RJ-45 jacks) and the maximum transmission speed (see Figure 5-9).
An Ethernet switch will have several ports into which Ethernet devices or other
switches can be connected. Home networking switches usually have 4, 5, or 8 ports;
however, they are available with 16, 24, and more. Switches can be daisy-chained to
enable the addition of more Ethernet devices to the network, possibly in another area
of the house. For example, you might put a switch on the main floor, one upstairs to
service the bedrooms, and another in the basement for the entertainment center audio/

Courtesy of US Robotics

Figure 5-9 Five-port Fast Ethernet switch (front and back)
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video devices. There are limitations; however, it’s unlikely that these limitations
would be a factor in home networking. Only four additional switches can be daisy-
chained on an Ethernet link (10 Mbps), only two on a Fast Ethernet link (100 Mbps),
and only one on a Gigabit Ethernet link (1000 Mbps).

Most switches used in home networks are 10/100 Fast Ethernet switches; that is,
they can handle both data rates of 10 and 100 Mbps. The 10/100/1000 Gigabit
Ethernet switches are more costly, and the gigabit capacity does not come into play
unless the communicating devices have Gigabit Ethernet ratings, too. Switches
have an autosensing feature that enables them to detect the speeds of connected
devices and then adjust their port speeds to fit the capabilities of connected devices
(10, 100, or 1000 Mbps).

Until recently, Ethernet switches were too expensive for home networks and the
only economically feasible option for many of us was the simple-minded Ethernet
hub, even with its built-in inefficiencies. These days, the switch is not that much
more expensive than the hub. The extra amount you pay for an intelligent switching
hub is easily justified when you consider what it can do to expedite the flow of
information through your network and provide an improved level of security.

Nortk If you purchase a modern Ethernet switch, this note will be irrelevant.

That is because modern network gear has made the distinction between the two
types of Ethernet ports a moot point to the end user. The ports on switches are
called switch ports. Device ports are the Ethernet RJ-45 connectors on PCs, print
servers, and other Ethernet devices. The standard Ethernet cable is designed to
link an Ethernet device to a switch. It is possible that you will encounter an older
switch or hub with a specifically designated uplink port (usually the one with the
highest number). Use this uplink port to connect to a regular port on another
switch. To link one Ethernet device, such as a PC, to another Ethernet device, you
need a special cable called a crossover cable. A crossover cable is like a normal
Ethernet cable except that the transmit data pair at one end is connected to the
receive data pair at the other end. You may need a crossover cable to link one
switch to another switch. Modern switches, however, automatically detect whether
a port is connected to a switch or an Ethernet device, and then make an electronic
adjustment, thus eliminating the need for a crossover cable.

The typical home Ethernet switch, which also is called a network switch, has four
or five ports and is housed in a box about a fourth the size of this book. It could be
made smaller, but it needs a little size to give it some stability. A switch has some
amazing electronic capabilities, but visually it’s a bust. I supposed the most exciting
part of the switch is the LED lights. When an LED light is lit, the corresponding port
has a successful Ethernet connection. The light flashes to indicate activity on the
port; that is, LAN traffic is moving through the indicated port.
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In a home network environment, a Fast Ethernet switch often is built into one of
the multifunction devices, such as the home gateway, wireless access point, or
even the DSL/cable modem. Typically, these multifunction devices will have at

least a four-port Ethernet switch into which four Ethernet cables can be
connected.

NortE In the wireless world, the wireless access point does the work that the
Ethernet switch does in the wired world. However, an important distinction
between the two is that a wireless access point also provides a bridge to a wired
LAN to enable the integration of wired and wireless devices on the same network.
Wireless access points normally will have an Ethernet port or a built-in Ethernet
switch with up to five ports.

The Home/Residential Gateway

The central component in a home network is a home gateway, also called a residential
gateway. The home gateway doesn’t have a specific function; instead, it embodies
a variety of functions needed to control a home network, it interfaces with the
Internet, and it provides security for the network. Earlier Figure 5-7 is representative
of an all-in-one home gateway in that it includes a cable modem, a router, a Wireless-
G access point, a four-port Ethernet switch, a firewall, and a parental control feature
for Internet access. In the business environment, these capabilities often are in
separate pieces of net gear. A home gateway, however, may include some or all of
these capabilities.

* Router In home networking, the router function is always embedded
in a multifunction device, usually some type of home gateway, although
it might be called by some other name. For example, it might be called
a router/AP, a router with firewall and 4-port switch, an all-in-one AP, or
something else that may or may not indicate the presence of the router
function. The router provides a link between the home network (a LAN)
and the Internet (a WAN) such that the entire home network can share
a single high-speed Internet connection. Sometimes the connectors on
routers are labeled LAN and WAN. An explanation of how routers use
DHCP (Dynamic Host Configuration Protocol) and NAT (Network Address
Translation) to enable the interface between the Internet service provider
(ISP) and the nodes on the home network can be found in Chapter 3. If
you don’t use a home gateway but opt to base your home network on the
Windows ICS (Internet Connection Sharing) feature, the router function is
handled by host PC.
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Tip The router is a special-purpose computer that runs one program directly
from its flash memory. The term firmware is used to describe this combination of
software (the program) and hardware (flash memory). The firmware includes a
firewall and other security features that may need to be updated to reflect changes
in technology. I recommend that you periodically visit the router manufacturer’s
web site and download the latest version of its program. Follow the web site
instructions to install the update.

* Cable and/or DSL modem Although some home gateways may have
both a cable modem and a DSL. modem for broadband Internet access,
most will have one or the other. When you subscribe to broadband Internet
service, your ISP probably will give you an opportunity to purchase a DSL/
cable modem or a multifunction home gateway with a built-in modem.
During promotions, which seem to be an ongoing activity with most ISPs,
they may sell them at a reduced price or they might give you one of the
devices in trade for your signature on an extended contract.

* Access point The AP works with wireless network adapters to permit
wireless communications over the network. Gateways enabling wireless
access normally have two or three antennas (see earlier Figure 5-7).

Most wireless gateways include a data encryption feature that protects
transmissions within the network. Without encryption, wireless signals on
the network are vulnerable to external interception. For example, someone
could park in front of your house and tap into the Internet through your
broadband access.

CaurtioN Wireless security is discussed in Chapter 10. However, in case you’ve
decided to do the quick start and set up your network now, you should be aware
that the default for wireless protection is “off.” I highly recommend that you
toggle wireless protection to “on.” This should thwart attempts by people within
the range of your AP to tap into your network. It happens all the time.

* Ethernet switch A home gateway will have a built-in Ethernet switch
with at least four RJ-45 ports into which four Ethernet cables can be
connected. Often, one of the ports connects to another switch or to an AP
with a built-in switch.

* Firewall The convenience of always-on Internet comes with a price—
the ever-present threat of Internet intruders. A built-in firewall keeps
Net intruders and attackers out of your home network. The firewall is the
electronic version of a sentry that protects your network from unauthorized
Internet traffic. Firewalls, which are described in depth in Chapter 10, let
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you decide during setup what traffic will be allowed to pass through the
firewall and into your network. Most have a parent control feature that

gives parents peace of mind by blocking Internet transmissions that contain
selected keywords and by enforcing Internet access time limits.

* USB port Home gateways often have a USB port. This port can be used
to connect another PC to the network via a USB cable, thus eliminating the
need for a network adapter.

Some home gateways are more encompassing than others. The more extensive
all-in-one gateways may include these optional features, as well:

* Print server The print server feature allows you to connect a USB
printer directly to the network, thus eliminating the need for a PC to
perform printer server duties. In a network without a print server, the PC
that shares a printer must be on all of the time. The print server function is
built into some high-end printers and all-in-one devices.

e Modem Some home gateways have a traditional dial-up modem
embedded into the unit. This feature is designed to provide backup Internet
access if the broadband signal fails. Also, it gives you the flexibility to send
faxes (over telephone lines) from your PC.

* Voice over IP Some gateways have a couple of standard phone jacks and
a feature that permits telephone service over the Internet, called VoIP (Voice
over IP). VoIP is addressed in Chapter 13.

The Wireless Network Bridge

The Wireless-B/G communication protocol is different than the Ethernet protocol,
so a wireless network bridge is required to link the wired Ethernet segment of the
network to the wireless portions of a network. The wireless network bridge is also
called a wireless Ethernet bridge. Some wireless network bridges are multifunction
devices that include a multiport Ethernet switch (see Figure 5-10). The bridge
performs whatever protocol conversions are necessary to enable a seamless flow of
information over the Ethernet and Wireless-G portions of the network.

If the nerve center of your home network is a wired home gateway that is linked
via Ethernet cable to a wireless access point, you probably won’t need any network
bridges. Every AP used in home networking is a multifunction device that includes
a built-in network bridge that can be used to connect Ethernet devices.
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Figure 5-10 A wireless network bridge with a built-in five-port switch

The Longnet Revisited

It is a good time to revisit the Longnet because it includes implementations and uses
of the home networking communications equipment discussed in this chapter. The
Longnet, originally shown in Chapter 1, Figure 1-2, is illustrated again in Figure 5-11.
However, this time the PCs and nodes are shown in relation to all of the communi-
cations gear. Keep in mind that the Longnet has considerably more PCs and pieces of
network gear than the typical home network. Also, keep in mind that networks grow
and it’s possible that yours might expand to include most or all of the PCs, Ethernet
devices, and communications equipment pictured in Figure 5-11.

If you will remember, the Longnet links five desktop PCs, a notebook PC, a
media hub, and an Xbox game console. My wife, Nancy, each of my teenage boys,
Troy and Brady, and I have desktop PCs, all of which were built by Troy. I have a
second desktop PC adjacent to my primary PC that I use exclusively for running
beta software (prerelease software). The laptop is used daily on a first-come, first-
serve basis for a variety of mobile computing applications. The media hub and
Xbox game console normally are in the home theater; however, both of these
Ethernet devices can be and are easily moved to different locations.
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At the center of the Longnet is a wireless home gateway in Brady’s room, which
is centrally located within the house. The gateway coordinates communication
throughout the entire network. Its built-in router enables sharing of the DSL
broadband Internet access. Wireless network adapters for the notebook PC (PC
card) and the desktop PC in Nancy’s office (external USB) facilitate wireless
communication between the wireless home gateway through its built-in transceiver
wireless access point.

The Longnet in Figure 5-11 provides two examples of when you might need to
use a wireless network bridge. The center of the Longnet is a wireless home gateway,
however, two parts of the network contain Ethernet devices wired directly to
Ethernet switches. As you can see in Figure 5-11, each of the network bridges
enables a wireless link to an Ethernet switch, which serves as a hub by which to
connect Ethernet devices to the network. One provides a bridge to systems linked
by wired Ethernet in Troy’s room and my office. Another bridge links the media
hub and the Xbox game console, both Ethernet devices.

The Longnet has four Ethernet switches, three stand-alone switches and one that
is built into the home gateway. The switches permit network connectivity of several
Ethernet devices at a single location. The five-port switch in my office links my
primary PC, my beta PC, and a wireless access point to a five-port switch in Troy’s
room, which connects the office PCs, the office AP, and Troy’s PC to a wireless
network bridge. Another five-port switch in the home theater links the media hub,
Xbox game console, and, occasionally, other PCs (not shown in figure) during a
gaming party.

In the Longnet of Figure 5-11, the AP function is built into the wireless home
gateway, the nerve center of the network. When we added a couple of devices in the
home theater to the network, the signal was weak and the fallback data rate was a
fraction of the network’s rated capacity. The distance between the home theater
devices and the AP is over 60 feet, and several large, unmovable metal obstacles are
in the signal’s path. We had two choices. We could install another AP and the
associated Ethernet cabling, or we could add a wireless signal booster. We chose
the latter, primarily because of the difficulty involved in stringing the required
Ethernet cable. Now, that part of the house has a strong signal and the full Wireless-
G data rate of 54 Mbps.

The Cost of Net Gear

By now, you are probably wondering how much all this communications equipment
will cost. The total cost of the net gear for a home network depends on the scope of
the project and the technologies you choose to employ. The network equipment can
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Wired Networks Wireless
Networks
Ethernet HomePNA HomePlug Wireless-B
and -G
Residential/ Includes a router for broadband Internet access and any or all of these
home gateway features: cable/DSL modem, firewall, 2- to 6-port Ethernet switch, print
server, and/or wireless access point (AP): $40-$250
Network A standard HPNA 2.0: $50-$100 $40-$70
adapters: cost feature on most | $20-$50
per PC (NICs modern PCs: HPNA 3.0:
for USB, PCI, $15-$35 $40-$60
and PC card)
Ethernet Ethernet Access point
switch switch: $40— (AP): $100—
$100 $150
Ethernet $100-$160 $80-$160
bridge
Wireless $40-$100
access point
Wireless signal $40-$90
booster
Cost of Least expensive | Moderately Moderately Most expensive
hardware priced priced

Table 5-3 The Cost of Network Hardware

range from as little as a wireless gateway with a wireless PC card to something like
the network in Figure 5-11. The net gear for a sophisticated home network might
cost as much an entry-level desktop PC. However, the hardware for an entry-level
network probably won’t cost as much as a good printer.

Pricing for network equipment follows the same rules as everything else. Name
brands cost more than off brands. You’ll pay a premium for state-of-the-art devices that
move data more quickly. Last year’s models are priced to clear the shelves. Table 5-3
is provided to give you a feel for the relative costs for common network devices.

Home Networking Kits/Bundles

Typically, you would design your home network and then purchase the necessary
communications components. However, there is an alternative called the home
networking kit or home networking bundle. When you purchase a kit, you accept the
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kit’s network design. The kit should include “everything you need” to create a
specific type of home network. These are representative bundles:

o A wireless gateway/router with a wireless PC card network adapter. This
mix of net gear represents the most common home networking kit. The kit
will enable wired links for up to four PCs and a wireless link to a notebook
PC. To add other wireless PCs, additional wireless network adapters will be
needed.

* A wireless gateway/router/DSL or cable modem with a wireless PC card
network adapter. This is the same as the kit in the preceding item, but the
home gateway includes either a DSL or cable modem.

* A wireless gateway/router/DSL or cable modem with PC card and PCI
wireless network adapters. This is the same as the preceding kit, but a
PCI wireless adapter is included as well, enabling wireless links to both a
notebook PC and a desktop PC.

e Two PCI network adapters and a crossover cable. This bundle includes the
necessary equipment to connect two PCs via a crossover cable. This limited
approach to networking (two desktop PCs) does not include the gateway.

These are common home networking kits/bundles, but you may find others with
different combinations of net gear. If you purchase a kit with a wireless gateway,
you will always be able to expand your network with additional wired and wireless
links.

CAuTION You might be able to find a seemingly great buy on a home networking
kit. Before buying, however, it’s important to assess the contents of the kit relative
to available technology. I would recommend that you avoid kits that do not offer
Wireless-G (54 Mbps) and/or Fast Ethernet (100 Mbps) connectivity or better.

T1p The shrink-wrapped boxes that line the shelves of retail stores may not
provide all the information you need to make an informed decision. To find

out more about a device, navigate to the vendor’s web site and then to its
support page. Typically, this page will have a detailed description of the device,
operational specifications, and hyperlinks to more information, including the
complete user manual.
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CHAPTER J
Designing a
Home Network

The first five chapters introduce you to the tools and options for home networking.
If you feel confident with the material in these chapters, you are ready to design a
home network that will meet your family’s needs now and for the foreseeable future.
The two most important results of the home network design process are the
following:

* The network diagram The purpose of the network diagram is to
graphically illustrate the physical locations and connectivity of all PCs,
networked devices, and communications equipment in the network.

* The shopping list This list identifies everything you need to purchase.
These items are combined with existing hardware/software to turn your
network diagram into a working home network. The shopping list could
include all PCs, PC upgrades, peripheral devices, and network gear. It may
also include cabling and cabling accessories; however, cabling needs may
not always be clear during the design stage.

Copyright (¢) 2005 by The McGraw-Hill Companies. Click here for term of ush. ’
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Before you begin work on the network diagram, you may need to resolve some
issues and make some decisions.

Tip [ invite you to resist the urge to buy until you have had an opportunity to give
this project some serious thought. A little planning now can save you big bucks
later. By starting with a well-conceived design, you’ll be able to avoid the massive
headaches that plague those who shortchange this planning stage.

Making Home Networking Decisions

You need to set the stage for decision making regarding the design of your home
network: you need to prepare a budget for this project, assess the general personal
computing needs of your family (now and in the future), resolve the wired/wireless
issue, identify important networking applications, and make a realistic assessment
of your technical capabilities.

Assessing Your Budget for Home Networking

Each increment in convenience, speed, and flexibility has a cost. In the scheme of
things, however, the actual cost of the network equipment is relatively small, usually
from $100 to $500. Add an additional $500 to the high end if you plan on integrating
your audio/visual equipment into the network. This amount is not much when you
consider your investment in personal computing (the PCs, peripheral devices, and
software).

Let’s put the cost of a home network into perspective. The cost of the commun-
ications equipment for a typical three-PC network is a small percentage of the
overall cost of all hardware and software in the network. Depending on the
sophistication of the network, the net gear cost would be only 5 to 10 percent of the
total cost. If you need to trim or hold down expenses, I would suggest that you do
so with the purchase of your next PC or peripheral device. The incremental cost for
purchasing quality communications equipment is but a small element of the overall
cost of domestic personal computing, which can easily exceed $5000 a year when
you consider the cost of hardware and software upgrades and related services
(Internet access, security services, and so on). Moreover, if you purchase off brands
or net gear that is a year or more off the technology, you run the risk of compatibility
problems. You might even be disappointed with network speeds when you find out
that your neighbor’s network runs faster than yours.
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Tip Think big. It doesn’t cost that much more to buy name brands, proven

technologies, and devices with capabilities that you may not need at this time.

For example, for an extra $10 or so you can purchase an Ethernet switch with

eight ports rather than four ports. For another $40, you might be able to purchase

another hundred gigabytes of disk space that you could use for a backup server

and/or a multimedia server. Even though you might not envision a need for eight

ports in the den or a massive hard disk, keep in mind that you need a network that

is as flexible as your imagination. Ports and disks are like closets in the house.
Eventually, you will fill them.

Place the activity of budgeting for personal computing in networking within the
context of your family’s priorities. What percentage of each day does each family
member spend with personal computing, networking, and the Internet? It is not
unusual for members of the family to spend more time on the network than they do
eating, driving, or watching television. If personal computing is a big deal in your
family, then its cost should be in line with other family priorities, including
automobiles and vacations.

Tip If one or more of your family members is a teleworker, there is a good chance
that at least a portion of the expenses associated with home networking might
qualify as a tax deduction. Your accountant can provide details on this potential
“rebate” on network expenses.

The Family Meeting on Home Networking

Now is an excellent time to hold a focused family meeting to gather input for the
network design. Every member of the family will eventually use the network, and
each deserves a say in its design. You won’t be able to resolve every design issue,
but this type of meeting will invariably surface issues that you overlooked. Also,
you can take solace in that you have done the politically correct thing by including
those affected by the decision-making process.

Families and their immediate and future expectations for networking will vary
considerably. Your family’s issues and concerns will be different than those of your
neighbors. These, however, are representative questions that you might wish to
address:

¢ Where should we locate our three PCs and Dad’s office notebook?

* Should we locate the children’s desktop PC in brother’s room or sister’s room?

* Should we replace the three-year-old PC in the office? If so, should we buy
another desktop or a notebook PC?



Home Networking Demystified
» If we go wireless, what areas of the house should be covered?

* What would be the best location for the wireless home gateway?

* Should we integrate the home entertainment center into the network? If so,
which components should be included? If not now, should we make plans
to do so in the future?

* Whose PC(s) should be designated as the backup server and/or media server?

* Do we purchase a new high-speed, high-resolution all-in-one printer to
serve the entire network or continue to use the three older printers?

* Will we be able to string an Ethernet cable between the downstairs office
and the upstairs front bedroom?

* Should we run the printer off a print server directly on the network or as a
shared peripheral on one of the networked PCs?

* Should we upgrade mom’s old Windows 2000-based PC to Windows XP
or by a new one?

*  Will the kids want to subscribe to Xbox Live (an online gaming service)?

Wired and/or Wireless?

The fundamental question facing anyone confronting the design of a home network
is this: should connectivity within the network be wired, wireless, or both? A follow-
up question to a wired/wireless response would be: which PCs will be wired and
which will be wireless? Chapter 4 offers an in-depth discussion of the advantages,
disadvantages, and costs associated with these options.

I recommend that anyone implementing a home network include wireless cap-
abilities. It’s fast, easy to use and install, and relatively inexpensive. Plus, it adds an
entirely new dimension to domestic personal computing—mobility with connectivity
to the Internet and the other PCs. Wireless has a lot of positives, but a couple of
negatives can impact network design: signal interference is an ever-present possibility,
and wireless is vulnerable to intruders who might tap into the signal.

Wireless-B/G operates on an unlicensed band of radio frequencies (2.4 GHz); that
is, the Federal Communications Commission does not require a license for radio
transmissions over these frequencies. As you might imagine, an unlicensed band
attracts other commercial radio devices, such as cordless telephones, which can
interfere with the signals in a wireless home network, and vice versa. Fortunately, the
better cordless telephones are able to sense an active frequency and will seek a clear
channel before transmitting. Microwave ovens remain a problem for home networks,
but only if they are actively operating and in the line of sight of a network signal.
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Wired connectivity is as fast as or faster than wireless connectivity, and it’s not
susceptible to radio frequency interference. My recommendation would be to use
wired links for stationary desktop PCs whenever cabling is relatively easy to install.
As good as wireless is, wired connectivity will provide a more consistently reliable
link and will involve less maintenance over the long term.

In the recent past, the speed of wireless connectivity in the home topped out with
Wireless-B speeds (11 Mbps), so the best strategy was to provide Fast Ethernet
(100 Mbps) wiring to stationary PCs whenever possible. With Wireless-G at 54 Mbps
and enhanced Wireless-G at 108 Mbps, wireless becomes a very real possibility for
any PC, especially if you’re facing a weekend crawling through the attic rafters and
drilling holes in walls. Wireless-N, the next generation standard, will offer in excess
of 200 Mbps. Generally, wireless network gear is more expensive, but you have to
weigh this relatively small incremental cost against the costs associated with
installing the Ethernet cabling.

The difference between the speeds of popular wired and wireless transmission
media is quickly becoming a non-issue. So, ultimately, the decision for each
workstation boils down to whether you want (or need) the flexibility and mobility
of wireless connectivity or the reliability of a wired link.

Desired Networking Applications

When our boys were in elementary school, they asked if we would buy them fold-
up push scooters. I asked them why they wanted scooters when they already had
bicycles and a go cart. “Well, dad, we just really need them.” They didn’t have a
clue as to what they would be doing with them. Eventually, the boys got their
scooters, and they became transportation to school and to friends’ houses, they
became racing machines over obstacle courses, they became the tools for seemingly
impossible tricks, and they were much more. Now the boys drive cars, but they still
grab their scooters to pick up the mail and to expedite the trip between the house
and the office. Occasionally, I do, too.

There is an important parallel between these clever scooters and home networks.
Most of us don’t actually know what we plan to do with a home network; we just
know that we want one. Once we get one, we never stop finding new applications
for it. You need to think ahead regarding applications, whether the scooter or the
network. Fortunately, we envisioned the inevitable crashes and purchased knee
pads, elbow pads, and helmets—for the scooters, not the home network.

Home networking applications expand in numbers and sophistication with your
networking experience and imagination. However, now is a good time to identify as
many potential applications as you can, especially those that can impact the design
of your network.
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The primary applications associated with home networking include the sharing
of broadband Internet access, the sharing of user files across the network, and the
sharing of printers and other resources. These are explained and illustrated in
Chapter 2. If your current Internet access is dial-up, then you should research the
broadband options available in your area. Keep in mind that some broadband ISPs
place a limit on the number of PCs that can be serviced on a home LAN. Identify
which PC or PCs will act as the media server and/or the backup server. You may
wish to equip one or more of your PCs with an extra internal or external hard disk,
depending on your expected volume of file sharing. You will want to assess your
current printer(s) relative to its (their) ability to become a network printer(s) and
whether or not you want it (them) to be connected directly to the network via a print
server. Assess your current peripherals, such as scanners, desktop digital cameras,
and rewritable optical disks, relative to how they can and might be used in a network
environment.

If your plans are to integrate home entertainment into the network, then your
current research will need to be extended to include the media hubs, digital video
recorders, and Internet-based multiplayer gaming. These applications are discussed
in Chapter 13.

Your Networking Expertise

So, whad’ya know? This opening line from Michael Feldman’s popular show on
National Public Radio (NPR) is apropos for anyone who has made the decision to
install a home network. Installing a home network is relatively straightforward;
however, some solutions are more challenging than others. My advice is to keep it
simple for your initial effort and just keep the possibility of expansion in your mind
during the planning. A properly designed home network is easily expanded to meet
changing needs. If you choose the wired Ethernet option, carpentry and electricians’
skills may come in handy.

Tip Let your home network evolve with your expertise and needs. You don’t
have to do everything at once. Home networks are built around wireless access
points and switches, both of which can take on new nodes as needs evolve. For
example, if you decide sometime in the future to add an external security camera
at the entrance to your drive, all you will need is the wireless-ready camera and,
perhaps, a signal booster.
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It is likely that your home network and the linked PCs will have always-on Internet
access. Cyberspace is filled with exciting applications, informative people, and
interesting information, but it also has a darker flip side. The dark side includes
viruses, hackers, and criminals who will steal your identity if given an opportunity.
Plan to have security software installed on each PC on your network from the
moment it is linked to the network. Network security is discussed in detail in
Chapter 10.

You may need to address physical security within your home. Consider these
very realistic scenarios. Suppose that curiosity gets the best of your PC-savvy
housekeeper and she decides to open Quicken and peruse your financial records.
Or, suppose your sitter’s boyfriend drops by for a visit after you’ve left for the
evening, and he decides to use your PayPal account to purchase a few hip-hop CDs.
Or, suppose your children’s teenage friends ignore your instructions regarding what
they can and cannot do on your network. Or, suppose your neighbors, who can
detect your network’s wireless signal, become more curious about the contents of
your computers than they are about the contents of your garage?

A home network can span the far corners of the house, and you can’t be every-
where at once. If your house has a lot of foot traffic, you might wish to install locks
on selected doors and set up password-protected user accounts.

Mapping a Home Network

After you have made the important decisions discussed in the preceding section,
especially those regarding nodes and technologies, you are ready to draw a schematic
of your home network. The diagram should map all PCs, peripheral devices,
communication equipment, and connectivity media. You can use the old-fashioned
paper/pencil approach, or you can use a drag-and-drop program, such as Visio. If
you choose the traditional approach and are artistically challenged (as I am), you
can purchase an inexpensive networking stencil at a business supply store. In the
end, the two approaches are equally effective, but you’ll save time if you have
access to Visio, ConceptDraw, SmartDraw, or some other diagramming package.
Figure 6-1 illustrates the use of Visio to prepare a map of the Longnet (as presented
in Figure 5-11 in Chapter 5).
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Figure 6-1 Visio (drag-and-drop software) used to create a home network diagram

Maxims for Network Design

Computer networking has been around for decades in the business world, so
companies that manufacture communications equipment have had plenty of field
feedback. Much of the feedback has been along these lines: give us plenty of
flexibility to meet our unique and ever-changing communications needs. Commun-
ications companies listened, and many offer a full line of network gear that can
handle any design we can dream up. This built-in flexibility eliminates the need for
a long list of design rules; nevertheless, there are a few maxims you should to keep
in mind during the design process.
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* Choose wireless over wired if you are uncomfortable with the labor-
intensive work associated with cabling and/or the visual impact that wired

connections might have on aesthetics. Stringing wire between rooms and
floors can be messy, time consuming, unsightly, and expensive.

*  Wire new houses for networking. Ideally, you are building a new house and
will be able to install the network wiring along with television, telephone,
security, and electrical wiring. If your new home construction coincides
with creating a home network, sprinkle Ethernet wall jacks liberally.
Installation of Ethernet wiring during construction is relatively inexpensive.
Connect most of the rooms in your new house to a central switching hub,
perhaps in the basement or utility room, with Category 6 Gigabit Ethernet
cabling.

* Locate the wireless access point near the center of the network. A central
location for the AP maximizes the coverage within your home and minimizes
the possibility that neighbors and passersby will eavesdrop on your network
signal.

* Locate wireless components such that the line-of-light signal between the
transceivers is relatively uncluttered. Avoid devices that interfere with
radio signals. Large stationary objects, such as water heaters, refrigerators,
wood-burning stoves, air-conditioning units and their ducting, and fish
tanks, that contain metal or water will impede or block the signal. Avoid
having microwave ovens and cordless telephones in the line of sight and,
to a lesser extent, keep the signal path free of radios and televisions, too.

Home Network Design Sampler

Network gear is like Legos, the popular children’s building blocks. You have a
variety of pieces you can use to build a seemingly infinite number of unique
structures. The trick is to build a structure that meets your short- and long-term
networking needs. In this section and throughout the book, I offer numerous
examples of home network structures that are wired only, wireless only, or a
combination of wired and wireless. The structures shown in Figures 6-2, 6-3, 6-4,
and 6-5 are representative structures that use Wireless-G and/or Ethernet solutions.
Figure 6-6 shows a wired HomePNA solution.
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Home gateway
(cable, modem,
router, and

Ethernet switch)

Wireless home
gateway (DSL,
modem, router,
AP, and Ethernet
switch)

Figure 6-3 Wireless-G LAN with all-in-one wireless home gateway (wired network
printer)
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Ethernet
switch

Wireless home
gateway (DSL,
modem, router,
AP, and Ethernet
switch)

Figure 6-4 Wireless-G LAN with wireless home gateway connected to an Ethernet
switch (two wired network printers)

=7

Wireless AP

Cable modem
Home gateway

(router and
Ethernet switch)

Figure 6-5 Ethernet LAN with home gateway and remote wireless AP (wireless
network printer, separate cable modem)
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Remote PCs linked
via phone line to PCs
with HPNA network
adapters

RJ-11

HomeHPNA gateway Il iack
wall jac

(DSL modem, router,
and USB port)

Local PC linked via USB port

Figure 6-6 HomePNA LAN with all-in-one home gateway (USB link to local PC)

The Home Network Worksheet and Planner

The home network worksheet in Figure 6-7 is provided as a tool to help you
formalize your thinking. Make a copy and use the tables to take inventory of your
personal computers, modems, and networking equipment. You can also use the
worksheet to document hardware and net gear needs and, ultimately, to create a
shopping list and an estimate of overall cost. A completed example worksheet and
planner is shown in the next section.

* Modem Selection Use this table to indicate your current modem and
which type of modem will be used for broadband Internet access on the
home network and if it needs to be purchased.

* PC Inventory: Now and in the Future Document your current PC
inventory and note what PCs you plan for the initial network, the network
after one year, and the network after three years.

e Peripherals Inventory (Not Including Monitors or Audio): Now and
in the Future Use this table to show an inventory of current peripheral
devices and what will be planned for the initial implementation of the
network. Think ahead and speculate what peripherals might be installed
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after a year and after three years (approximately the duration of a PC/
network generation). Indicate the number of devices, if appropriate.

* PCs and Network Adapters Use this table to summarize network
adapter information and whether you anticipate a link to a particular PC to
be wired or wireless. Now is a good time to name the PCs. Indicate E for
existing and P for needs to be purchased, as appropriate.

* Other Networked Devices to Be Purchased List and describe other
networked devices, such as a print server or media hub, that you plan to
acquire for the initial network. Also indicate the type of network adapter
needed for each device.

¢ Other Net Gear, Including Media, to Be Purchased List and describe
all other network devices and media that you will be purchasing. Include the
home gateway, switches, signal boosters, cables, and so on in this table. To help
crystallize your thinking, describe each item’s function within the network.

* Other Peripheral Devices to Be Purchased Having a home network
opens opportunities for new applications, such as security monitoring
and printer sharing. Complete this table by listing peripheral devices
that will need to be purchased to meet the requirements for new network
applications.

* Operating Systems This table summarizes the statuses on the current
and proposed PCs, indicating any required upgrades.

* Shopping List Use this table to compile a shopping list that contains
everything you will need to buy to create home network of your design.
Note desirable specifications, as appropriate.

Modem Selection

To be used

Type of modem Current with network*

Cable modem

DSL modem

Satellite modem

Dial-up

Other

* Indicate P for needs to be purchased

Figure 6-7 Home network design worksheet and planner
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PC Inventory: Now and in the Future

PCs in

Planned for After one year After three
the network

At present | ~ °
initial network years

Notebook PCs

DesktopPCs

Peripherals Inventory (Not Including Monitors or Audio): Now and in the Future

Planned for
initial network

PCsin

After one year After three
the network

years

At present

Inkjet printer

All-in-one printer
(print, scan, fax,
copy)

Desktop digital
camera

Scanner
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PCs and Network Adapters

Type of PC* Type of link Type of adapter*
Name
of PC
Desktop |Notebook| Wired | Wireless |Integrated PC Pl usB
card card

* Indicate E for existing and P for needs to be purchased

Other Networked Devices to be Purchased

Device Description Type of network adapter
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Other Net Gear, Including Media, to be Purchased

Device/Media Description Function in network

Other Peripheral Devices to be Purchased

Device Description Function in network

Operating Systems

Name of PC Current operating system Comment
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Shopping List (Networking and Internet Access Equipment, Cabling)

—

Item

Model

Pertinent specs

Qty

Cost

Total Cost
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Shopping List (PCs, Peripheral Devices, Miscellaneous Network Devices, and Software)

ltem Model Pertinent specs Qty Cost

Total Cost

The Smith Family’s Home Network

Let’s walk through the design of a home network for the Smith family. Currently,
the Smiths have two PCs. Generally, parents Jim and Mary share a notebook PC in
the home office and their children Mike and Sally share a desktop PC in Mike’s
room. The whole family shares a dedicated dial-up data line for Internet access.
Throughout the day, they take turns logging onto the Internet to check e-mail and
surf the Web.
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Members of the Smith family have grown tired of waiting for a slice of time to
get on the Internet at click-and-wait speeds. Moreover, two PCs just aren’t enough
capacity for their personal computing needs. Expecting that they need to double the
computing power, they plan to purchase a desktop for Mary and a notebook for
Sally. Mary’s desktop will be located in the home office and be the center of the
network. The other desktop will remain in Mike’s room, which is located over the
home office. The desktops will be connected to the network via Ethernet. Wireless
links are planned for the notebooks so that they can be online no matter where they
are located in and around the house. Ultimately, the family plans to replace the
desktop PCs with notebook PCs and make the entire network wireless.

The family strategy is to purchase an all-in-one printer that will be connected to
the network via a print server, thus retiring the old inkjet printer and a low-resolution
scanner. Mike’s desktop PC will be upgraded from Windows 2000 to Windows XP
so that all networked PCs will have the same operating system. Although DSL and
cable modem broadband service are available throughout their neighborhood, the
family chose DSL based on their neighbors’ recommendations.

The Smith family wants to expand the network beyond the four PCs to include
wireless integration with the home entertainment center. Jim plans to purchase a
PDA with a Wireless-B adapter. The home entertainment center is located over 50
feet from the home office, so Jim has decided that a wireless signal booster will be
needed to deliver the full capacity of Wireless-G to a media hub and game console.
Jim and Mary worked together to create the network design shown in Figure 6-8.
Figure 6-9 shows the completed home network design worksheet and planner (using
the tables in Figure 6-7), which includes a shopping list for everything they need to
purchase to build the network. The Appendix, “Home Networking Buyer’s Guide,”
offers hints and strategies for purchasing network equipment.

Tip Home networking is easier when all PCs use a version of Windows XP.

An upgrade can be purchased for less than $100, a lot of money to most of us.
However, Windows XP is a significant upgrade from the other Windows operating
systems and has many advantages, especially in the area of networking and
Internet security. When every PC has the same operating system, compatibility
issues are seldom a concern. At this writing, Windows XP Media Center Edition
2005 is available only with new Media Center PCs.
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Figure 6-8 The Smith family’s network design

Modem Selection

Type of modem

Current

To be used
with network*

Cable modem

DSL modem

Satellite modem

Dial-up

Other

* Indicate P for needs to be purchased

Figure 6-9 Completed worksheet and planner for the Smith family’s home network design
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PC Inventory: Now and in the Future

PCs in At present | P_I_anned for After one year After three
the network initial network years
Notebook PCs 1 2 2 4
DesktopPCs 1 2 2

Peripherals Inventory (Not Including Monitors or Audio): Now and in the Future

PCs in At present i P_I.‘flnned for After one year After three
the network initial network
years
Inkjet printer 1
All-in-one printer
(print, scan, fax, 1
copy)
Desktop digital 1 2
camera
Scanner 1
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PCs and Network Adapters

Type of PC* Type of link Type of adapter*
Name
of PC
Desktop |Notebook| Wired | Wireless |Integrated| ~°C PCI USB
card card

Jim E X P

Mary P X P

Mike E X c

Sally P X P

* Indicate E for existing and P for needs to be purchased

Other Networked Devices to be Purchased

Device Description Type of network adapter

Connects printer

! Ethernet print server
directly to network

Print server

Game console Zbox Live Built-in Ethernet
Media hub Enables pla_lying_of network- Built-in Ethernet
based multimedia content
Handheld PC Pocket PC with integrated | - giit_in wi-Fi (Wireless-B)

digital camera and phone
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Other Net Gear, Including Media, to be Purchased

Device/Media Description Function in network
) Wireless-G with router, firewall, Interche with Int.ernet, provide
Wireless gateway . Intrusion protection, and enable
and 4-port switch S L

communication within the network

Wireless Ethernet Wireless-G bridge with built-in Connects to media hub and Zbox

bridge/switch combo 4-port switch via wireless link to network

Wireless signal booster Wireless-G Expands range of wireless signal

Ethernet patch cables (2) 3 feet Connects media hub and Zbox

Ethernet patch cable 15 feet Connects print server to gateway

Other Peripheral Devices to be Purchased

Device Description Function in network

To be shared by network
users for videophone
and other applications

Small USB desktop

Desktop digital camera
camera

All-in-one printer Print, fax, copy, and scan | Network printer
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Operating Systems

Home Networking Demystified

Name of PC Current operating system Comment
Jim Windows XP Professional
Mary Windows XP Media Comes with new desktop
Center Edition 2005* Media Center PC*
) ) Upgrade to Windows
Mike Windows 2000
XP Home
Sally Windows XP Home Comes with new

notebook PC

*Windows XP Media Center Edition 2005 and Media Center PCs are discussed in detail

in Chapter 13.

Shopping List (Networking and Internet Access Equipment, Cabling)

ltem Model Pertinent specs Qty Cost
ISP supplies with subscription
DSL modem HomePort 2000W to DSL service for reduce price $50
Ethernet PC card DigLink 100 Card | Fast Ethernet 60
Wireless home SysComp 1000 All-in-one Wireless-G gatewa 150
gateway Y P 9 Y
Wireless Ethernet | DigLink Bridge/ : O with Ao .
bridge/switch combo| Switch Wireless-G with 4-port switch 120
Wireless signal DigLink-G Boost Wireless-G 80
booster
. .| Cat 5e snagless UTP
Patch cable Category 5e cabling Ethernet (3 feet) 10
. Cat 5e snagless UTP
Patch cable Category 5e cabling Ethernet (15feet) 10
Total Cost $480

* More patch cables may be needed if cables are not distributed with network equipment.
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Shopping List (PCs, Peripheral Devices, Miscellaneous Network Devices, and Software)

ltem Model Pertinent specs Qty Cost
3.8 MHz, 200MB, DVD+RW,
Notebook PC Dellway X100 built-in Ethernet and Wireless-G $1800
adapters
Print server DigLink Print Stand-alone Ethernet 70
print server
Game console Zbox Live Ethernet-ready gaming box 130
Media hub Media Center Wireless, Ethernet-ready hub 250
Extender
PDA Quarto Handheld 1X | All-in-one Wi-Fi-ready handheld 500
Deskiop digital Logico Vision II 640 X 480 with zoom 100
camera
All-in-one printer Multifunction Print. Fax, copy, and scan 300
HiPrint IV ’ ’
. Upgrade to
Windows XP Home Windows 2000 80
Total Cost $3230
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CHAPTER

Cabling a
Home for an
Ethernet LAN

If you have decided to go with a wireless home network, you can skip this chapter.
However, more often than not, there is a place for wired links in a home network,
even one that is mostly wireless. This chapter is for you, if you plan to cable your
home to enable wired connections in your home network. We have talked about the
advantages and disadvantages associated with wired and wireless connections in
earlier chapters. If you’re still undecided between wired, wireless, or both, and you
do not consider yourself handy with tools and electronic wiring, let me be candid. I
would encourage you to choose wireless over wired if you are uncomfortable with
the labor-intensive work associated with cabling. I offer the same encouragement if
you are concerned about the visual impact that wired connections might have on the
aesthetics of your home. Running the cabling for an Ethernet LAN between remote

Copyright (¢) 2005 by The McGraw-Hill Companies. Click here for term of ush. ’
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points in your house can be messy, time consuming, unsightly, and expensive.

Cabling for an Ethernet LAN can be one of the biggest challenges you face in
setting up your home network, whether you do it yourself or hire the work out.

CaurioN You don’t have to be a skilled network technician to run Ethernet wire,
but it would be helpful if you are adept with tools, in general, and have some
experience at running wires around the house (any wire, such as speaker wire).
If don’t consider yourself to be “handy,” let me remind you that every handyman
or woman had a first project and you should never underestimate your ability to
learn and complete this task.

If you are still with me, let’s review the wired options. At this writing, it’s difficult
to justify using existing wiring, such as telephone lines (HomePNA) and power
lines (HomePlug), when wireless solutions offer you five to ten times the data rates
and the flexibility of mobile computing. Standards have been established for very
high speed data transmission using existing telephone and power lines; however,
these are paper solutions until reasonably priced supporting network gear shows up
on the shelves at Best Buy, Wal-Mart, and other retailers/e-retailers. That leaves
Ethernet, a fast and reliable networking solution. The problem with Ethernet is that
you must install the cabling, and this project is the topic of this chapter. If you have
prepared a network design that includes wired links and have identified all the
cabling runs, then you are ready to wire.

CAUTION In most situations, wiring for a home network is a do-it-yourself project
that won’t involve civic paperwork; nevertheless, I suggest that you check out the
building codes for your community to make sure that any modifications you make
to your home will conform. If you rent, examine your contract. Some prohibit any
alterations to walls or flooring other than picture hangers.

The Ethernet UTP Cable

Let’s take a closer look at the UTP (unshielded twisted-pair) Ethernet cable, which
comes in different grades or categories (Cat 5, Cat Se, and Cat 6). Each has four
pairs of wires (orange, green, blue, brown, with one of each pair solid and one with
a white stripe), and each pair is twisted throughout the length of the cable to help
minimize electrical interference. Cat 5 and Cat 5e cables use only four wires for
Ethernet communication at 10 and 100 Mbps, those coming off pins 1, 2, 3, and 6.
Even though only four wires are needed, all wires must be connected in both jacks.
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Gigabit (1000 Mbps) data rates, however, require the use of all eight wires. Most
wiring for Gigabit Ethernet is done with Cat 6; however, gigabit data rates can be

achieved over Cat 5e and Cat 5 for shorter runs and in areas where the sources of
line interference are minimal.

CautioN When using Cat 5 and Cat Se for Ethernet cabling, you're running four
unused wires. Although it’s theoretically possible to use these extra wires for other
applications (telephone, home security system, doorbell, and so on), I recommend
that you leave them unused to avoid the possibility of line interference.

Bulk UTP Ethernet cable comes in a variety of colors, quality levels (primarily
overall durability), and lengths. Usually, it is less expensive to purchase an entire spool
of cable (typically 250 feet, 500 feet, or 1000 feet), however, the cable can be purchased
off the spool in any length at most home improvement stores, such as Lowe’s or Home
Depot. The completed Ethernet cable is terminated by an eight-pin RJ-45 jack,
which is also called a connector. Virtually all new computers and all Ethernet
devices, such as all-in-one gateways and switches, are outfitted with Ethernet ports.
The RJ-45 connectors on the cables (the male ends) are inserted into the Ethernet ports
(the female ends) to complete the link between devices on the network. Like the RJ-11
telephone connector, the RJ-45 connector has a flexible tang that locks it into the port.
You must compress the tang to remove the connector.

You can purchase bulk cable and connectors to make your own cables. (This process
is covered later in the chapter.) You can purchase a thousand-foot roll of Cat Se bulk
cable for as little as $0.06 a foot or as much as $0.15 a foot, depending upon where you
buy them. RJ-45 connectors can be purchased for as little as $0.10 or as much as a
dollar, again, depending on how carefully you shop and the quantity you purchase.

The alternative to making your own cables is to purchase preassembled cables.
As a rule of thumb, if you consider only the materials you can make patch cables
for about a fourth the cost of purchasing a ready-made cable. This comparison does
not include your time and the amortized cost of the tools you will need to assemble
the patch cables.

Nore UTP Ethernet cable comes with either solid or stranded wires in either
vinyl or fire-retardant plenum sheaths. Usually, a spool of bulk vinyl-sheathed
solid wire cabling suffices for home networking needs. Solid cable is designed
primarily for runs between rooms because it is not designed to be flexed or
twisted repeatedly; however, this type of cable abuse seldom happens in a home
networking environment. You will need to use Ethernet cabling with stranded
wires for patch cables (less than 20 feet in length) when you expect repeated
flexing of the cable. Most preassembled patch cables have stranded wires.
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Preassembled Ethernet Cables

Preassembled patch cables (see Figure 7-1) can be purchased in a variety of lengths
ranging from inches to 100 feet. Some stores, both store front and online, build and
sell custom cables of any length you specify. All of your runs can be ready-made
patch cables; however, the best use of these cables is for short runs within a room
or places where it does not need to be threaded through a narrow hole.

You can run bulk cable through a relatively unobtrusive 1/4-inch hole, but you
will need a potentially ugly 5/8-inch to 3/4-inch hole if you wish to pass the
connector through a wall. Always buy snagless patch cables, which are designed to
keep the cable from being snagged on the tang during threading. This is a common
problem even when you are trying to pull a patch cable clear of entanglement with
other system wires.

The standard patch Ethernet cable, which is designed to link an Ethernet device
to a switch, is straight through. That is, the wires coming off connector pins 1, 2, 3,
and 6 on one end are connected to pins of the same number on the other end. To link
an Ethernet device, such as a PC or Xbox game controller, to another Ethernet
device, you may need a crossover cable. A crossover cable is like a normal Ethernet
cable except that the transmit data pair at one end is connected to the receive data
pair at the other end. That is, the pin 1 wire on one end connects to pin 3 on the other
end and the pin 2 wire goes to pin 6. Fortunately, modern network technology has
pretty much made the use of a crossover cable a non-issue. All modern network
devices are “intelligent” and are able to detect whether a port is connected to a
switch or an Ethernet device. The device then makes an electronic adjustment to
send signals over the appropriate wires.

Tip Some switches/hubs have a built-in uplink port. This port is internally
crossed so that you can link switches with a regular straight-through cable. The
uplink port is eliminated from most communications hardware because all have
an autodetect feature that selects wires automatically.

) -“—‘-'N

Figure 7-1 Fourteen-foot Cat Se snagless Ethernet patch cable
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Making Your Own Ethernet Cables

There are three primary advantages to making your own cables. First, your cables
will be the desired lengths. Second, stringing a cable in and through difficult places
is much easier when the cable does not have a connector. Finally, you will save
money by doing it yourself. Over the long term, there is another advantage. You will
have gained the expertise and have the equipment and materials to make your own
cables whenever you need them.

The downside of making your own patch cables is that it can be tricky if you're
not used to working with electrical wiring and the associated tools. It’s not difficult,
but you have to be careful. If you make your own cable, you are sure to have a few
frustrating moments. For example, I’ve crimped pin 1 into an orange wire (rather
than orange/white) and I’ve cut a wire at 45 feet for a 55-foot run.

These are the only items you need to set up your own custom cabling shop:

* All-in-one crimping tool You can purchase an easy-to-use crimping
tool for as little as $20. Professional crimping tools that give you the
flexibility to make a variety of cables can cost $50 or more. A good all-in-
one crimping tool can perform three functions. First, use it to cut the cable
to the desired length. Second, use it to strip away the insulation exposing
the twisted pairs. Third, affix each RJ-45 connector by using the crimper
function to press the eight copper contacts into the individual wires to
complete the connection and the cables.

* Bulk Catx cable Estimate the length of your runs and purchase enough
Catx (a reference to Cat 5, Cat Se, or Cat 6) to complete the job. I would
recommend you give yourself an extra hundred feet because it is inevitable
that you will need other patch cables to meet your growing needs.

* RJ-45 connectors You will need two RJ-45 connectors for every run.
These are inexpensive when purchased in bulk, so plan on buying at least
a dozen extra.

* Modular wall plates A more sophisticated solution to a hole in the wall
is to terminate runs of Ethernet cable with modular wall plates. The wall
plates have RJ-45 connectors into which patch cables can be inserted to
complete the run. Wall plates are discussed further in the section “Ethernet
Wiring for New Construction.”

If you are just making patch cables for in-room connections, the cable can be
made in its entirety any time. However, the connectors should not be affixed to
long-run cables until they have been threaded through attics, walls, or wherever
their paths take them. To make your own cables, follow these basic steps:

1. Cut the cable. Measure the run and cut the cable to the desired length.

—&
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Figure 7-2 Flatten and arrange wires in the correct order.

2. Strip off a couple of inches of insulation. Use the stripper function on your
crimping tool to remove about two inches of the insulation that protects
the twisted pairs. Most crimping tools have a slot into which you can place
the cable, twist it 360 degrees, and cut the insulation. The excess jacket is
easily removed to expose the twisted pairs.

3. Untwist the twisted pairs. Take out the twists in the exposed wires and
straighten them as best you can. I first wrap them about a quarter of the
way around a pencil and then pull them the length of the exposed wire
while holding my thumb across the wire.

4. Spread the wires and put them in the proper order. Pull, tug, rearrange, and
do whatever you need to do to position the wires adjacent to one another,
as shown in Figure 7-2 according to the order listed in Table 7-1.

Pin Coding

Pin 1 orange/white
Pin 2 orange

Pin 3 green/white
Pin 4 blue

Pin 5 blue/white
Pin 6 green

Pin 7 brown/white
Pin 8 brown

Table 7-1 Wire Associations with the RJ-45 Pins on an Ethernet Cable
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Figure 7-3 Insert wires into the RJ-45 connector.

5. Trim the exposed wires. Use your crimping tool’s wire cutter to cut the
wires about 5/8 inch from the insulation.

6. Insert the wires into the RJ-45 connector. Hold the connector with the
copper contacts up, as shown in Figure 7-3. Check to ensure that wires
are in the correct order (pin 1 and the orange/white wire are on the bottom
in Figure 7-3). Note that the even pins connect to wires with solid colors.
Carefully, shove all eight wires (flattened between your thumb and
forefinger) to the end of the connector.

7. Crimp the RJ-45 connector onto the Catx cable. Insert the connector into
the crimping area of the crimping tool and squeeze the handles firmly to
affix the connector (see Figure 7-4).

Figure 7-4 Use the crimping tool to affix the connector to the wires in the
Ethernet cable.
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NorEe There are two wiring standards for four-pair UTP cable, Type-A and Type-B.
Modular RJ-45 jacks normally are color-coded for both “A” and “B.” Table 7-1

reflects the Type-B configuration, which is consistent with most off-the-shelf network
gear and patch cables. Ignore the Type-A codes.

Ethernet Wiring for New Construction

The best possible scenario for the installation of Ethernet wiring is that you are
building a home network and a new house at the same time. If this is the case, you
should consider comprehensive structured wiring for the entire house. Structured
wiring is simply the integration of all household communications wiring within a
single wiring system. In structured wiring, the wires from the various household
communications systems emanate from the convenient central location. The systems
could include, but are not limited to, the home network (Ethernet), the telephone
system (twisted pairs), TV/video (coaxial cable), security, audio (speaker wire),
and anything else that involves wires and communications.

If T were building a new home, I would install a structured wiring system to
handle all wired communications needs for the foreseeable future. And, I would
contract the job out to the professionals. When all you see is wall studs, joists, and
rafters, you can run several thousand of feet of relatively inexpensive wire in a
fraction of the time it would take to do the same in a finished house and at a fraction
of the cost. You would be surprised how quickly you can run through 1000 feet of
Ethernet, telephone, or security wiring in a structured wiring system.

Tip [ recommend that you find one or more good contractors with structured
wiring experience to install the wiring in your new home. You may have to do
some research to find a qualified installer. Some electrical contractors and
computer companies do this kind of work. Also, you might find qualified installers
at full-service audio/visual stores or home theater stores. Be advised that, if you
choose to install your own structured wiring system, a lot of things can happen
that have nothing to do with electronics and most of them are bad. You can bump
your head on protruding roofing nails, step through the ceiling, get stuck in the
crawl space, fall from the ladder, and so on.

As for the home network portion of the structured wiring system, I would
recommend that you sprinkle Ethernet wall jacks liberally throughout the house,
possibly in every room. Think ahead about the possibility of linking yet unknown
Ethernet devices to the network (for example, a video camera, a lighting system, a
swimming pool chlorinator, a refrigerator/range combo, and so on).



CHAPTER 7 Cabling a Home for an Ethernet LAN @

Household telephone twisted-pair wiring hasn’t changed in my lifetime. Network
wiring, however, has changed several times since I built my office up the hill from
my home in 1991. At that time, my networking friends recommended that I use
state-of-the-art coaxial network cable. It’s still embedded in the walls and would
work well with compatible network cards; however, I converted to Catx cabling
several years ago to maintain compatibility with modern network equipment. I also
wired my office for television, security, and audio. The security and TV wires are
unchanged, but the two-channel stereo audio wiring is no longer in use. Today, I
play everything through my PC’s 7.1 audio system (six satellite speakers and a
powered subwoofer).

As you can see, wiring technologies change, so I would recommend that you plan
for the inevitable by embedding supplementary electrical conduits (1 inch inside
diameter) along major horizontal (for example, the attic and basement) and vertical
(between floors) runs in your new home. Use these conduits to install new wired
technologies as they come available. A little planning now can save you considerable
time, effort, and money in the future. The conduits, which would start at the central
point in the structured wiring system, would terminate at empty junction boxes in
walls. Be sure to install a pull string that will allow you to pull cables between the
basement and the second floor or from one end of the house to the other.

When installing a structure wiring system, you would use modular wall plates that
can be attached to standard electrical junction boxes. During construction, the wires
are inserted into the boxes from within the interior walls. Eventually, they are attached
to modular jacks by any of several methods, including screw-in contacts and the
method shown in Figure 7-5. The modules, which are inserted into the wall plates,
can include ports for telephones, Ethernet, cable TV, speakers, and so on. The
wall plate in Figure 7-6 has ports for Ethernet and cable TV. The best place to find wall
plates and modular jacks locally is home improvement stores, such as Lowe’s and
Home Depot. They can also be purchased from many e-tailers, such as Blackbox.com
or Cables.com. Some A/V and computer stores stock these items as well.

Figure 7-5 Ethernet cable connected to a modular RJ-45 jack
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Figure 7-6 Modular wall plate with ports for Ethernet and cable TV

Tip If your broadband service is DSL, you probably received several line filters
with your DSL installation package. These filters are designed to eliminate “data
noise” during voice conversations. You'll need to install filters for each telephone
on your DSL line to eliminate the hissing sound. Extra filters can be purchased
from your DSL provider or any electronics store.

Ethernet Wiring for an Existing Home

Most of us are dealing with an existing home, which is not nearly as easily wired as
a new home under construction. In an existing home, we tend to retrofit wiring
according toimmediate need. Seldom do we install structured wiring to accommodate
all wired communications within the house. The more likely scenario is that we run
speaker wires, security wires, and other wires as the need arises. Because you’re
reading this book, your immediate need probably is wiring for an Ethernet LAN.
My comments here emphasize Ethernet wiring, but these approaches to wiring an
existing home are generic and applicable to any type of wiring task.

When you retrofit an existing home with wiring, you must deal with the trade-off
between aesthetics and utility, just getting it done. For example, you can simply
thread an Ethernet cable through a hole in the wall or you can install wall plates
with modular jacks on either side of the wall, the latter being the way professionals
do it. However, some people might argue that a quarter-inch hole near the baseboard
behind the sofa is less conspicuous than another wall plate.
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CavtioN When installing wiring in an existing home, be ever aware of what lurks

between the studs within your walls. When drilling or cutting, do so carefully,

because that blade or drill has the potential to cut/penetrate a water pipe, a

power line, an air-conditioning duct or wire, a natural gas line, a steam pipe, a

security wire, and of course, nails. Since it is unlikely that you will be x-raying

your walls, proceed with caution and stop the tool immediately if you feel anything
other than wood. If this happen, try another spot.

The Parts, Materials, and Tools

Your first task is to gather the parts and materials you will need to wire your house
for an Ethernet LAN. Work from your network design to identify specific needs
(number and lengths of items). These might include the following:

e Bulk Ethernet wire

* Connectors

* Junction boxes with modular jacks
» Patch cables

I use a variety of common shop tools to install wiring, depending on the situation.
These tools, however, would be considered the basic tools for wiring an existing
house.

e All-in-one crimping tool Use this tool (see Figure 7-4) to cut, strip,
and crimp.

* Cable staple gun Use this specially notched stable gun to affix wiring
to baseboards, studs, rafters, and so on. From experience, I know that a
regular staple gun won’t work for this task, as it will eventually slip and
penetrate your wire.

e Power drill Chances are you will need to drill holes in walls, studs, and
SO on.

* Extra long 1/4-inch drill bit Use this 12- to 18-inch drill bit to penetrate
the entire width of a wall.

* Spade bits You will need spade bits (5/8 inch, 3/4 inch, and 1 inch)
to make holes big enough for multiple wires or for the connectors on
preassembled patch cables.



@ Home Networking Demystified
* Drill bit extension for use with spade bits Depending on the thickness

of your walls, you may need this extension if you wish to penetrate the
depth of the wall.

* Handsaw Use the handsaw to cut the rectangular holes in the dry wall or
plaster for the junction boxes.

* Fish tape This thin, flexible band of steel (from 20 to 50 feet in length)
about 1/8-inch wide can be used to push/pull cable through electrical
conduits and tight places.

* Coat hanger Use an unraveled and straightened coat hanger to pull the
wire through a hole in the wall or, if you don’t have a fish tape, to push it
through a tight place. To attach the Catx cable, insert about two inches of
a coat hanger into the insulation, and then wrap the insulation and hanger
tightly together with electrician’s tape such that you have a smooth taper
between the insulation and the hanger.

* Protective goggles It’s a good idea to wear eye protection for any home
improvement project.

* Hard hat Wear a hard hat in the attic and crawl spaces where the sharp
ends of numerous nails are exposed and joists/rafters abound.

* Flashlight or head lamp I prefer a head lamp to illuminate attics, crawl
spaces, closets, and dark corners so that my hands are free.

* Tennis ball with pull string If you have drop or suspended ceilings, a
tennis ball with a pull string taped to it and a good throwing arm can be
very helpful.

Although not an absolute requirement, your cabling job can be made easier if
you have a LAN tester, especially if you have to troubleshoot an Ethernet link. LAN
testers cost from $25 to $100. One at the low end should suffice for home
networking.

Installation of the Cable

Once you have the parts, materials, and tools, you’re ready to install the cable. I'm
certainly not a professional installer, but I’ve had plenty of on-the-job-training
installing telephones (traditional 2 pair and 4 pair), security wires, network cable,
TV cable, speaker wires, and cabling for a home theater in my own homes. The
projects, which involved many runs between rooms and floors and some to
outbuildings, wer