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Abstract

In the field of cryptography, signcryption is a modren technique that performs the

digital signatures and provides the security requirements of encryption in single

logical step. This new technique helps to reduce the computational cost and it

is more efficient as compared to other signature-then-encryption techniques. Pre-

viously, many signcryption schemes were introduced and each of them provides

different level of security attributes like, confidentiality, authentication, integrity,

non-repudiation, authentication, unforgeability and forward secrecy. In this the-

sis we first reviewe the recently proposed signcryption scheme based on elliptic

curve, then it is extended to new generalized signcryption scheme based on ellip-

tic curve. The proposed scheme provides some extra features, it has felexibilty

to perform signatures only or encryption only. Due to rapid increase in crypto-

graphic attacks, security of the cryptographic scheme is essential requirement. Our

proposed scheme provides the high level of resistance againts the cryptographic

attacks. The security analysis and cost analysis of the proposed scheme is also

presented to show the efficiency of the scheme when user has to work with a single

mode.
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Chapter 1

Introduction

In this chapter, we will discuss the development and improvement in the field of

cryptography. Also present our modification and contribution.

The term “cryptography” is the combination of two Greek words kryptos and

graphein which imply secret and writing respectively. Cryptography [1] is the sci-

ence which deals with the study of secret communication, generating and breaking

secret codes. It also deals with the study of cryptanalysis and cryptology. Crypt-

analysis is an art of breaking secret codes and secret communication even without

having any secret key. The first examples of cryptography may be found in the

ancient worlds of Greece, Rome, and Egypt. Latest cryptography not only has

confidentiality of data and information but also deals the security attributes of

integrity, authentication, unforgeability, non-repudiation, public verification and

forward secrecy. Cryptography now a day is extremely used in many fields and

aspects of human life for example, e-commerce, online voting system, online cash

payment system, digital signature, smart phones, ATM machines, credit cards,

transaction of money through digital apps in banks [2]. There are two main

branches of cryptography namely, the “Private (symmetric) Key Cryptography”

and the “Public (asymmetric) Key Cryptography”.

In symmetric key cryptography, we only use one key for both encryption and

decryption while in asymmetric key cryptography, we use two different related

keys where one is known as secret key or private key and other is public key.

1
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The cryptographic schemes which are based on symmetric key cryptography are

DES[3], Tripple DES [4], AES [5]. The cryptographic schemes which are based

on asymmetric key cryptography are Elliptic curve cryptography [6], ELGamal [7]

and RSA [8].

In cryptographic field ECC [6] and RSA [8] are widely used because of its smaller

key size with strong security. Because of this benefit (ECC) [6] has less storage

requirements and provides more secure encryption as compared to RSA [8]. The

basic tools on which cryptography is based are digital signatures and encryption

that provides confidentiality, authentication, and integrity. In order to have both

confidentiality and authentication of single message or document, the traditional

appraoch was signature-then-encryption technique. In this approach the task is

performed in such a manner that first apply a digital signature on a document

and then encrypt the document for transmission over an unsecured network. The

main disadvantage of this technique was, it has more computational cost and

less efficient. In 1997, Zheng [9] proposed a new cryptographic technique named

as “Signcryption” scheme. It combines the function of digital signature and en-

cryption in one step. This new proposed scheme (signcryption) has decreased

the computatoinal cost and increased the efficiency of scheme as compared to

signature-then-encryption. In modren cryptographic fields EEC based signcryp-

tion scheme are widely used because of their security, low computational cost,

less storage requirements and more efficiency. Signcryption schemes provides the

following security attributes.

• Confidentiality

• Authentication

• Non repudiation

• Integrity

• Unforgeability

Forward secrecy and availibilty are two more security attributes depending on the

requirements of the user.
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There are different varients of signcryption, including blind signcryption, certifi-

cateless signcryption, generalized signcryption. Blind signcryption is used to shield

the sender’s identity and privacy from other users, particularly in electronic cur-

rency payment and voting systems. Certificateless signcryption is a variation of

ID-based signcryption. Mostly Certificate authority and key generation center are

based on certificateless signcryption. Generalized signcryption is an extension of

signcryption. There are three modes of generalized signcrytption. One is signature

only mode, encryption only mode, and signcrytption mode.

Security attacks on cryptographic algorithm are increasing day by day. There are

some attacks that concern with cryptosystem.

• Known Plaintext Attack

• Man in the Middle Attack

• Choosen Plaintext Attack

• Forgery Attack

• Cipheretext Only Attack

1.1 Literature review

In 1985 Koblitz [10] proposed Elliptic curve cryptography. Zheng [9] proposed

a new cryptographic scheme in 1997 named “signcryption”. This scheme per-

formed both digital signatures and encryption in one logical single step. It has

less computational cost and more efficient. It is the scheme which is replaced

by Signature-then-Encryption scheme. Zheng and Imai [11] applied ECC in sign-

cryption scheme and proposed a new scheme which is based on elliptic curve

cryptography. This scheme is more secure because its security is dependent on

ECDLP [12], where ECDLP is more secure and unbreakable in modern cryptogra-

phy. It has approximately 58% computational cost and 40% communication cost.

Later on Bao and Deng [13] gave extension and modification to Zheng’s scheme.
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Because they thought that Zheng’s scheme does not provides the authenticity

without secret key of the sender. So, the scheme improved by Bao and Deng [13]

provides the authenticity without using secret key of sender or in other words a

receiver can verify the signature without secret key of sender. After this, Gamage

[14] proposed the signcryption scheme which provides the authenticity to anyone

to verify the sender’s signature but this facility was only available in firewalls.

Jung [15] pointed out that Zheng’s signcryption scheme does not provides a for-

ward secrecy. In 2005 Hwang et al [16] proposed elliptic curve discreate logrithm

problem (ECDLP), also proposed elliptic curve Diffie Helman problem (ECDHP)

[17] which is based on signcryption scheme with addtional feature of forward se-

crecy and public verification. In general, confidentiality, integrity, authentication,

unforgeability, non-repudiation, forward secrecy, and public verification are com-

pared in terms of security attributes. For more different varients of signcryption

we suggested [19–21]. In 2006 a new cryptographic signcryption scheme was pro-

posed by Han and Yang [22] named “Generalized Signcryption (GSC)”. After

this Wang [23] provides the security attributes of the generalized signcryption. In

2010, Yu et al [24] proposed an identity-based GSC system and a security model.

Kush-wah and Lal simplified the system’s security model [23] and recommended

a more powerful GSC identity-based system in 2011. In the traditional model,

Wei et al [25] proposed an identity-based GSC scheme and in 2015, he proposed

extension for big data protection. In 2016, Zhou et al [26] provides extension of

GSC, and presented two new schemes named as, generalized proxy signcryption

and generalized signcryption and suggested a concrete scheme. Farshim et al [27]

proposed a certificateless lightweight certification.

1.2 Thesis Contribution

In this thesis we extended the ECC based signcryption scheme of Zhang et al [28]

into new Gerneralized Signcryption. This scheme [28] based on elliptic curves for

secure and authenticated message transmission, which provides both digital signa-

ture and encryption with less computaional cost as compared to Signature-than-
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Encryption scheme. This scheme provides the security because its security based

on the ECDLP and ECDHP, which are more secure currently. The scheme pro-

vides integrity, message confidentiality, forward secrecy, availibilty, unforgeability,

verification, and non-repudiation security attributes. The computational time of

this scheme is little bit higher than the Zheng and Imai scheme [11] and Zhang et al

[28] scheme but it is more secure. Our proposed scheme provides double functions

when we required both confidentiality and authenticity seperatly performs a single

function without any additional calculations . The proposed scheme provides all

the security attributes and it is uneffected by various known attacks.

1.3 Thesis layout

• In Chapter 1, introduction, comprehensive literature of cryptography, elliptic

curve cryptography, signcryption, generlized signcryption and cryptananlysis

is presented.

• In Chapter 2, mathematical and cryptographic background is presented.

• In Chapter 3, Zhang et al [28] proposed scheme is reviewed also presented

its scheme and its security analysis.

• In Chapter 4, we modified Zhang et al [28] proposed scheme and presented

its generalized signcryption scheme.

• In Chapter 5, security analysis of proposed generalized signcryption scheme

is presented and comparison of its cost analysis with existing cryptographic

schemes.

• In Chapter 6, conculsion as well as future work of the modified scheme is

presented .



Chapter 2

Preliminaries

The fields of number theory and algebra play a vital role in the development of

cryptography. In this chapter we will present some basic definitions from number

theory and algebra. Also present the contribution of mathematical background in

the field of cryptography. In order for the readers to have a thorough understand-

ing of cryptographic field, some basic definitions and tools from cryptographic

background will be presented.

2.1 Mathematical Background

Definition 2.1.1.

“A group G is a non empty set denoted by pair (G, ∗) under binary operation ∗

on G satisfies the following axioms.

1. Closure: If the elements s, t ∈ G, then s ∗ t is also in G.

2. Associativity: s ∗ (t ∗ u) = (s ∗ t) ∗ u for all s, t, u in G.

3. Identity element: An element e in G such that s ∗ e = e ∗ s = s for all s

in G where e is the identity element of G.

6
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4. Inverse element: For s in G there is an element s
′

in G such that s ∗ s′ =

s
′ ∗ s = e. A group G is called Abelian if it satisfies the following additional

property s ∗ t = t ∗ s for all s, t in G” [1].

Definition 2.1.2.

G is a cyclic group if every element of G is a power sk (k is an integer) of a fixed

element s in G. The element s is said to generate the group G [1].

Example 2.1.3. Here are some examples of a group and a cyclic group.

1. Set of real numbers R, set of complex numbers C, set of intergers Z all are

group under binary operation + and also known as abelian group.

2. A set X = {1,−1, i,−i} is cyclic group under addition where −i or i is the

generating element of group X.

Definition 2.1.4.

“A nonempty set (F,+, ∗) together with binary operations ‘+′ and ‘∗′ is called a

field F, if the following properties hold:

1. F is abelian under addition.

2. The non zero elements of F form an abelian group under multiplication .

3. Multiplication is distributed over addition in F” [29].

Example 2.1.5. Here are examples of field.

1. “Set of complex numbers C and set of real numbers R are field.

2. Set of integers Z is not a field, because inverses of all integers except 1 and

−1 do not exist”.

Definition 2.1.6.

Galois field is a field that consists of a finite number of elements. Galois fields

are either prime fields or prime power fields. The set of integers under mod p

denoted by Zp is field. Galois field or finite field was first introduced by “Evariste

Galois” in 1905 [30].



Preliminaries 8

Example 2.1.7. Suppose, we have Galois field GF (7) which has 7 elements

only {0, 1, . . . 6}. The addition and multiplication operation in this field are per-

formed under modulo 7 which means that result of any operation will always be

less than 7.

8 + 3 ≡4 mod 7

also

8 ∗ 3 ≡3 mod 7

Definition 2.1.8.

“Ring denoted by (R,+, ∗) is a set of elements together with two binary operations

addition + and multiplication ∗ that satisfies the following properties:

1. (R,+) is an abelian group.

2. (R, ∗) is associative.

3. (∗) is distributive with respect to +, i.e. for all a, b, c ∈ R

4. Left and right distributive laws hold in R

i.e. a ∗ (b+ c) = ab+ ac, (b+ c)a = ba+ ca”” [31].

Example 2.1.9. Following are the examples of rings.

“Set of integers Z under usual addition + and multiplication ∗ is a ring.

Let Zv = {0, 1, 2 . . . v − 1} and v > 0 and v ∈ Z+ is a ring under addition and

multiplication modulo v” [31].

Theorem 2.1.10.

“Fermat’s theorem states that, if p is prime and a is a positive integer not divisible

by p then ap−1 − 1 ≡ 0 mod p” [1].

Definition 2.1.11.

“Given x, y ∈ Zp such that xn = y mod p then finding n is known as discrete

logarithm problem” [32].
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Definition 2.1.12.

When given composite number N = x1 ∗ y1 then decomposition of an integer N or

findind integers x1 and y1 is complicated, this complexity is known as integer fac-

torization problem (IFP). It is an earlier problem. This provides the fundamental

building block for many cryptographic methods, including RSA encryption system.

Division Algorithm

Suppose we have two integers s and t then there exsist two unique integers q1 and

r1 such that;

s = q1t+ r1

Here q1 is quotient and 0 6 r1 < t is remainder. If r1 = 0 then t divides s.

Definition 2.1.13.

Finding multiplicative inverse of an integers is easy in a small field. We construct

a Caleys table to obtain the multiplicative inverses of integers. But multiplicative

inverse of any integer u ∈ F mod m is possible if gcd(u,m) = 1 otherwise it is

not possible. In the section below the Extented Euclidean algorithm to compute

the inverses of integers is given.

Algorithm 2.1.14.

To compute the greatest common divisor, one should repeating the process of

division algorithm again and again. This process is known as Euclidean Algorithm.

To calculate the gcd of the integers ` and m, we will perform the following steps.

Input: Two integers ` and m

Output: gcd(`,m)
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1. If we have ` = 0 then gcd(`,m) = m, since gcd(0,m) = m and stop.

2. If m = 0 then gcd(`,m) = m, since gcd(`, 0) = m and stop.

3. Write ` = Q ∗m+ r where Q is quotient and r is reminder.

4. Find gcd(m, r), since gcd(`,m) = gcd(m, r) [1]

Algorithm 2.1.15.

The above algorithm is transferred as follows and compute modular inverse of

integers ` and m.

Input: Two integers ` and m

Output: gcd(`,m)

1. “Set (`1, `2, `3) = (1, 0,m) and (m1,m2,m3) = (0, 1, b)

2. If m3 = 0 then returns `3 = gcd(m, b) no inverse of element b exist.

3. Now check if m3 = 1 then return m3 = gcd(m, b) B2 = b−1 mod m

4. Now divide `3 and m3 set the quotient Q = `3 div m3

5. Now let we take (n1,n2, n3) = (`1 −Q ∗m1, `2 −Q ∗m2, `3 −Q ∗m3)

6. Set (`1, `2, `3) = (m1,m2,m3)

7. Set (m1,m2,m3) = (n1, n2, n3)

8. Go to step number 2”.

2.2 Elliptic Curve over Fp

The equation of the form with additional point O at infinity.

E : y2 =x3 + ax + b mod p (2.1)
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select integers a and b from finite field Fp. If the discriminant 4a3− 27b2 6= 0 then

curve is said to be smooth and this curve is known as an Elliptic curve.

The Elliptic curve Ep(a, b) is based on all those points which statisfy the equation

(2.1). The elements of Ep(a, b) also form a cyclic group and generated by base

point G. A small non negative integer n is known as order of G such that nG=O

or infinity. Suppose we have an elliptic equation and its graphical representation

is shown in the figure below

y2 =x3 + 0x − 4 mod 251

Figure 2.1 illustrates the elliptic curve points of elliptic equation

Figure 2.1: Elliptic curve over E251(0,−4)

Point Addition

Suppose we have two points, P (x1, y1) and Q(x2, y2), on an elliptic curve E. The

addition of P and Q is R(x3, y3) as shown in Figure 2.2
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Figure 2.2: Elliptic Curve Point Addition

The following steps must be followed in order to add such points.

1. A straight line is passed from points P and Q of elliptic curve E .

2. At any third point, the straight line intersects the curve, say at R of elliptic

curve E.

3. The addition of P and Q is negative to third point −R.

Let the sum of the points P and Q is R(x3, y3) where the coordinates x3 and y3

are given as

x3 = m2 − x1 − x2 mod p.

y3 = m(x1 − x3)− y1 mod p.

Here

m =
y2 − y1
x2 − x1

mod p.

Point Doubling

Now we explain the point doubling operation on elliptic curve. Suppose we have

point P (x1, x2) on elliptic curve E. To add a point P to itself as P + P = 2P , we

perform the following actions:
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1. Draw a tangent at point P (x1, y1) which intersects the curve at the second

point of elliptic curve E.

2. The next step is to simply take S which is negative of second point and it is

used as the point doubling.

The coordinates of point doubling are calculated as S = 2P = (x2, y2)

x2 = m2 − 2x1.

y2 = m(x1 − x2)− y1.

Where,

m =
3x21 + a

2y1
.

Point at Infinity

The similar approach can be applied to the addition of P to −P . We are aware

that −P is effectively an extension of P . So, as a straight line departs from them,

it gets closer to infinity. To identify a specific infinity-bound point that is known

as a point towards infinity and is denoted by O.

Example 2.2.1. Let us consider the curve over F11, that is,

y = x3 + x+ 6 mod 11.

For elliptic curve points addition on E11(1, 6) let P (3, 5) and Q(7, 9) are any two

points on elliptic curve E, then formula provide us new points R(x3, y3) as shown

in Table 2.1. Calculate slope s by

s =
9− 5

7− 3
mod 11.

=
4

4
⇒ 1 mod 11.

s =1 mod 11.
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Table 2.1: Points on Elliptic Curve

x y2 y1 y2 P (x, y) Q(x, y)
0 6 − − − −
1 8 − − − −
2 5 4 7 (2,4) (2,7)
3 3 5 6 (3,5) (3,6)
4 8 − − − −
5 4 2 9 (5,2) (5,9)
6 8 − − − −
7 4 2 9 (7,2) (7,9)
8 9 3 8 (8,3) (8,8)
9 7 − − − −
10 4 2 9 (10,2) (10,9)

x3 =s2 − x1 − x2. (2.2)

Put value of s in Equation 2.2

y3 =s(x1 − x3)− y1. (2.3)

x3 =12 − 3− 7 mod 11.

=− 9 mod 11.

x3 =2 mod 11.

Put the value of x1 and x3 in Equation 2.3

y3 =1(3− 2)− 5 mod 11.

y3 =− 4 mod 11.

y3 =7 mod 11.
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So, R(x3, y3) = (2, 7) is the addition of points. Now let us add a point P (3, 5) into

itself.

s =
3x2 + a

2y1
⇒ 3(32) + 1

2(5)
mod 11.

=
3(9) + 1

10
mod 11.

=
14

5
mod 11.

=14(5)−1 mod 11.

=14(6) mod 11.

s =7 mod 11.

Now use values of s

x3 =s2 − 2x1.

x3 =72 − 2(3) mod 11.

=49− 6 mod 11.

=43 mod 11.

x3 =10 mod 11.

y3 =7(3− 10)− 5.

y3 =7(−7)− 5.

=− 49− 5 mod 11.

y3 =10 mod 11.

So we have

2P = (10, 10)

2.3 Cryptographic Background

The field of cryptology known as cryptography involves the safe transmission of

information such that it cannot be read or altered by a third party. The original
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message is transformed by the sender. Cryptography focuses on building and

analyzing such procedures that keep the general public or outsiders from reading

private messages. It involves the use of mathematical and computational methods

to transform information into a form that is unintelligible to unauthorized users,

and then back into its original form for authorized users. Types of cryptography

There are two types of cryptographic scheme.

1. Cryptography with Symmetric key

2. Cryptography with Asymmetric key

2.3.1 Cryptography with Symmetric key

Private key cryptography is another name for a symmetric key encryption. Usually,

it uses a key that you can trade with a reliable third party. In early crytographic

schemes, it was the only method of message transmission. In cryptography with

symmetric key same key is used for both encryption and decryption. The main

benifit of this cryptographic scheme was fastest and simple communication but

disadvantage of this scheme was it relies on each participent that involves in com-

munication to keep the keys confidential. The well defined examples of this scheme

are DES [3], AES [5]. A symmetric key cryptography model [1] is shown in Figure

2.3.

Figure 2.3: Symmetric Encryption Model

There are some drawbacks of symmetric key cryptography.
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• Key sharing: The issue with key distribution arises when n people are

conversing with each other. The integrity of the entire communication will

be harmed if one individual reveals the key.

• Authentication: One of the primary issues is authentication. If Ayeza and

Babar interact, how can Ayeza establish that Babar sent the message and

vice versa.

2.3.2 Cryptography with Asymmetric Key

Diffie and Martin Hellman [33] introduced the public key cryptography in 1976.

They proposed a new mechanism which is based on two different keys.

1. Publick Key

2. Private Key

Where public key is known to everybody, while private key is kept secret, it is

also known as secret key. This scheme is known as Asymmetric key cryptography.

The main advantage of this scheme is to overcome the key sharing issues and

disadvantage of this scheme is complex and slow computations. The examples of

cryptography with public key or Asymmetric key cryptography are Elliptic curve

cryptography [6], EL-Gamal [7] and RSA [8]. The encryption process of this

scheme is based on six components.

To create the ciphertext C, the sender encrypts the plaintext M using the recipi-

ent’s public key PU and an encryption algorithm E. The receiver then applies the

matching decryption method D to the ciphertext using his private key PR, which

is known only to him. As a result,M = D(Sk,C) and C = E(Pk,M) [1]. The

model of Public key encryption is illusterated in Figure 2.4 An important factor

in Asymmetric key cryptography is authentication. A certificate Authority (CA)

is a reliable third party among the owner of public key and party that depends

upon certificate. It provides the authentication to the person that involved in

communication to assure that the specific key is related to person who claimed it.
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Figure 2.4: Asymmetric key Encryption Model

2.3.3 One Way Trapdoor Function

Trapdoor functions are one-way functions with an additional constraint. A one-

way function is one for which calculation in the opposite manner is much more

difficult than evaluation in the precise same direction. A function is referred

to be a trapdoor one-way function when the restriction that computing in the

opposite direction is relatively easy upon revelation of some additional (trapdoor)

information is present.

Trapdoor one-way functions were first described by Diffie and Hellman [17], who

also examined its implications for the advancement of public-key cryptography,

paralleling the theoretical development of one-way functions. The full potential

of trapdoor one-way functions was successfully realised in the proposal for public-

key cryptography and the development of digital signature techniques. When it is

given M and a function f(M), it is difficult to find a message M
′ 6= M such that

f(M
′
) = f(M).

As explained below, the idea of a one-way trapdoor function makes it possible to

practically design a public key cryptography.

• The basis of public key cryptosystems is a trapdoor one-way function. The

public key offers information on a particular instance of the function, but
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Figure 2.5: Oneway Trapdoor Function

the private key serves as the trapdoor.

• Trapdoor function is also used in factorization of a very large integer that is

the product of two large prime numbers. Selecting and verifying two large

prime numbers and multiplying them is easy. But factoring the resulting

product is hard task. This is the basis for RSA encryption [8] known as

integer factorization problem.

• To secure digital signature for the future use, use the trapdoor one-way

function. Because, inverse function that is used to compute the signatures

will take large amount of time, Due to this it is infesible for an attacker to

compute the signature.

• Although no function has been demonstrated to be one-way, all viable public-

key cryptosystems are built on top of such functions. Because, theoretically

it is feasible to create an algorithm that quickly computes the inverse function

without a trapdoor.

2.3.4 Hash function

A string of characters with a variable length is known as “message”. A “hash

function” which is mathematical function simply converts this data or string into
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a string with a fixed number of characters known as a hash value or just a“hash”.

Since even a small change to the message will give output that is completely

unique hash, hashing is important for verifying the legitimacy of data. Hashing is

convenient to certify the authenticity of a chunck of data [34]. Mathematically, if

given a hash function h and value of t then it is easy to calculate h(t) but with

given h(t) it is hard to calculate the value of t. The result of hash function is

named as hash value. Computing a hash value is easy but difficult to reverse. As

shown in Figure 2.6 There are following important properties of hash function.

Figure 2.6: Hash function

1. Efficiency: For any given input in the hash function, the hash value or

output is smoothly computed.

2. Pre-image resistance: It is impossible to determine the associated input

value for any given output or hash value in the hash function.

3. Collision resistance: If input x1 is provided, it is impossible to obtain an

other input x2, resulting in a situation where both inputs set the same value.

4. Sensitivity: Small change in input data creates a major change in output

data.

The hash functions that are commonly used are secure hash algorithm, SHA

[35], SHA-1 [36], SHA-256 [37], SHA-3 [38], MD5 [39]. Comparison of dif-

ferent hash functions described in Table 2.2 below.
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Table 2.2: Comparison of Cryptographic Hash Functions

Algorithem Output size Block size Message size Rounds Collision
SHA 160 512 264 − 1 80 yes
SHA-1 160 512 264 − 1 80 263 Attack
SHA-256 256 512 264 − 1 64 No
SHA-224 224 512 264 − 1 64 No
SHA-512 512 1024 2128 − 1 80 No
SHA-384 384 1024 2128 − 1 80 No

Types of Hash Functions

There are two types of hash functions.

1. Keyed Hash function

The keyed hash function requires the message and the secret key to return

an output called one way keyed hash value.

2. Unkeyed Hash Function

The only type of input required by the unkeyed hash function is a message,

and it outputs a hash value devoid of any secret key.

2.3.5 Elliptic Curve Discrete Logarithm Problem

Given an ellpitic curve y2= x3 + ax + b2 mod p and a base point P , we will

calculate Q
′
= kP through k−1 iterative point additions. Fast algorithms for this

task exist. It is hard to compute k when the point Q
′

is known. This is known

as an Elliptic Curve Discrete logarithm Problem (ECDLP). The security of any

cryptographic scheme relies on ECDLP.

2.3.6 Diffie-Hellman Key Exchange based on Eliptic Curve

To communicate securely, Ayeza and Babar must disclose their keys to encrypt

and decrypt the messages. Exchanging of keys over a public network without

compromising security was first intoduced by Diffie and Hellman [33] in 1976. A
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cyclic group of elliptic curve points is used to create the scheme, and the safety

of the system depends on how challenging it is to overcome ECDLP. The Diffie-

Hellman key exchange protocol is appllied to exchange keys between Ayeza and

Babar in the following method.

1. Ayeza and Babar mutually selects an elliptic curve E over a finite field Fp
with base point of elliptic curve G of curve E.

2. Ayeza selects a random number nA ∈ {1, 2, 3, . . . n − 1} as her secret key

and compute her public key as PA = nAG.

3. Babar choose his private key nB ∈ {1, 2, 3, . . . n−1} and calculates his public

key PB = nBG.

4. They both share their public keys PA and PB with each other.

5. Ayeza computed PAB = nBnA where PAB is used to find nA and nB as session

key security.

Example 2.3.1. Let Ayeza wishes to send a message m = 23 to Babar. So,

they must share their keys to encode and decode a message. Ayeza and Babar

mutually selects an elliptic curve y2 = x2 − 4 mod 257 that is equalvalent to

E257(0,−4), where G = (2, 2) is the base point of order n = 129. That is, 129(2, 2)

= O and this elliptic curve contains 258 points.

1. Ayeza selects secret key nA = 101 and compute public key as

PA = nAG = 101(2, 2) = (197, 167).

2. Babar selects secret key nB = 17 and compute public key as

PB = nBG = 17(2, 2) = (80, 56).

3. They both exchange their PA = (197, 167) and PB = (556, 631) with each

other publically.



Preliminaries 23

4. Ayeza computed PAB = nAnB = 17(101) = 175 mod 257 is used to find

nA = 101 and nB = 17 as session key security.

2.3.7 Digital Signature

A digital signature is a mathematical formula applies to confirm the legitimacy of

digital messages or documents. In the presence of a genuine digital signature, a re-

cipient has a very high level of confidence that the message has been generated by

a recognized sender (authenticity) and was not altered while in route (integrity),

provided that the requirements are met. The majority of cryptographic proto-

cols include digital signatures as a basic component. They are commonly used

in financial transactions, software distribution, contract management, and other

circumstances where it is critical to spot fraud or tampering.

In asymmetric cryptography, digital signatures are used. Frequently, they ex-

tend the security and verification of messages received across an unsafe channel.

When used appropriately, a digital signature gives the recipient assurance that

the message came from the specified sender. Traditional handwritten signatures

are equivalent to digital signatures in many ways, however correctly implemented

digital signatures are harder to forge than the handwritten physical signatures.

Digitally signatures can be formulated by using idea of asymmetric key cryptog-

raphy. In this context, digital signature systems are cryptographically designed

and require adequate implementation to be effective. Additionally, they can offer

non-repudiation, which prevents the signers from being able to claim they did not

sign a message while yet maintaining the secrecy of their private key [40].

Properties of Digital Signature

Follows are the properties of digital signature.

1. Authenticity: Only authorized user has access to original signatures and

message.
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2. Unforgeability: A valid signature for the related message can only be

provided by the signer. This ensures that the forged signatures are not

possible.

3. Non-re-usability: A signature from one document cannot be used on an-

other.

4. Non-repudiation: The signer of a document with a valid signature cannot

deny their signature.

5. Integrity: Make sure the information has not been changed.

2.4 Signcryption

Signcryption is a public-key primitive in cryptography that combines the capabil-

ities of digital signature with encryption. They were considered as significant but

separate components of many cryptographic systems up until 1997. In public key

systems, the traditional method is to sign a communication digitally, then encrypt

it (signature, then encryption). However, this approach can have two drawbacks.

First, it is inefficient and expensive, and second, no random strategy can provide

security. Signcryption is a relatively recent cryptographic technique that seeks to

merge the digital signature and encryption operations in a single logical step, as

opposed to the traditional signature-then-encryption systems. Additionally, it can

drastically lower the overheads associated with communication and computing.

Rather than signing and encrypting separately, a more efficient approach, sign-

cryption combines the benefits of digital signatures and encryption methods. In

1997, Zheng [9] presented the first signcryption technique. It saves 58% of com-

putational costs and 40% of transmission costs when compared to the traditional

elliptic curve based signature. Various alternative signcryption systems have also

been put forth over the years, each scheme comes with its own set of issues and

constraints in addition to provide varying degrees of security and computational

costs. A signcryption method is often made up of the three methods key creation,

signcryption, and un-signcryption. While signcryption is frequently a probabilistic
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process and unsigncryption is nearly surely deterministic, key generation creates

a pair of keys for every user [9].

Figure 2.7: Model of Signcryption

Security attributes

• Confidentiality: It should be computationally impossible for an attacker

to extract even a small portion of the content of a signcrypted text without

knowing the sender’s and receiver’s private keys.

• Unforgeability: A clever attacker shouldn’t be able to produce an au-

thentic signcrypted text that the unsigncryption algorithm can accept by

disguising themselves as an honest sender due to computational limitations.
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• Non-repudiation: The signcrypted text should be conveyed, and the re-

cipient should be able to show the sender’s identity to a third party (such

as a judge). Because of this, the sender’s previously signed and encrypted

texts cannot be disputed.

• Integrity: The message received should be authentic and delivered by the

sender, and the recipient should be able to confirm this.

• Public verifiability: Without knowing private key of sender or receiver,

anyone may check to see if the signed text is a real or not.

• Forward secrecy: No body should be able to read or decrypt the plaintext

even secret key is exposed. In a standard signature encryption method in the

unlikely scenario that the long-term secret key is compromised, all previously

issued signatures become invalid. Forward secrecy appears to be a crucial

component of such systems, as more cryptographic computation are often

performed on unprotected devices like cell phones, the risk of key exposure

is increasing.

In the next section presented Zheng’s [9] signcryption scheme

2.4.1 Zheng’s Signcryption Scheme

The concept of signcryption was first put forth by Zheng [9]. It is a earliest

cryptographic scheme that executes encryption with public key and digital

signatures into one logical operation at a significantly lower computational

cost. Zheng’s approach allows the recipient to verify signatures either di-

rectly (using his private key) or indirectly (without releasing the recipient’s

private key). In the following section we take a concise look of this scheme.

Global Setting

Algorithm 2.4.1. Key Generation

1. Ayeza choose private key nA ∈ {1, 2, 3, . . . q−1} and compute her public

key PA = rnA mod q.
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Table 2.3: Global Setting

m original message or plaintext
q any big prime number
p any big prime factor of q − 1
r randomly choosen number from {1, 2, 3. . . . q − 1}
h one way hash function to get 128-bit hash values
Hk Keyed hash function
E private key encryption algorithm
D private key decryption algorithm

2. Babar choose private key nB ∈ {1, 2, 3, . . . q−1} and compute his public

key PB = rnB mod q

Algorithm 2.4.2. Signcryption

We have given input plaintext m secret key nA of Ayeza (sender) and public

key PB of Babar (receiver) and after signcryption, we get an output cipher-

text c and signatures s , as mentioned in the below algorithm 2.4.2.

Input:(m, nA, PB)

Output:(c, s)

1. Ayeza choose an integer r ∈ {1, 2, 3, . . . q − 1}

2. Ayeza use public key of Bob PB, the random integer r and one way

hash function h to compute

u = h(PB ∗ r) mod q

3. She distributes 128 bits into two equal 64-bits. They can be numbered

as u1 and u2

4. Ayeza use public key encryption scheme E with key u1 to encrypt the

message m. It will give ciphertext

c = Eu1(m) mod q

5. She use second key u2, message m and one way keyed hash Hk value to

compute value of α.

α = Hku2(m) mod q
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6. Ayeza computed signature parameter s by using α, the secret key nA,

the large prime number q and α

s =
r

α + nA
mod q

7. Ayeza have a values of (c,α,s). In order to compute the task she send

these values to Babar.

After signcryption we have output (c,α,s). Now for unsigncryption we have

input (nB, PA, c, s), where nB is the secret key of Babar, PA is public key of

Ayeza, c is the ciphertext and s is a signature.

Algorithm 2.4.3. Unsigncryption

Input:(nB, PA, c, s)

Output:m

1. Babar recieves cihpertext c, keyed hash value α = Hku2(m) and signa-

tures value s. Babar also uses the values r which is random integer and

s, his secret key nB, Ayeza’s public key PA and q to calculate a hash

value of 128 bits.

u = h(PA.r
α)snB mod q

then 128 bit string hash value is distributed into two equal bits portion

that gives him (u1, u2) where each (u1 and u2) are 64 bit keys. So by

this both Babar and Ayeza have same key pair.

2. Babar use key u1 to decrypt the cipheretext c, then he will get message

m

m = Du1(c)

3. Babar will verify the calculation

α = Hku2(m)

If both results of signcryption and unsigncryption matches then it verifies

that Ayeza send signcryption result securly over public network and Babar

successfully performed unsigncryption. No attacker or third party altered

generated results during transmission.
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2.5 Different varients of Signcryption

In cryptographic field different varients of signcryption scheme are proposed. Ev-

ery signcryption scheme has different level of security attributes and performance

efficiency. In next section two different schemes based on signcryption are pre-

sented.

2.5.1 Identity Based Signcryption

In cryptography for secure comunication over public network, three types of secu-

rity is important, confidentiality, integrity, and authentication. A type of public

key encryption called identity-based encryption [41] allows users to create their

own public keys using well-known unique identifiers, like email addresses, and has

a trusted third-party server construct the corresponding private keys from the

public keys. This eliminates the requirement for distributing public keys before

sharing encrypted data. The recipient’s unique identifier can be used by the sender

to create a public key and encrypt the contents. The PKG (public key generation)

first provides a master public key accessible while maintaining the corresponding

master private key (sometimes referred to as the master key) to apply this encryp-

tion technique. Any party can determine a public key matching to an identity

given the master public key by combining the master public key into a known

identity value (such as an email address). The PKG generates the requested pri-

vate key using its master private key after receiving a request from the owner of

the identity that was utilized to generate the public key.

2.5.2 Blind Sincryption Scheme

Before discussing blind signcryption, we are discussing blind signatures which was

first introduced by chaum [42] . Any blind signature scheme must satisfy the

two main properties which are blindness and untraceability. Blindness property

allows that the message is transmitted between a user and a signer where message

contents remain unknown to signer. On the other hand untraceability property
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ensures that signer can not identify any kind of message-signature pair later, even if

signature is disclosed to public. Chaum [42] signature scheme is based on integer

fractorization problem (IFP). There are many Blind signcryption schemes and

these are typically based on four phases, which are mentioned below.

• Pre-request Phase

• Key Generation Phase

• Blind Signcryption Phase

• Unblind Signcryption Phase

The sender (Ayeza), the recipient (Babar), and the signer are the three participants

in the scheme. A Signer signs received communication without reviewing the

original message’s content. Suppose Ayeza wants to transmits a message to Babar

over public network. First Ayeza blinds the message and then send it to the signer.

Signer signs the message without knowning the message contents and send back it

to Ayeza. Ayeza transmits a signcrypted text to Babar after unblinding the blind

signature.

2.6 Gernalized Signcryption

Messages does not always need to be confidential and authentic. Depending on

the communication, simply signing or only encrypting may be required. When

compared to standard signcryption, the latter two circumstances can only provide

one of the specific parties. Because there is no longer a specific party with key

pairs, traditional signcrytion will stop. Zheng [9] proposed a signcryption scheme

and ElGamal encryption in applications to resolve this issue. The three primitives

of signing, encrypting, and signcrypting must all be implemented by applications.

In some applications such as embedded devices and ubiquitous computing, the

method is, nevertheless, impractical. A signcryption that is more adaptable and

practical is known as generalised signcryption [22]. When both confidentiality
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and authenticity are needed at once, it provides two functions, and when just

confidentiality or authenticity is needed, it only gives one function encryption or

signature without any modifications or additional calculations. In specific situa-

tions, a generalised signcryption scheme will be comparable to a signature scheme

or an encryption method.

Therefore, there are three scenarios: signature encryption, signature only, and

encryption only. The three cases identification is a significant issue. In public

key configurations, the information about a specific sender is needed in order to

complete the authentication procedure. An information about recipient’s public

key and secret key is needed to perform the encryption process. The knowledge

about both parties is needed in order to do the signcryption operation. Therefore,

the operator’s identity can be utilised to differentiate between the three scenarios.

2.7 Cryptanalysis

The study of ciphertext and cryptosystems is known as cryptanalysis, which aims

to security analysis of developed techniques for weakening or breaking them. Se-

cure hashing, digital signatures, and other cryptographic techniques are the focus

of cryptanalysts, who, for example, attempt to interpret ciphertexts without being

aware of the plain-text source, encryption key, or method that was used to encrypt

them. While cryptanalysis aims to detect weaknesses in cryptographic algorithms

or otherwise undermine them, cryptographers make use of cryptanalyst’s research

findings to strengthen or replace outdated techniques. Cryptography, which fo-

cuses on creating encryption cyphers and made better other techniques, it encircle

both cryptanalysis and cryptography.

It is conceivable for researchers to devise techniques of attack that entirely destroy

an encryption method, making it trivially simple to decrypt ciphertext encoded

with that algorithm without the encryption key. When cryptanalytic output point

out infirmity in the design or implementation of the technique, the total number of

keys are turn down that are tried on target ciphertext. An encryption algorithm

may be completely defeated by attack techniques created by researchers, making



Preliminaries 32

it trivially viable to decipher ciphertext encrypted using that algorithm without

the encryption key. When cryptanalyts find out errors in the structure or imple-

mentation of the algorithm, the number of keys that have to be checked on the

target ciphertext might be reduced.

2.7.1 Types of Attacks

There are different types of attacks. Some of them are discussed below. For further

details on these attacks we reffer [43–46].

2.7.2 Ciphertext Only Attack

In this attack model, the attacker has only the knowledge of more than one en-

crypted messages without any knowledge of corresponding plaintext data, in all

practical ciphertext only attacks , an attacker has still some knowledge of plaintext

contents. For instance, the attacker may be aware of language in which plaintext

is written. In many developed systems, standard protocol data and messages are

common part of plaintext which can be guessed.

Figure 2.8: Cipheretext Only Attack
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2.7.3 Known Plaintext Attack

An attacker could have approach to any or every bit of the ciphertext of plaintext

in a known plaintext attack. The goal of an attacker in this scenario is to locate

the encryption key and decrypt the ciphertext to recover to message. In this way,

he can use it to decrypt all messages that were originally encrypted. A known

plaintext attack, called linear cryptanalysis, approximates the operation of a block

cipher using a linear function. The ability to decipher or infer a portion or the

full of an encrypted message, as well as the format for the original plaintext, is a

prerequisite for known plaintext attacks.

Figure 2.9: Known Plaintext Attack

2.7.4 Choosen Plaintext Attack

In a choosen plaintext attack, the interpreter is either in possession of the necessary

encryption tools or is conversant with their workings. The interpreter can encrypt

the selected plaintext with the selected algorithm to discover more about the key.

2.7.5 Choosen Ciphertext Attack

In this type of attack an attacker can gathere information by obtaining decryptions

of choosen ciphertexts. The basic aim of attacker is to obtain the secret key. So
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Figure 2.10: Choosen Plaintext Attack

he use all gathered data to recover the secret key which is used to decrypt the

plaintext. Mostly this attack model is applicable in public key cryptography.

Figure 2.11: Choosen Ciphertext Attack

2.7.6 Brute Force Attack

In this type of attack an attacker uses trials and error method to crack the pass-

word or secret key. Attacker tries all possible keys and passwords to decrypt the

ciphertext which is correct. In this attack model, Special designed computers and

devices are used to break the cryptosystem. Time required to break the cryp-

tosystem depends upon the size of key which is used to encrypt the message. This

attack model is presented in Figure 2.12.
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Figure 2.12: Brute Force Attack

2.7.7 Forgery Attack

In this type of attack attacker firsty intercepts the network communication be-

tween sender and receiver to alter the original message with his own choice and

creates a fake digital signatures by using public parameters in such a way, the

unsigncryption algorithm correctly verifies it. After verification of the fake digital

signatures, receiver accept the message and belives that message is not tempered

during transmission and sent by authorized person. So in this way, attacker trans-

mits any message of his own choice successfully with having knowledge of sender

and receiver.

2.7.8 Side Channel Attack

Data from the system that is used for encryption and decryption of the message is

collected during a side-channel attack. Successful side-channel attacks make use of

information other than the ciphertext generated by the encryption method, such

as information on how quickly a system answers to particular queries, total power

the encrypting system injest, or how much electromagnetic radiation emited by

the system.
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2.7.9 Man-in-the-Middle Attacks

When a third party learns how to enter the communication room between two

parties who are interacting with one other and want to exchange keys for encrypted

communication using the asymmetric or public keys, this is known as a man-in-

the-middle attack. The attacker performs a key exchange with every single one

of the original parties while the parties think they are exchanging keys with each

other. The keys of an attacker are ultimately used by the two parties.

Figure 2.13: Man-in-the middle attack

2.8 Elliptic Curve Cryptography

Crtptography with public key that involves elliptic curve is called elliptic curve

cryptogrphy (ECC), and it is based on the algebraic structure of elliptic curves

over finite fields. ECC allows for smaller keys to achieve equal security compared

to non-EC encryption (based on plain Galois fields) [47].

Applications for elliptic curves include key agreement, digital signatures, and

pseudo-random number generators. By coupling a symmetric encryption method

with a key agreement, they may be used for encryption secretly.

The use of an ellpitic curves in cryptography was first suggested by Neal Koblitz

and Victor Saul Miller in 1985. An Elliptic Curve Discrete Logarithm problem

(ECDLP) is the foundation of the ECC [6] . This tendency will undoubtedly
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continue as more people desire gadgets to keep their belongings safe as keys get

bigger, putting a strain on the scarce mobile resources. Knowing ECC in its

context is important because the main advantage of ECC [6] is that, for key sizes

currently in use, it is simply stronger than RSA [8] and ELGamal [7].

RSA [8] keys must get longer to outlast an attacker’s computer capability. It

makes sense to implement ECC [6] in order to guarantee high standards of both

efficiency and security. In comparison of other public key cryptosystem like RSA

[8] and ELGamal [7], ECC uses smaller key size with the same level of security.

The comparison of ECC [6] with RSA [8] is presented in the Table 2.4 below [48].

Table 2.4: Comparison of ECC wirh RSA

Bits of Security RSA and DH Key size ECC Key Size
80 1024 160
112 2048 224
128 3072 256
192 7680 384
256 15360 521

.

Elliptic Curve Cryptosystem

Asymmetric key cryptography uses the elliptic curve approach. Each user must

have a unique public key and private key for secure communication.

Global Settings

The global parameters that involved in communication between sender and re-

ceiver.

1. Consider elliptic curve group Eq(a, b), where q is a prime integer and a, b are

parameters of elliptic curve.
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2. G is the base point such that nG = O. where n is the prime number and O

is point at infinity.

Key Generation Phase

1. Sender chooses the randomly secret key na ∈ {1, 2, . . . n − 1} and calculate

public key as Pa=naG.

2. Receiver chooses the secret key nb < n and computes the public key as

Pb = nbG.

Encryption Phase

1. The sender uses the ECC scheme to send a message m to the receiver. For

this m is converted into a elliptic curve point Pm.

2. Sender select a random integer k and calculates the ciphertext Cm as the

elliptic curve pair of points using receiver’s public key Pb as follows.

Cm =(kG,Pm + kPb) mod q.

Decryption Phase

After receiving ciphertext Cm, message will be decrypted back into original form

by multiplying kG with private key of the receiver nB and then add the result into

second ciphertext pair (Pm + kPb)

Pm + kPb − nb(kG) =Pm + k(Pb)− k(Pb) mod q

=Pm.

which is plaintext, so receiver gets the same value.
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Example 2.8.1. Consider the elliptic curve groupE257(0,−4) given by mod 257.

y2 =x3 − 4 mod 257.

that is equalvalent to E257(0,−4). Let G = (2, 2) be the basepoint of an elliptic

curve. Total number of points are 258 and order of G is 129 where 129(2, 2) = O.

Let private key of receiver is nb = 101 and his public key is Pb = nbG = 101(2, 2) =

(197, 167).

A sender wishes to send a message to receiver that is encrypted in an elliptic point

Pm = (112, 26). Sender chooses random integer k = 41 and computes

kPb =41(197, 167) = (68, 84) mod 257

kG =41(2, 2) = (136, 128) mod 257

Pm + k(Pb) =(112, 26) + (68, 84) = (246, 174) mod 257.

sender sends the ciphertext to receiver,

Cm = {c1, c2} = {kG,Pm + k(Pb)} mod 257

Cm ={(136, 128), (246, 174)} mod 257.

then receiver receives the ciphertext and decrypt the ciphertext

Pm ={Pm +K(Pb)−K(G ∗ nb)} mod 257

={(112, 26) + (68, 84)− 41(197, 167)} mod 257

={(112, 26) + (68, 84)− (68, 84)} mod 257

Pm =(112, 26) mod 257.

Simplified Data Encryption Standard (S-DES)

S-DES is a symmetric key encryption. This technique is divided into three phases.

A Key Generation phase, Encrytpion phase and Decryption phase. A 10 bit key is
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converted into two 8 bit and shared these keys between both sender and receiver.

P10 is a permutation, LS-1 is a circular left shift of 1 bit position, LS-2 is a circular

left shift of 2 bit positions. P8 is another permutation.A Figure 2.14 is illustrates

the S-DES Algorithm below.

Figure 2.14: S-DES Algorithm

In this chapter, mathematical and cryptographic background are presented. In

mathematical background some basic defintions and examples like groups, field,

galois field, ring, Fermats theorem, division algorithm, and elliptic curves are pre-

sented. In cryptographic background, types of cryptogtraphy, one way trapdoor

function, hash function, ECDLP, digital signature, signcryption, Zheng’s signcryp-

tion scheme, different varients of signcryption scheme, types of attacks, elliptic

curve cryptography and generalized signcryption scheme are presented.



Chapter 3

Signcryption Scheme Based on

Elliptic Curves

In this chapter, we review the signcryption scheme of Zhang et al [28]. This

scheme is based on elliptic curve cryptography. Section 3.1 presents a detailed

review of the signcryption scheme. This scheme has four phases like setup, key

generation, signcryption and unsigncryption. After this in Section 3.1.3 presents

the pictorial view of the whole scheme. This scheme has resistance againts the

multiple cryptographic attacks so, Section 3.2 presents the security analysis of the

scheme and the chapter is concluded with the security analysis of the scheme.

3.1 ECC Based Signcryption Scheme

In this section, signcryptoin scheme based on Elliptic Curve is reviewed, which

was proposed by Zhang et al [28]. The signcryption is divided into four phases.

1. Setup

2. Key Generation

3. Signcryption

4. Unsigncryption

41
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3.1.1 Setup

In this scheme, GF (q) is a finite field, where q is the order of the finite field,

also q is a large prime number and its length is ` bits. Let Eq(a, b) be an elliptic

curve with parameters a, b ∈ GF (q). Let G be the base point of the elliptic curve

Eq(a, b). G1 is an elliptic curve cyclic multiplication group of order q which is

generated by base point G. M is a plaintext and plaintext space is {0, 1}`. Two

hash functions {H1, H2} are used for the security of the scheme, where H1 hash

function applies on values from G1 and its resulting values will be fixed bit string

of length ` and H2 is a second hash function which applies on variable bit string

of length {∗} and its resulting values will be in Zq. These parameters on which

both sender and receiver are agreed are presented in below Table 3.1.

Table 3.1: Setup

q large prime number
G base point of elliptic curve
GF (q) a finte field of order q
O = nG order of base point G here n is large prime number
G1 cyclic multiplication group of order q based on elliptic curve
H1 : G1 −→ {0, 1}` a hash function
H2 : {0, 1}∗ −→ Zq a hash function

Keygeneration

The second phase of the signcryption scheme is keygeneration. Both sender and re-

ceiver generate their private and public keys by using procedure which is described

below.

1. The sender randomly choose his secret key xS and generates his public key

as

YS = xSG.
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2. The receiver randomly chooses her private key xR and generates her public

key as

YR = xRG.

Then, they share their public keys to each other and keep their private keys

secret. Both sender and receiver agreed on key generation paramerters that

are given in the below Table 3.2.

Table 3.2: Global Setting

xS a secret key of sender
YS a public key of sender
xR a secret key of receiver
YR a public key of receiver
M plain text
C a ciphertext

After key generation, the sender have input (M,xS,YS). Now sender uses his public

key YS and secret key xS to signcrypt message M and produce an output α =

(C,E,S) where C is the ciphertext, E is the ecryption result and S is signatures

value produced by the sender.

Details of Signcryption algorithm are presented below.

Algorithm 3.1.1. (Signcryption)

Input: (M,xS,YS).

Output: α = (C,E,S).

1. Choose random number k ∈ {1, 2, . . . q − 1}.

2. Compute kYR = K mod q.

3. Compute B = H1(K) mod q.

4. Compute C = B ⊕M mod q.
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5. Compute E = H2(M,K, YS, YR).

6. Calculate S = k−1(E + xS) mod q.

7. If S = 0, go to step 1.

8. Obtain the signcryption α = (C,E,S) and send α to the receiver.

Next presents the Unsigncryption algorithm of the Scheme.

Algorithm 3.1.2. (UnSigncryption)

when receiver obtains the output (signcryption) α = (C,E,S) then uses her public

key YS and secret key xR to unsigncrypt the signcrypted result α.

1. Evaluate W = S−1 mod q.

2. Evaluate β = EWYR +WYSxR mod q.

3. Evaluate B
′
= H1(β).

4. Evaluate M = B
′ ⊕ C mod q.

5. Evaluate E
′
= H2(M,β, YS, YR).

6. When we get E
′
= E then return M , else return ⊥ .

3.1.2 Verification

For the verification of above signcryption scheme 3.1.1, below equations must hold 

and value of β must be equal to K. When β = K, its mean results of Sincryption 

algorithm are correct. 

S = k−1(E + xS ). Here S−1 = k(E + xS)−1.
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β =EWYR +WYSxR mod q

=ES−1YR + S−1YSxR mod q

=ES−1xRG+ S−1xSxRG mod q

=(E + xS)k(E + xS)−1xRG = kxRG = kYR = K mod q

β =K

So by above equation , when B
′

= B, and E
′

= E certify that the recipient can

re-establish the message M of sender, also decryption process will be correct. Re-

cepient can confirm the verification of signature of the sender when E
′

= E and

this certify that the verification process is correct. Therefore this shows signcryp-

tion algorithm is correct. In next section, a block diagram of whole scheme is

presented which is a pictorial view of the whole scheme.

3.1.3 Block Diagram of Signcryption Scheme

Block diagram 3.1 is illustrates the proposed scheme briefly.

3.2 Security Analysis

The following are the security analysis to be considered.

3.2.1 Confidentiality

Information must be kept confidential so that it can only be accessed by autho-

rised users and cannot be shared with unauthorised users. An essential feature of

encryption is confidentiality. The signcryption system must also provide confiden-

tiality because signcryption required to implement signature and encryption.
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Figure 3.1: Block Diagram of Signcryption scheme

If an adversary wants to compute the plaintext he will be unable to compute the

secret parameters B, K and xS. Because if he wants to calculate the value of

C = B ⊕M in Step 4 of Algorithm 3.1.1. He has to solve B = H1(K) which is

Step 2 of algorithm 3.1.1, where K involves the random secret number k and public

key of receiver YR = xRG. An attacker has to solve the ECDLP to obtain these

secret parameter adversary . Which is computationally infeasible for an adversary

to solve. So this signcryption scheme has confidentiality.

3.2.2 Unforgeability

A signature must have the capacity to be unforgeable. The signcryption technique

must also be unforgeable because signcryption needs to implement both encryption

and signatures. This secheme has unforgeability according to Algoritm 3.1.1. An

adversary has no access to a valid signatures that are generated by authorized

person. In Step 6 of reviewed scheme, if an adversary wants to generate a valid
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signature S = k−1(E + xS) of Signcryption Algorithm 3.1.1, then secret random

number k and hash bit string E = H2(M,K, YS, YR) in Step 5 of Algorithm 3.1.1

must be known to him, which involves the secret parameter K = kYR, YR = xRG

and YS = xSG and message M (which is confidential). It is computationaly

infeasible to solve ECDLP to get these values.

3.2.3 Integrity

Integrity relate to the ability of data to remain unchanged in the time of trans-

mission and storage, whether accidently or intentionally. In this scheme the in-

formation among the sender and receiver cannot easily be tampered with using

signcryption method. Because of clash of a hash function and the actuality that

this interference requires the hash value B = H1(K) in step 3 of Signcryption

Algorithm 3.1.1, this hash value will be correspond to random point on the elliptic

curve, the attacker will be unable to identify the point on the elliptic curve that

corresponds to the hash value B. Additionally, each message block is dependent on

every component of the ciphertext C = B⊕M in Step 4 of signcryption algorithm

3.1.1. Any modification to a specific block of data by a malicious attacker will

result in a change to the whole ciphertext. This signcryption approach is hence

trustworthy.

3.2.4 Nonrepudiation

Nonrepudiation applies to both signatures and signcryption. Nonrepudiation for-

bids a communicating party from retracting a prior commitment or action. Non-

repudiation refers to a signer’s inability to later retract his signature from a legit-

imate communication in a signcryption method.

In this signcryption technique, a hash value of message M is evaluated by sender.

To obtain this value sender has to use both public keys YR, YS. Now sender use his

own private key xS to sign this hash value. Therefore, the sender cannot dispute

that message M bears its signature. Additionally, the receiver will determine the
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hash value in unsigncryption using both its own public key YR and the sender’s

public key YS. If it matches the hash value of the received signature, the sender

actually signed the signature. Consequently, this scheme includes nonrepudiation.

3.2.5 Availability

Information may be accessible by authorised entities and utilised immediately.

The term availability means that all staff can be used by the authorized person at

the right time.

To get the message M that is signed by the sender , receiver has to use his private

key in Step 4 of Unsigncryption Algorithm 3.1.2. After getting message M receiver

has perform other required operations. Therefore this signcryption scheme has

availibilty.

3.2.6 Forward Secrecy

The confidentiality of previously encrypted messages is unaffected by the disclosure

of the encryptor’s private key, which is known as forward secrecy.

If Private key of sender is disclosed, then adversary in this signcryption scheme

should have the knowledge of the value of B = H1(K) to acquire the contents

of the previous session which are mention in Step 1 of Signcryption Algorithm

3.1.1, the adversary be required to know the value of k which is randomly choosen

integer. Hence, even if adversary calculated the secret key of sender, he still can

not recover the paintext information. Hence this scheme has forward secrecy.

3.2.7 Internal Security

Security analysis of signcryption can be divided into external and internal secu-

rity. Internal security means that an attacker has knowledge of both public and

secret keys of both sender and receiver and external security means that attacker
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knows public information. If attacker wishes to regenerate the plaintext M from

cipheretext C he must have to solve the hash value B = H1(K) which is difficult

to solve (ECDLP), also attacker has knowledge of k which is random integer in

step 2 of Signcryption Algorithm 3.1.1. So attacker can not get the point of an

elliptic curve that correspond to that hash value. On the other hand if attacker

has access to secret key of recepient xR, it is impossible to generate a valid cipher-

text C
′

because even if attacker uses receiver’s secret key xR and can calculate

value of β, gets the hash value B
′

by Step 2 in Algorithm 3.1.2, and then uses

C = B⊕M to obtain the ciphertext C
′
is invalid. Because the ciphertext C in the

signcryption result 3.1.1 is the encryption of plaintext M
′

and in signcryption re-

sult 3.1.1 the signature S is true for plaintext M , which will make unsigncryption

fails. Therefore this scheme has internal security.

In this chapter, we reviewed the Zhang et al [28] signcryption scheme which is

based on elliptic curve cryptography. This scheme has four phases, step up, key-

generation, signcryption and unsigncryption. This scheme has multiple security

attributes which are mentioned in this chapter with details. A block diagram of

the signcyption scheme is also presented.



Chapter 4

ECC Based Gerneralized

Signcryption Scheme

In this chapter we proposed a new generalized signcryption scheme in Section 4.1.

Signcrytion scheme of Zhang et al [28] works efficiently when both confidentiality

and authenticity are required. Proposed generalized scheme has additional capa-

bilities. It operates in signcryption mode if both confidentiality and authenticity

are required, and in encryption-only mode or signature-only mode if only one of

them is required.

4.1 Proposed Generalized Signcryption Scheme

The proposed scheme explained in the steps in Section 4.1. As in Chapter 3, there

are four phases of the proposed generalized scheme.

1. Setup

2. Key Generation

3. Signcryption

4. Unsigncryption

50
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Setup Phase

Consider elliptic curve Eq(a, b) with operators a and b over field Fq. Let G be the

base point of elliptic curve Eq(a, b). H is a hash function which applies on elliptic

curve points. M is a plaintext which is also point of elliptic curve Eq(a, b). The pa-

rameters are presented to participents sender and recipient. Required parameters

are shown in Table 4.1

Table 4.1: Setup

Variables Description
q a prime number, q ∈ {1, 2, 3, . . . n− 1}
G the base point on elliptic curve
n order of the base point G; nG = O
Fq is a finite field of order q

Eq(a, b) elliptic curve with parameters a and b over field Fq
H a one way hash function

Key Generation

The second phase of the proposed generalized signcryption scheme is keygenera-

tion. Both Ayeza(sender) and Baber(receiver) are agreed on parameters which are

decribed in Table 4.1 and then generates their private and public keys by using

procedure which is described below.

• Sender chooses the private key xS ∈ {1, 2, 3, . . . n− 1}.

• Computes the public key YS = xSG mod q.

• Receiver chooses the private key xR ∈ {1, 2, 3, . . . n− 1}.

• Computes the public key YR = xRG mod q.

• Both sender and receiver exchange their public keys and generate a session

key.

• Sender compute K∗ = xSYR = (k1, k2) mod q .
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• Receiver compute K∗ = xRYS = (k1, k2) mod q . Both generates the same

session key K∗.

The parameters of key generation are presented in Table 4.2.

Table 4.2: Key Generation

VARIABLES DESCRIPTION
xS a secret key of sender
YS a public key of sender
xR a secret key of receiver
YR a public key of receiver
Ek symmetric Encryption using key k
Dk decryption algorithm using key k
M plaintext
C2 ciphertext

Algorithm 4.1.1. (Signcryption)

1. Choose two random integers u1 and u2 from {1, 2, 3, . . . q − 1}.

2. If u1 = Null, then take u1G = Null, and C = M . Then go to Step 8 , else

3. Compute u1G = (p1, p2) mod q.

4. Compute C = {u1G,M + u1YR} mod q = {(p1, p2), (q1, q2)}.

5. Compute C1 = {k1(p1, p2), k2(q1, q2)} mod q.

C1 = {(p3, p4), (q3, q4)} mod q.

6. Compute k = (p3 + p4 + q3 + q4) mod q.

7. To encrypt a message M , compute C2 = Ek(M) mod q.

8. Compute r = H(C, k1) mod q.

9. If u2 = Null, then send αe = (C,C1, C2, r) to receiver.

10. Compute u2YR = T mod q.

11. Compute S = u−12 (xS + r mod q) mod q.
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12. Send αs = (C,S, T ) to receiver, if u1 = Null then send αs = (C,S, T ) else

send α = (C,C1, C2,S, T, r) to receiver.

Algorithm 4.1.2. (Unsigncryption)

1. If receiver receives αe = (C,C1, C2, r) from sender,then

2. Also receive C = (u1G,M + u1YR) = {(p1, p2), (q1, q2)}

3. Compute C
′
1 = {k1(p1, p2), k2(q1, q2)} mod q

C
′
1 = {(p3, p4), (q3, q4)} mod q.

4. Compute k = (p3 + p4 + q3 + q4) mod q.

5. To decrypt a message C2. Compute M = Dk(C2) mod q.

6. Compute r
′
= H(C, k1) mod q.

7. If r = r
′

mod q return M else rejected.

8. If receiver receives αs = (C,S, T ),then

9. Compute w = S−1 = (u−12 (xS + r mod q))−1 mod q.

10. Compute T
′
= wr

′
YR + wxRYS.

11. If T = T
′

then return signatures else rejected.

12. If receiver receives α = (C,C1, C2,S, T, r), then goto step 1.

In the above proposed scheme two random numbers u1, u2 play an important role.

If sender takes u1 = Null, then proposed scheme switches into Signature only mode

and if sender choose u2 = Null, then it switches into Encryption and Decryption

only mode.

Verification of Signatures

The proposed generalized scheme enables the receiver to authenticate the signa-

tured data (C,S, T ). For the verification of digital signatures we have the following

equations described below must be satisfied,
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1. Compute w = S−1 = (u−12 (xS + r))−1.

2. Compute T
′
= wr

′
YR + wxRYS.

T
′
=r

′S−1YR + S−1xRYS.

=r
′S−1xRG+ S−1xRxSG.

=S−1xRG(r + xS).

=u2(xS + r)−1xRG(r + xS).

=u2YR = T

3. If T = T
′

return signature else rejected.

Verification of Encryption

A receiver may verify his calculations by using below equations. If the receiver

confirms the following equation than message decryption is valid.

1. Compute YR = xRG mod q.

xSYR = YSxR mod q

= xSGxR mod q

= xSYR mod q.

2. Decryption process is valid if xSYR = YSxR mod q

4.1.1 Block Diagram of Proposed Generalized

Signcryption

Now in Figure 4.1 block diagram of the proposed scheme is presented.
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Figure 4.1: Block Diagram of Proposed scheme

4.2 Toy Example

In this section, a toy example illustrates the above proposed Generalized signcryp-

tion algorithm . For simplicity, the symmetric encryption is performed by using

online calculators. Moreover, hash values are calculated by using online hash cal-

culator https://codebeautify.org/crc-16-hash-generator. For modular in-

verse extended Euclidean algorithm is used. For elliptic curve point multiplication

https://codebeautify.org/crc-16-hash-generator
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and addition computer algebra system ApCoCoA is used.

Example 4.2.1. Suppose Ayeza wants to send message M = (80, 61) to Babar

in confidential and aunthenticated manner, where M is point on elliptic curve

E251(0,−4),given as

y2 =x3 − 4 mod 251. (4.1)

The size of elliptic curve group is | E251(0,−4) |= 252

Let G = (47, 77) be the base point of elliptic curve then n = 252 is the order G.

that is

252G =252(47, 77) = O

In order to perform signcryption following steps must be followed.

Key Generation

1. Ayeza chooses her secret key xS = 23 and computes her public key as

YS =23(47, 77) = (122, 19) mod 251.

2. Babar chooses his secret key xR = 79 and computes his public key as

YR =79(37, 169) = (122, 19) mod 251.

Both Ayeza and Babar exchange their public keys to generate session key
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3. Ayeza computed her session key as follows

K∗ =23(37, 169) = (85, 41) mod 251.

4. Babar computed his session key as

K∗ =79(122, 19) = (85, 41) mod 251.

Both Ayeza and Babar have the same key pair. which is also known as

symmetric key.

Generalized Signcryption

1. Select randomly two integers u1 = 121 and u2 = 161.

2. If u1 = Null then take u1G = Null mod 251 and C = M = (80, 61) , else

take u1 = 121

3. Compute u1G = 121(47, 77) mod 251 = (155, 170)

4. Compute C = (u1G,M + u1YR)

={(155, 170), (80, 61) + (225, 201)} mod 251.

={(155, 170), (69, 166)} mod 251.

5. Compute C1 = {k1(p1, p2), k2(q1, q2)}.

={85(155, 170), 41(69, 166)} mod 251.

={(210, 10), (165, 236)} mod 251.

6. Compute k = (210 + 10 + 165 + 236) = 119 mod 251.
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7. Applying symmetric key encryption S-DES.

C2 =Ek(M) = E119(80, 61) mod 251.

=(212, 86) mod 251.

8. If u2 = Null, then take u2xR = T mod q = Null, else

9. Compute u2YR = T mod q.

= 161(37, 169) mod 251.

= (141, 7) mod 251.

10. Compute r = H{(C, k1}.

r =h{(80, 61), 85} mod 251.

r =ae66 = 44646 mod 251.

r =219 mod 251.

11. Compute S = u−12 (xS + r mod 251) mod 251.

S =(161)−1(23 + 219) mod 251.

=198(242) mod 251.

=47916 mod 251.

S =226 mod 251.

Which is ciphertext. Now in next section we dicusses the process of unsign-

cryption of toy example.

Generalized Unsigncryption

1. Compute C
′
= (u1G,M + u1YR) mod 251.
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={(155, 170), (80, 61) + (225, 201)} mod 251.

={(155, 170), (69, 166)} mod 251.

2. Compute C
′
1 = {k1(p1, p2), k2(q1, q2)} mod 251.

={85(155, 170), 41(69, 166)} mod 251.

={(210, 10), (165, 236)} mod 251.

3. Compute k = (210 + 10 + 165 + 236) = 119 mod 251.

4. Applying symmetric key decryption S-DES.

M =Dk(C2) = D119(212, 86) mod 251.

=(80, 61) mod 251.

5. Compute r
′
= H(C, k1)

r ′ =h{(80, 61), 85} mod 251.

r

′

=ae66 = 44646 mod 251.

=219 mod 251.

6. As r = r
′
= 219. Accept the ciphertext.
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7. w = S−1 = u2(xS + r mod 251)−1 mod 251.

S−1 =(226)−1 = 10 mod 251.

w =S−1 = (161)(242)−1 mod 251.

=(161)(223) mod 251.

=35903 mod 251.

w =10 mod 251.

8. As w = S−1. Accept signatures.

A new generalized signcyrption scheme based on elliptic curves is presented in this

chapter. This scheme is efficient and secure as it has multiple security attributes

which are mentioned in this cbapter. This scheme has a flexibility to perform three

different modes, one is encryption only mode , second is signature only mode and

third is signcyption mode. Prototype example of proposed scheme is also presented

also in the end of chapter we presented the whole scheme through block diagram.



Chapter 5

Analysis of the Proposed Scheme

In this chapter, Section 5.1 presentes the security analysis of the proposed scheme.

In this section we presented how our scheme has resistance agaits the diffenrent

cryptographic attacks. A comparison of the proposed scheme with the existing

schemes is displayed in Table 5.1 and computational cost is presented in Table

5.1.8. The security of the scheme againts various known attacks is discussed in

Section 5.2.

5.1 Security Attributes

Our suggested scheme performs the following security properties.

5.1.1 Confidentiality

The proposed scheme security relies on hard problem of elliptic curve (ECDLP).

Which is more secure in modren cryptography. Adversary will be unable to read or

break the contents of ciphertext without the secret keys of sender xS and receiver

xR and session key K∗ in Signcryption Algorithm 4.1.1. An attacker will be unable

to calculate u1G = (p1, p2) without secret random number u1. To get these values

an attacker has to solve ECDLP.

61



Analysis of Proposed Scheme 62

5.1.2 Authentication

In every scheme, authentication is important property of security. Proposed

scheme has security property named authentication, as it involves both public keys

of sender YS and receiver YR, where YS and YR are elliptic points on the associated

elliptic curve also recepient uses public key of sender to verify the authenticity of

received message.

5.1.3 Integrity

The integrity is also provided by the proposed scheme. After getting the signcryp-

tion result in Algorithm 4.1.1, the recepient will verify that the ciphertext is not

modified during the transmission. If there is an attacker who changes the cipher-

text from C2 in Step 7 of Signcryption Algorithm 4.1.1 to C
′
2, then consequently

r = H(C, k1) will be changed to r
′

in Step 8 of signcryption algorithm 4.1.1. Be-

cause of these changes, w = S−1 = (u−12 (xS + r))−1 in Step 9 of unsigncryption

algorithm 4.1.2 will not be verified.

5.1.4 Unforgeability

The proposed scheme provides unforgeability, as the adversary cannot generate

a valid signcrypted text (C,C1, C2,S, r, T ) of his own choice without having the

knowledge of secret key xS of sender. Suppose that the adversary selects any

messageM of his own choice and generates a signcrypted text (C
′
, C

′
1, C

′
2,S

′
, r

′
, T

′
)

of his choice. But he will be unable to generate a valid signature without secret

key of sender xS and random number u2 in Step 11 of Signcryption Algorithm

4.1.1 to compute S = u−12 (xS + r mod q).

5.1.5 Non-repudiation

When there is a disagreement between Ayeza (sender) and Babar (receiver), Babar

may send (C,C1, C2,S, r, T ) to confirm the validity of the message M , then use
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the signature S−1 in Step 9 of the Algorithm 4.1.2, judge (third party) will be

able to confirm the validity of the original message M . Only Ayeza is aware of the

secret random number u2, which is used to create the signature in Step 11 of the

Signcryption Algorithm 4.1.1 to compute S = u−12 (xS + r mod q). As a result,

Ayeza will be unable to deny sending the message.

5.1.6 Forward Secrecy

The proposed scheme additional security criterion is forward secrecy. Because the

suggested technique uses this secret random numbers u1 and u2, an adversary

would be unable to decrypt any messages even if the sender’s private key xS is

disclosed. To obtain the secret random numbers u1 and u2, attacker has to solve

the EDCLP, which is computationaly impossible. This guarantees the proposed

scheme has capacity to maintain forward secrecy.

Table 5.1: Comparison of Security Attributes with Existing Schemes

Schemes C I U.F N.R A F.S

Zheng [9] yes yes yes yes no no

Elkamchochi [49] yes yes yes yes no no

Bao and deng [13] yes yes yes yes no no

Zheng an Imai [11] yes yes yes yes no no

Han et al [50]. yes yes yes yes yes no

Zhou [51] yes yes yes yes yes no

Gamage et al [14] yes yes yes yes yes no

Mohamed [20] yes yes yes yes yes no

Zhang et al [28] yes yes yes yes yes yes

Proposed Scheme yes yes yes yes yes yes

C: Confidentiality, I: Integrity, U.F: Unforgebility, N.R: Non-repudiation, A: Au-

thenticity, F.S: Forward secrecy.
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5.1.7 Efficiency

In this section the efficiency of the proposed scheme is presented. In Table 5.2 the

comparison of proposed scheme with different existing schemes is presented. To

check the number of times all or some of these operations appeared in different

schemes are shown in Table 5.2.

Table 5.2: Comparison of Efficiency with Existing Schemes

Schemes HS EM EA ME MD MM MA

Zheng [9] 4 − − 3 1 2 1

Han et al [50] 4 5 1 − 2 4 3

Elkamchochi [49] 6 − − 3 1 4 1

Bao and Deng [13] 6 − − 5 1 1 1

Zheng and imai [11] 4 3 1 − 1 3 1

Zhou [51] 6 6 7 − 1 4 2

Mohamed [20] 6 6 1 − 1 − 1

Gamage et al [14] 4 − − 5 1 1 1

Lal and Kushwa 8 5 1 − 3 3 2

Zhang et al [28] 4 3 3 − 2 3 1

Proposed scheme 2 5 1 − 2 1 2

The various operations involved in different schemes are the use of one way hash

function (HS), elliptic curve point addition (EA), elliptic curve point multiplication

(EM), Modular division (MD), Modular exponentiation (ME), Modular addition

(MA), Modular multiplication (MM) .

5.1.8 Computational Cost

Ellpitic curve for both encryption and signatures is used in the proposed scheme.

The main advantage of elliptic curve cryptography is that it provides a smaller key

size with the same level of security as compared to RSA [8] and Elgamal [7]. In the

proposed scheme, calculations of signature generation involves simple arithmetic
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operations and only one computation of hash function is involved, whereas the

reviewed Zhang’s scheme uses two hash functions. In [52] using the “Controller

Infineons SLE66CUX640P”, a single elliptic curve point multiplication operation

takes 83 miliseconds, whereas a single modular exponentiation takes 220 milisec-

onds. In the below Table 5.3 the comparison of the number of main operations

included in the proposed scheme with exsisting schemes is presented.

Table 5.3: Comparison of Computational Cost with Existing Scheme

Schemes Computational time(ms) Features

Zheng [9] 3× 220 = 660 SC

Han et al [50] 5× 83 = 415 SC

Elkamchochi [49] 3× 220 = 660 SC

Bao and Deng [13] 5× 220 = 1100 SC

Zheng and imai [11] 3× 83 = 249 SC

Zhou [51] 6× 83 = 498 SC

Yu and He [53] 11× 220 = 2420 SC

Waheed et al [54] 5× 83 = 415 GSC

Zhang et al [28] 3× 83 = 249 SC

Proposed scheme 5× 83 = 415 GSC

5.1.9 Performance Evaluation

In this section, we compare the computational cost and performance of proposed

scheme with encryption only mode and signature only mode with the Zhou’s [51],

Mohamed [20] and Zhang et al [28] schemes .

Encryption only mode

In encryption only mode, the number of operations perform for encryption and its

comparison with exsisting schemes is presented in below Table 5.4
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Table 5.4: Comparison of Performance with Encryption only mode

Schemes HS EM EA ME MD MM MA
Zhou [51] 3 4 5 − − 4 1
Mohamed [20] 3 5 1 − 1 − 1
Zhang et al [28] 2 1 1 − 1 1 −
Proposed scheme 1 4 1 − 1 − 2

Signature Only Mode

The performance of proposed scheme while working with signature only mode is

presented in below Table5.5

Table 5.5: Comparison of Performance with Signature only mode

Schemes HS EM EA ME MD MM MA

Zhou [51] 3 2 2 − 1 − 1

Mohamed [20] 3 1 − − 1 − 1

Zhang et al [28] 2 2 2 − 1 − 1

Proposed scheme 1 1 − − 1 1 −

5.2 Attack Analysis

This section analyses the suggested scheme and demonstrates its resistance to a

number of well-known cryptanalysis attacks.

5.2.1 Choosen Plaintext Attack

The objective of attacker is to chooses any message and finds its corresponding

ciphertext, the attacker attempt to correspond the plaintext and corresponding

ciphertext to find the secret key. Because the attacker can enter any message

and try to decrypt the ciphertext to find the secret key, this form of attack is

successful. In the described method, a hacker receives plaintext and ciphertext
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messages (C2,M), and make an effort to figure out the secret key xS where C2 =

Ek(M) in step 7 of Signcryption Algorithm 4.1.1. When given M and C2, to

obtain the secret key xS of sender and attacker has to solve ECDLP, which is

computationally infeasible and secure in modren cyrptography.

5.2.2 Ciphertext Only Attack

According to this attack paradigm, the attacker attempts to construct the original

plaintext M or the secret key of sender xS after obtaining ciphertext from publicly

accessible sources. If the secret key xS is revealed later, attacker wil be able to

decipher all the ciphertext and obtains the plaintext messages M . In proposed

scheme, an attacker attempts to obtains the secret key xS or the plaintext message

M . If he receives the ciphertext message C2 = Ek(M). Again, in order to retrieve

xS, he must solve ECDLP which is computationaly infeasible even if attacker has

ciphertext message C2 and the publicly communicated parameter C = (u1G,M +

u1YR). Without knowing the secret key xS, he will be unable to get the original

plaintext message M .

5.2.3 Choosen Ciphertext Attack

An attacker who uses a “selected ciphertext assault” can select any number of

ciphertext messages and obtains the required plaintext. The attacker’s primary

goal is to obtain the secret key or to include the secret parameters in the trans-

mission. In the suggested approach, an attacker chooses a desired ciphertext (C ′2)

and obtains the associated plaintext message (M ′). The secret key xS cannot be

discovered by given ciphertext C2 = Ek(M) and plaintext M because it requires

another secret parameter k. If a hacker wishes to discover the encryption key

k = (p3 + p4 + q3 + q4) in step 6 of Sincryption Algorithm 4.1.1, he has to know

the secret random number u1. However, computing u1G = (p1, p2, ) in step 3 of

Algorithm 4.1.1 requires again solving ECDLP, which is computationally impos-

sible with the provided parameters C and C1 in Step 4 and 5 of the Signcryption

lAlgorithm 4.1.1 respectively.
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5.2.4 Forgery Attack

In this attack paradigm, an attacker sets hold of the network communication be-

tween the sender and the recipient. The objective of the attacker is to change or

modify the original message with the desired message in such a manner that the

unsigncryption method can appropriately verify it. Assume the proposed scheme’s

sender and recipient network traffic is intercepted by an attacker. The unsigncryp-

tion algorithm is unable to validate the incoming message, therefore the intruder

modifies and creates the signcrypted text of his choice, (C ′, C ′2, S
′, r

′
, T

′
), and

transmits it to the recipient. Generalised Signcryption Algorithm 4.1.1 requires a

secret random number u2 and a secret sender key xS that are not known to an

adversary for the production of the signatures S. Consequently, the fake sign-

crypted text can not be checked by unsincryption algorithm without using these

secret parameters. Hence, the forgery attack on the proposed scheme can not be

mounted.

5.2.5 Man in the Middle Attack

An adversary participates in the communication between the Ayeza (sender) and

the Babar (recipient). The objective of the adversary is to either produce a mutu-

ally shared secret key or change the supplied data. For defence against this form

of attack in communication, a strong authentication protocol is used. Consider

the scenario when a rival tries to influence the mutual secret key generation pro-

cess in the suggested method. For this reason, attacker selects his secret key xM

and calculates his public key as an elliptic curve point, YM = xMG. After getting

access to the Ayeza and Babar network messages, he must establish a unique and

reliable connection with each of them. The attacker makes a first attempt to cre-

ate a shared private key using his public key YM . However for either of sender or

recepient, he will not be able to produce a legitimate mutual secret key K∗ since

Step 2 and Step 10 of the signcryption algorithm contains the secret number u2, to

which only the true sender has access. In this chapter, first presented the security

analysis of the generalized signcryption scheme. A comparison of performance and
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computational cost of the proposed scheme with the existing schemes is presented

through Table 5.2 and Table 5.3. We also presented comparison of performance

with single mode of the proposed scheme in Table 5.4 and Table 5.5. A proposed

generalized scheme has resistance againts known cryptographic attacks.



Chapter 6

Conclusion

6.1 Conclusion

In this thesis first we reviewed and presented Zhang et al [28] ECC based sign-

cryption scheme. This scheme is highly efficient and satisfies multiple security

properties like confidentiality, integrity, non-repudiation, availibility, unforgeabil-

ity, forward secrecy, internal and external security. In this thesis, we extended

this ECC based signcryption scheme (Section 3.1) to an ECC based generalized

signcryption in Section 5.1.8. Depending on the requirements of the user, the

extended scheme has flexibility of signcryption mode, encryption only mode and

signature only mode as needed. The main benifit and feature of the proposed gen-

eralized signcryption scheme is, if user wants only authenticity then signature only

mode will be used. If user wants confidentiality only then encryption mode will be

used and if user wants both confidentiality and authenticity then generalized sign-

cryption mode will be used. The security of the proposed scheme depends upon

the hardness of ECDLP and the properties of hash function. Our proposed ECC

based generalized signcryption scheme is highly efficient and provides the multi-

ple security properties like confidentiality, integrity, nonrepudiation, availibility,

unforgeability, forward secrecy.

The proposed scheme performs double function so its computaional cost is slightly

more than reviewed scheme of Zhang et al [28] but while working with the single

70



Conclusion and Future work 71

mode the computational cost is significantly lower than the actual signcryption

scheme of Zhang et al [28]. The proposed scheme has resistance againts the known

cryptographic attacks which are highlighted and proved in Chapter 5.

In future the proposed scheme can be extented to Blind Signcryption scheme. In

Blind signcryption scheme, sender signs the plaintext without having the knowl-

edege of message contents.
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