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Abstract

As more aspects of our daily lives migrated to the digital sphere, the shift towards
digital voting platforms becomes a sensible progression. Even though, some of the
private institutions or companies have accepted the e-voting but public elections
did not adopt e-voting due to some security concerns. For a good e-voting scheme,
accuracy, data anonymity, and untraceability are the most important character-
istics. Many cryptographic schemes are introduced which offers such properties.
Unlike other schemes, elliptic curve cryptography is computationally less expen-
sive scheme. Blind signatures offers the characteristics of data anonymity and
untraceability. In this work, a generalized blind signcryption scheme based on
elliptic curve cryptography is proposed. Generalized blind signcryption operates
in three different modes: blind signcryption mode, blind signature only mode and
encryption only mode. If the voter needs both authenticity and confidentiality,
then the scheme operates in the blind signcryption mode. If the voter needs
only confidentiality, then it operates in the encryption only mode, and if only
authenticity is needed to the voter, then it operates in the blind signature only
mode. The security analysis shows that the proposed scheme is safe against dif-
ferent cryptanalysis attacks. The proposed scheme gives the security features of
blindness, integrity, unforgeability, untraceability, unlinkability, non-repudiation
and forward secrecy. The security of the proposed scheme depends on the elliptic
curve discrete logarithm problem and the hash function random oracle property.
The security analysis of the scheme shows that the scheme is efficient. The com-
putational cost of different modes of the scheme demonstrates that the scheme is

cost efficient.
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Chapter 1

Introduction

In todays developing world, securing a message or any confidential information
from the unauthorized access or potential adversaries has become increasingly
challenging. Sending messages to the other person without revealing to any other
unintended person is very challenging. The demand for information and elec-
tronic services continue to grow steadily. The importance of ensuring the security
of information and electronic systems in our daily lives cannot be overstated.
Through cryptography, a person can transmit a message securely to the other per-
son. Around 1900 B.C., cryptography was used for the first time in documented
form [1]. Cryptography means to communicate in a secure manner. Many cryp-
tographic techniques are used for securing information or data against threats.
For this purpose, first encrypt the original message using some specific algorithm
called encryption algorithm, i.e. convert the original message to the unreadable
form called ciphertext. The ciphertext is then sent to the receiver. The intruder
cannot find/guess the original message without knowing any key or any hints from
this ciphertext. The key used is kept confidential and known only to the sender
and the receiver. The receiver then deciphers the ciphered message using a spe-
cific algorithm and restores the original message with the help of a decryption key.
In any medium, using cryptography provides integrity, authentication, confiden-
tiality and non-repudiation with other basic properties [1]. For providing these

properties, one is to ensure that he is using a secure algorithm.

1



Introduction 2

1.1 Cryptology

Cryptology is the art and science of secure communication over insecure channel
[2]. It is the art of breaking and designing a secure system. The term ‘cryptogra-
phy’ refers to the designing of secure systems, while the term ‘cryptanalysis’ refers

to the breaking of such cryptosystem.

Cryptography

Cryptography means secret communication. Cryptography is the study of ‘math-
ematical’ techniques to resolve the security issues of privacy and authentication
[3]. The purpose of using cryptography is to secure your message or data from
unauthorized person. Around 50 BC, a person named Julius Caesar [4] introduced
the scheme called caesar cipher. In this scheme, to cipher the message, shifts the
alphabets to the right or left using modular arithmetic. To decipher, the message
is shifted back to the left or right. This transformation can also be done through
computers by indicating the alphabets digitally and using modular arithmetic op-
erations. This scheme has no secrecy at all because of exhaustive cryptanalysis
can use 25 keys that can be easily carried out. Later on, many other schemes have
been presented and used over time to send secure messages such as, Polyalphabetic
cipher [5], Playfair cipher [6], Hill cipher [5] etc. With the passage of time, these

schemes turn out to be insecure against cryptanalysis attacks.

Cryptography is of two types: symmetric key cryptography and asymmetric key
cryptography. In symmetric key cryptography, only one key is used for both en-
cryption and decryption. It is also known as secret key cryptography. Symmetric
key cryptography is good at managing the large files. In symmetric key cryptogra-
phy, the difficulty is to transmit the secret key with the sender and receiver. The
examples of symmetric key cryptography are Data Encryption Standard (DES)
[7], Advanced Encryption Standard (AES) [8].

While, in asymmetric key cryptography, two keys are used. One key is used for
encryption and the other is used for decryption. Asymmetric key crptography is
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also called public key cryptography. In 1976, Diffie and Hellman [9] gave the idea
of asymmetric key cryptography. The examples of asymmetric key cryptography
is Rivest Shamir Adleman (RSA) [10], ElGamal Cryptosystem [11], and Elliptic
Curve Cryptosystem (ECC) [12]. One of the keys in asymmetric key cryptography
is referred to as the public key, which is made available to the general public, and

the other key is referred to as the private key, which is preserved confidential.

Cryptanalysis

For analyzing the strength of a scheme, cryptanalysis schemes are used. In ad-
dition, for breaking a system, cryptanalysis is done to find the weaknesses of the
scheme. Ciphers, codes, and encrypted text can be studied and decrypted using
a method known as cryptanalysis, which involves analyzing and exploiting weak-
nesses in cryptographic techniques. In short, cryptanalysis is the method in which
we find out the plaintext without knowing the decryption key [13]. The attacks
will be successful only if the scheme is weak or is vulnerable to different attacks.
The main goal of cryptanalysis is to collect a maximum amount of information
about the plaintext so that a cryptanalyst can break the system and get the ci-
phertext of plaintext and the keys to reveal other messages that are decrypted
using the same key [14]. Cryptanalysis often involves mathematical techniques to
analyze and break cryptographic systems. In the digital age, cryptanalysis is cru-
cial for evaluating the security of cryptographic systems in applications like secure
communications, data protection and online transactions. Cryptanalysis focuses

on unravelling the secrets concealed within encrypted information.

Cryptanalysis attacks can be categorized based on the type of information the at-
tacker has access to. There are many cryptanalysis attacks that are used to check
the vulnerability of different schemes. These cryptanalysis attacks are classified
as: Ciphertext only attack (COA), Known plaintext attack (KPA), Chosen plain-
text attack (CPA), Chosen ciphertext attack (CCA), Man in the middle attack
(MITM), Man at the end attack (MATE) and Brute force attacks. These attacks

are further explained in Section 2.6.



Introduction 4

1.2 Blind Signcryption

Digital signatures are the signatures that are attached to the document that the
sender has to send to some other party. Digital signatures are used for the au-
thenticity of the document. If the signatures are attached to the document, the
receiver will be sure that the document was sent by a legitimate user. Digital sig-
natures are asymmetric key cryptography, that uses two keys, public and a private
key. Some schemes of digital signatures offer non-repudiation property, by which
a signer/sender cannot claim that they did not sign the document [15]. Digital
Signatures are first introduced by the Diffie and Hellman [3] in 1976.

Signeryption scheme is first proposed by Zheng [16] in 1997. Signcryption is an
asymmetric key cryptography, which is a way more effective than signature-then-
encryption. By combining the signature and encryption into a single step, the
computational cost and communication overhead are reduced compared to the
signature-then-encryption scheme. Zheng [17] proposed a scheme of an elliptic
curve based signeryption scheme that saves 58% of computational expenditures
and 40% of communication expenditures. In signcryption scheme, both signa-
ture and encryption are combined into a single step. This scheme ensure the
authenticity and confidentiality of a message between sender and receiver. An
application of the signcryption scheme is the secure transmission of emails. Sign-
cryption schemes provides the property of efficiency, correctness, confidentiality,

unforgeability, non-repudiation, integrity, public verifiability, forward secrecy [18].

Blind signcryption schemes are the extension of digital signatures. Blind signature
schemes are a type of digital signature that generates a signature on the message
and does not know any information about a message or the sender, and generates
only one signature on a single interchange with the requester. Blind signcryption
scheme is first introduced by Chaum [19] in 1984. Blind signcryption scheme
is used for the security and privacy of sender from the signer and receiver in
electronic voting and electronic cash payment systems [19]. In e-voting system
many properties like authentication, confidentiality, integrity and blindness are

needed. In the blind signcryption schemes, the message is blinded before being
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sent to the signer or receiver. So, the signer cannot see the message content and
sign the message without knowing the content. Blind signatures are frequently
used when the sender of the message and the signer are both different individuals
or parties in privacy-related protocols. Examples are e-voting and electronic cash
payment systems. Blind signatures provide the characteristic of unlinkability in
which a signer cannot link the messages of the signer with their previous messages.
To check if the signer or sender of a message is legitimate or not, signatures can
also be verified by a third judge or verifier. By sending the signature parameters
to the third verifier, he/she can verify the authenticity of the signature. Elliptic
curve cryptography is used in the e-voting system because it is less expensive, less
key size and its security depends on the elliptic curve discrete logarithm problem

(ECDLP), which is infeasible to compute.

1.3 Analysis of the Literature

In 1983, Chaum [19] first introduced the idea of blind signature scheme. In his
scheme, he gave the idea of untraceable payments using blind signatures. This
scheme makes it possible to implement untraceable payment systems that pro-
vide better auditability and control. Further, the scheme provides more personal
privacy at the same time. In this scheme, generating signatures for multiple docu-
ments requires numerous computations; therefore, Chaum [20] presented another
scheme for multiple signatures with maximum number of calculations. In 1994,
Brand [21] proposed a new scheme called the restrictive blind signature scheme
together with the so-called representation problem in groups of prime order. This
scheme results in extremely efficient online cash systems that can be expanded to
wallets with observers under the strictest privacy constraints for essentially no ad-
ditional cost. Stern and Pointcheval [22] introduced a new blind signature scheme
based on the factorization problem. The first scheme proved secure relative to
factorization. This scheme offers unforgeability under even a parallel attack. Fan
and Lei [23] proposed a partially blind signature scheme for electronic cash sys-

tem. This scheme contains 98% less computation for requester. In this scheme,
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the requester performs modular addition and modular multiplication to obtain
and validate a signature. The scheme is suitable for mobile clients and smart card
applications. Chang and Huang [24] proposed a scheme for untraceable electronic
cash system, which is a user-efficient and a signer-efficient fair blind signature
scheme. The signer or banker cannot establish a connection between a signature
and the instance of the signing protocol, that produced the signature without
the assistance of a government or the judge, when the unlinkability property is
exploited improperly. This scheme cuts down the computational workload of an
online judge. The scheme is appropriate for the user’s limited computing power.
Nikooghadam and Zakerolhosseini [25] presented an untraceable blind signature
scheme. The security of the proposed scheme is based on the complexity of discrete
logarithm over an elliptic curve. Awasthi and Lal [26] proposed an efficient scheme
for sensitive message transmission blind signcryption scheme. In this scheme, the
signeryption and blind signature features are combined. This scheme provides
anonymity, untraceability and unlinkability but lacks public verifiability and in-
volves high computational cost. Yu and He [27] proposed an efficient blind sign-
cryption scheme which is based on the discrete logarithmic problem (DLP). This
scheme offers public verifiability, confidentiality, integrity, non-repudiation and un-
forgeability. The scheme has a relatively high computational cost. Chakraborty
and Mehta [28] proposed a blind signature scheme that is based on the elliptic curve
discrete logarithm problem (ECDLP) and cryptographic hash functions. The pro-
posed scheme has three participants; the requester, the signer and the verifier and
consists of two protocols: the signing protocol and the verification protocol. In
this scheme, the signer blinded the message twice. This scheme offers blindness
and nonforgeability. Dhanashree and Agrawal [29] presented a scheme using zero
knowledge protocol. The requester /sender can verify his/her identity. The scheme
is based on the elliptic curve cryptosystem. In elliptic curve cryptosystem, solving
discrete logarithm problem (DLP) is difficult. The elliptic curve cryptography is
used while applying blind signature scheme and the zero knowledge protocol is
apply when the requester/sender identity is needed. The zero knowledge protocol

also used in this scheme for hiding the identity of the sender. This scheme offers
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the properties of anonymity and untraceability. Ullah et al [30] proposed a scheme
that is based on the elliptic curve cryptography. This scheme provides the char-
acteristics of confidentiality, integrity, unforgeability and non-repudiation. This

scheme is appropriate for mobile phone voting and mobile commerce.

The notion of generalized signcryption scheme was termed by Yiliang and Xi-
aoyuan [31] in 2006, which includes the function of encryption, signature and
signecryption in a single primitive. The idea is that using a special “signcryption”,
one not only can simultaneously get confidentiality and authentication, but also
obtain confidentiality or authentication alone. This is called generalized signcryp-
tion. Han and Gui [32] proposed an adaptive secure multicast in wireless networks
in 2009. They described a multireceiver generalized signcryption scheme and ap-
plied it to wireless multicast communication. In 2010, Yu et al. [33] proposed
a provable secure generalized signcryption scheme. They proposed an improved
generalized signceryption scheme based on ECDSA. In 2011, Kushwah and Lal [34]
proposed a more efficient identity-based generalized signcryption scheme. They
also simplify the security notions for identity based generalized signcryption and
prove the security of the proposed scheme. In 2014, Zhou et al. [35] proposed
a certificateless generalized signcryption scheme that can resist a malicios-but-
passive key generation center (KGC) attack. Later, in 2016, Zhou et al. [36]
extended generalized signcryption scheme and introduced generalized proxy sign-
cryption scheme by considering sharing the same key pair and algorithm between
the proxy signature and proxy signcryption. In 2016, Zhang et al. [37] proposed
a lightweight certificateless generalized signcryption scheme and applied it to a

mobile health system.

1.4 Thesis Contribution

In this thesis, the blind signcryption scheme of Waheed et al [38] is reviewed.
In this scheme, elliptic curve cryptography (ECC) is used for encryption and de-
cryption of the message. The elliptic curve cryptography is a low cost scheme

with less key size of 160 bits as compared to the ElGamal cryptosystem and the
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RSA cryptosystem where the key size is 2048 bit and 1024 bit. The three partici-
pants participated in this scheme: the requester, the signer and the verifier. The
presented scheme provides some additional properties like forward secrecy, unlink-
ability, and nonrepudiation to the fundamental properties of confidentiality, au-
thenticity, integrity, and unforgeability. They claim that their scheme, compared
to the other schemes, is more effective in computational and communicational
costs. The scheme security is depend on the ECDLP and it works best in the en-
vironment, which has little resources, such as mobile commerce transactions, and
any citizen’s portal. In this thesis, the scheme is extended to the generalized blind
signcryption scheme. Generalized blind signeryption scheme works in three modes,
blind signcryption mode, blind signature-only mode, encryption-only mode. Three
participants are involved in this scheme; the requester/voter, the signer/polling
station and the polling server/verifier. The voter/requester is the one who wants
to cast the vote, the signer is the one who generates the signature blindly on the
message, the verifier, who receives the vote and after verification accepts the vote.
The proposed scheme gave same properties as the presented scheme [38]. The
security of the proposed scheme depends on the hardness of elliptic curve discrete
logarithm problem (ECDLP). The scheme is resistant to various cryptanalysis
attacks.

1.5 Thesis structure

The structure of the rest of the thesis is described as:

In Chapter 2, the mathematical models that are related to our scheme are dis-
cussed, including basic definitions of cryptography, digital signatures, signcryption
and blind signeryption. Additionally, the section examines various cryptanalysis
attacks that are used in our scheme.

In Chapter 3, a detailed analysis of the blind signcryption scheme of Waheed et
al [38] based on elliptic curve cryptography is presented. Security analysis of the
scheme is comprehensively examined.

In Chapter 4, The proposed generalized blind signcryption scheme is presented.
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Correctness of the scheme is also examined. A toy example to illustrate the scheme
is also presented.

In Chapter 5, The analysis of the generalized blind signcryption scheme is dis-
cussed in detail. Also the computational cost is provided and compared with the

other scheme.



Chapter 2

Preliminaries

In this chapter, the fundamental definition within algebra, number theory and
cryptography are introduced. It additionally explores the mathematical framework

and the associated terminology in the field of cryptography.

2.1 Mathematical Background

Definition 2.1.1. A non-empty set G together with a binary operation * is

known as a group (G, %) if the following conditions are satisfied [39]:

1. Closure Property: For all a,b € G,

axbeG.
2. Associative Property: For all a,b,c € G,
(axb)xc=ax*(bxc).

3. Identity Property: For all a € G, there exists an element e in G, such that,

axe=e*xa=a.

10
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4. Inverse Property: For all a € G, there exists an element a’ € G such that

axad =d xa=e.

Moreover, for all a,b € G, the group is called commutative or abelian if it satisfies
the following:

axb="0bxa.
Example 2.1.2. To illustrate the concept of group, consider the following
examples:
1. The set of real numbers, R, is a group under addition of real numbers.
2. The set R is also a group under multiplication of real numbers.

3. The set of integers Z is a group under addition of integers, but is not a group

under the multiplication of integers.

4. The set Z,, of integers modulo n is a group under addition of integers modulo
n, but it is not a group under multiplication modulo n if n is not prime. That

is, Z,, is a group under multiplication of integer modulo p.

Definition 2.1.3. A set F under two binary operations (+, *) is known as a

field (I, +, ), if the following axioms are satisfied [40]:

1. Set F is abelian group under addition.
2. A non-zero elements of set F form an abelian group under multiplication.
3. Distributivity Property: For all a,b,c € F

ax(b+c)=axb+axc.

Example 2.1.4. To substantiate the concept of field, consider the following

example:

1. The set of rational numbers, Q, is a field under addition of rational numbers.
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2. The set of rational numbers Q is also a field under multiplication of rational

numbers.

3. The set of complex numbers, C, is a field under addition with additive iden-

tity.
4. The set C is also a field under multiplication with multiplicative identity.

5. The set of integers Z is not a field because multiplicative inverse does not

exist in the set of integer Z.

Definition 2.1.5. A set with a finite number of elements is a finite field, also
called a Galois field GF(p) [41]. “A field with order m only exists if m is a prime
power, i.e., m = p", for some positive integer n and prime integer p, p is called the
characteristic of the finite field.”

In cryptography, the most important cases are:

1. GF(p)(n—1)
2. GF(2")(p—2)

Definition 2.1.6. One way trapdoor function is a one way function f, in
which it is feasible to find the value in one way but it is infeasible to find it in the
opposite way [42].

y = [f(z)

In the above equation, if the information of x is given it is easy to find the value

of y, but given y it is infeasible to find the value of x.

Definition 2.1.7. Suppose g is the generator of Z, where p is the prime
number. Finding x is difficult when y is known. i.e. Computing x from y = ¢*
mod p. The process of finding the x is known as Discrete Logarithmic Problem

[43]. Solving a discrete logarithm problem is hard.

Definition 2.1.8. Factorization of a number is defined as writing the number
as a product of its prime factors. Such that, factorizing a number m into the

product of two prime numbers a and b i.e., m = ab. The integer factorization
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problem can be formally defined as: Given a composite number n, the problem is
to find two integers = and y such that their product, xy = n [41]. Factorizing a

large number is quite difficult.

Definition 2.1.9. An integer-based arithmetic system is known as Modular
Arithmetic. Modular arithmetic depends on the congruence relation. Suppose an
integer p is our modulus under a binary operation. Suppose the integer is from
{0,...,p—1}. To find the modular value a, the number b mod p is the remainder
when b is divided by p [44].

a = b modp

Example 2.1.10. Some examples of modular arithmetic are as follows:

1. Let a =23,b0 =73 and p = 37

ab mod p
(23)(73) mod 37
1679 mod 37

14 mod 37

2. Leta=2,b=5and p=3

a = b modp

2 =5 mod3

Definition 2.1.11. An Extended Euclidean Algorithm is used to find modular
inverses [4]. The steps for finding the inverse of a and b are as follows:

Input: ¢ mod p

Output: ¢! mod p

1. Initialize: (uw,v,w) = (1,0,p), (r,s,t)=(0,1,a).

2. If t =0 ; return ged(a, p) = w, There is no inverse for a mod p.

1

3. If t =1 ; return ged(a,p) =t and s = a~' mod p.
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4. Now find the quotient () using: () = w divided by t.
5. (01,02,03) = (u — Qr,v — Qs,w — Q).

6. (u,v,w) = (r,s,t).

7. (r,s,t) = (b1,02,03)..

8. Go to step 2.

Definition 2.1.12. “An elliptic curve is typically a two-space graph defined
by the square roots of cubic equation” [45]. Elliptic curves can be defined over
other field, such as the prime modulo integer field GF'(p), and also over extended
fields generated by various bases, such as GF(2").

Suppose an elliptic curve E based on [F), is illustrated as the cubic equation of the
kind:
=2 +cr+d (2.1)

where ¢ and d are constant values based on the E(F,). The equation is also
known as Weierstrass equation. In terms of cryptography, the elliptic curve must

necessitate non-singularity. Condition for the distinct single roots is:

4¢® +27d* # 0 (2.2)

Fundamentally, it ensures that the curve has no vertices and self intersections.
Geometrically, in a real elliptic curve, the curve exists over R. However, if the
field IF is finite, such as F,, then we obtain a finite elliptic curve, which is a
collection of a finite number of points satisfying the equation (2.3).

Suppose an equation defined in a finite modulo p = 17,

y* =2°+7 mod 17 (2.3)

where c=0and d = 7.
The points (x,y) satisfying equation (2.3) are represented by scattered points on
the graph, as shown in figure 2.1.
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To verify the equation: p =17, ¢c=0and d =7

1

2 4 5 6 7 8 9 10 11 12 13 14 15 16 17

FIGURE 2.1: Elliptic Curve: y? = 2> +7 mod 17

4¢® 4+27d*> #0 mod p

4(0) +27(7)*> mod 17

14 #0

The given elliptic curve in eq: (2.3) contain 17 points. Collectively with infinity

point O, they make a group with number of points = 18.

X y? y® belongs to F,  Pi(z,y) Py(z,y)
0 7 - - -
18 5,12 (1,5) (1,12)
2 15 7,10 (2,7) (2,10)
30 0 (3,0) ]

4 3 - - -

5 13 8,9 (5,8) (5,9)
6 2 6,11 (6,6) (6,11)
7 10 - - -

8 9 3,14 (8,3) (8,14)
9 5) - - -
10 4 2,15 (10,2) (10,15)
11 12 - - -
12 1 1,16 (12,1)  (12,16)
13 11 - - -
14 14 - - -
15 16 4,13 (154)  (15,13)
16 6 - - -

TABLE 2.1: Elliptic Curve Points
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For an effective and safe encryption system, elliptic curve cryptography performs

effectively. The operations defined on elliptic curve are:

1. Point Doubling.

2. Point Addition.

Point Doubling

The point doubling is the scalar multiplication of points to itself.

S"=nS=8-5-5-...-8 (2.4)

Graphically

For the point S(u,v) on elliptic curve, the coordinates of 2S5 are determined as
follows:

1. Draw a tangent line at point S.

2. The line intersect at point Z of elliptic curve F.

3. Trace the reflection Z' of Z.

4. The point Z is the point doubling.

The algebraic formulas to find the point doubling of point S(u,v) are:

3uf +c
= 2.5
205 (2.5)
Vg = Vg — Qg (2.6)
To find the coordinates of point Z:
uy = a® — 2ug (2.7)

vy = —(auy + vp) (2.8)
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Example 2.1.13. Consider the elliptic curve:
v’ =2°+7 mod 17 (2.9)

S = (15,13) is the point of elliptic curve. Here ¢ = 0 and d = 7 and p = 17. Then
for the point doubling, find S? = 25.

First, to calculate a put the values in the following formula (2.5):

2
o ug + ¢
2U5
3(15)2+0
= ——"— 1
2(13) mod 17
3(225)

= % mod 17

= (675)(26)"" mod 17

Find inverse by using Extended Euclidean Algorithm.

= (12)(2) mod 17

a=7 mod 17

Then find vy by using formula (2.6):

Vg = Vs — QUg
=13 — (7)(15) mod 17

1}0:10

Further, find the points (u,v) of Z. To find the points of uy from the formula
(2.7):

uy = a® — 2ug
= (7)* = (2)(15) mod 17
=19 mod 17

uy =2 mod 17
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To find the points vz from the formula (2.8):

vy = —(auy + vg)
=—((7)(2) +10) mod 17

vy =10 mod 17

So, the point doubling for 5% =25 = (2, 10).

Point Addition

By adding two points that are located on an elliptic curve we get new point.
Following are the norms for point addition:
1. IfS+0 =0+ 95 = S here O is the point at infinity.
2. Inverse element: If S'(u, —v) = S(u,v) is reflected on z-axis and S’ (u, —v) =
—Sthen S+ S =0
Graphically

All points S(u,v) located on elliptic curve. Suppose two points S and T, by
adding these two points we get a new point. For graphically representation of
point addition following are the steps to follow:

1. Draw a line between two points P, and Ps.

2. The Line intersect at some point P of elliptic curve E.

3. The reflection of Ps is P’ which is the addition of two points.

The algebraic formulas to find the point addition are:

a=L"" (2.10)
Ur —us

Uy = Vg — Qg (2.11)
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To find the coordinates of point Z:

uy = a® —ug — urp (2.12)

Vyz = —(OATZ + Uo) (213)
Example 2.1.14. Consider the elliptic curve:
v’ =2 +7 mod 17 (2.14)

P(15,13) is the point of elliptic curve. S? = 25 = (2,10), and Fy7(0,7). Here
c=0,d=7and p=1T7.

Compute S? = 35 to find the point addition between two points S and 7. Now
T = (15,13) and S = (2, 10).

At first, calculate the slope a by putting the values in the following formula (2.10):

Ur — Vg
Ur —us
13 —-10

= 52 mod 17

3

=3(13)"" mod 17
Using Extended Euclidean Algorithm calculate the inverse.

=3(4) mod 17

a=12 mod 17
Next, calculate vy using the following formula (2.11):

Vg — Vg — QXUg
= (10 — (12)(2)) mod 17
=—14 mod 17

vo =3 mod 17
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Further, find the coordinate points of Z. To find the uz using the formula (2.12)

UZ:Q{2—U5’—UT
=122-2—-15 mod 17
=127 mod 17

=8 mod 17
So the value of uz = 8. Find vz by using following formula (2.13):

vy = —(a-xz + Vo)
= —((12)(8) +3) mod 17

vz =3 mod 17

So, the point addition of S? = 35 = (8, 3).

Definition 2.1.15. Suppose E is an elliptic curve defined over a finite field
IF,. Consider two points, A and B on elliptic curve Ep, such that k is an unknown

integer. Calculate k from A = k.B is hard as it is equivalent to the calculation of

Elliptic Curve Discrete Logarithm Problem (ECDLP) [46].

2.2 Cryptograhic Background

This section presents some fundamental definitions of cryptography. It also dis-

cusses basic cryptographic techniques that will be utilized in the thesis.

2.2.1 Cryptology

Cryptology is the science of secure transmission [47]. Cryptology originated from
Greek words “Kryptos” meaning “hidden” and “Logos” meaning “word”. Cryp-
tology is the joint study of cryptography and cryptanalysis. In cryptology, we

study about the cipher and decipher techniques.
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Cryptology

h 4

Cryptography Cryptanalysis

FI1GURE 2.2: Cryptology

2.2.2 Cryptography

Cryptography is derived from Greek word, “Kryptos” means “Hidden or secret”
and “Graphein” means “writing”. Cryptography is a confidential composing of
essential information. To prevent from attacking while transmission, messages
are converted to unreadable text. In cryptography, the sender sends the ciphered
message while the receiver deciphers the ciphered message. The process is known
as encryption and decryption respectively. In encryption, the sender changes a
message into an unrecognizable text and sends the encrypted text to the receiver.
Later, the receiver recovers the original message using the process known as decryp-
tion. Cryptography offers the properties like authenticity, integrity, confidentiality

and non-repudiation.

Plaintext Encryption Ciphertext Decryption Plaintext
Readable format. Non-readable Readable format.
Non-encrypted Format. Non-encrypted
data Encrypted data data

FIGURE 2.3: Cryptography

Cryptosystem has five main components:

1. Message space M.
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2. Ciphertext space C'.
3. Key space K.
4. Encryption algorithm space E.

5. Decryption algorithm space D.
Cryptography is of two types based on key distribution:
1. Symmetric Key Cryptography.

2. Asymmetric Key Cryptography.

2.2.3 Symmetric key cryptography

Symmetric key cryptography is also called secret key cryptography. In symmet-

ric key cryptography, both parties use only one key for both process known as

encryption and decryption. Both parties interchange the key before the transmis-

sion of information. Given a message (plaintext) and the key, encryption process

produces unintelligible data, which is about the same length as the plaintext was

[48]. Decryption process is the reverse of encryption process.

Symmetric Encryption

ae — > —7"9——>

=

Plaintext | Ciphered ' Decrypted
Sender data Data Plaintext
data
Shared Key Shared Key

FIGURE 2.4: Symmetric key Cryptography

- A 2= - > e

The technique of symmetric encryption is two way, a message block and specified

key will always give same ciphertext, and same key will always give same original
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message after applying on the ciphertext block.

Symmetric key cryptography is used to secure information between two parties
using particular shared private key. it is used for protecting sensitive information
48].

Two notable methods of symmetric key cryptography are:

1. Data Encryption Standard (DES) [7].

2. Advanced Encryption Standard (AES) [8].

Data Encryption Standard (DES)

In 1973, first symmetric encryption technique DES is proposed. This is the first
scheme which is published by NIST (National Institute of Standards and Technol-
ogy) as a most effective scheme in 1976 [49]. The schematic diagram of DES is

shown below:

64-bit plaintext

A 4

Initial Permutation
K,
Round 1 € L
48-bit | 8
=
[1}]
K, | @
Round 2 € O e 56-bit cipher key
48-bit | T
=E
o
|
3
Kie 2
Round 16 €
48-bit

Final Permutation

v
64-bit ciphertext

FIGURE 2.5: Data Encryption Standard Scheme
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In this cryptographic scheme, same key is used for both encryption and decryp-
tion. The ciphertext can only be restore to the plaintext by those who have any
information about the key. In Data Encryption Standard (DES), block encryption
algorithm is used. For decryption, just reverse the order of encryption rounds and

will get the original plaintext.

Simplified-Data Encryption Standard (S-DES)

Simplified DES or S-DES is an encryption algorithm used for educational purposed
rather than being a secure encryption algorithm [50]. The scheme shares similar
properties and structure with DES, but employs smaller settings.

In S-DES, an 8-bit block of plaintext is taken along with a 10-bit key as input.
It then produces an 8-bit block of ciphertext as output. To decrypt, S-DES takes
an 8-bit block of ciphertext and uses the same 10-bit key that was used before. it
then reverts the ciphertext back to the original 8-bit block of plaintext.

Advanced Encryption Standard(AES)

Advanced Encryption Standard (AES) called as Rijndael algorithm a symmetric
block cipher. AES is an iterative scheme which is also published by National
Institute of Standards and Technology (NIST) in 2000 as an efficient scheme after
the evidence that many theoretical attacks can break the DES cipher [8].

In this scheme, the DES 64 bit block size is extended to 128 bit block size and
the DES 128 bits key size is broaden to the 256 bits key size. AES algorithm is
compatible for different key length of size 128, 192 and 256 bit.

Disadvantages of symmetric key cryptography

Symmetric key cryptography has several disadvantages, here are some of the dis-

advantages of symmetric key cryptography:

1. The security depends on the shared secret key.
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2. When two parties want to communicate securely for the first time, they
need to find a secure way to exchange the initial secret key. This can be

challenging, especially in untrusted or insecure environments.

3. Since both the sender and recipient use the same key, messages cannot be

definitely verified to have come form a particular person.

2.2.4 Asymmetric Key Cryptography

Asymmetric Key Cryptography was introduced by the Diffie and Hellman in 1976
to solve the key exchange problem. In asymmetric key cryptography, every user
has two keys; a public key and a private key. The public key is known to everybody
and private key is confidential. If encryption is done by one key then the decryption
process will be done by the other key. Therefore, encryption is done by public key
and decryption by private key then no one other than who knows private key can

decipher the ciphered message.

Asymmetric Encryption

ECaB B

| \
Plaintext Ciphered Decrypted -
Sender data data Plaintext Recipient
data

Public Key Private Key

FIGURE 2.6: Asymmetric Key Cryptography
Some of the asymmetric cryptography techniques are as follows:
1. Digital Signature Algorithm (DSA) [51].

2. Rivest-Shamir-Adleman (RSA)[10].

3. ElGamal Cryptosystem [11].
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4. Elliptic Curve Cryptosystem(ECC) [12].

2.2.5 Elliptic Curve Cryptosystem

Elliptic curve cryptosystem is a public key cryptosystem. This scheme was pro-
posed in 1985 by the Neil Koblitz and Victor Miller. ECC can be used for digital
signatures, data encryption and key exchange. When compared to RSA, it has
been found that ECC can employ a key size that is significantly less. In ECC, a
smaller key size of 160 bits is required compared to other cryptosystems. Hence,
employing ECC with a smaller key size offers a computational benefit over using
a similarly secure RSA. The outcomes demonstrate that ECC is effective in terms
of the size of data files and encrypted files [52]. Because of less communication

and computation cost ECC is widely used for security purposes.

Symmetric Scheme ECC based Scheme RSA/DSA

56 112 512

80 160 1024
112 224 2048
128 256 3072
192 384 7680
256 012 15360

TABLE 2.2: Comparing Key sizes [53]

The security of elliptic curve cryptosystem relies on the difficulty of solving the
elliptic curve discrete logarithm problem (ECDLP), which is known to be a com-

putationally hard problem.

Elliptic Curve Encryption Decryption

Elliptic Curve Cryptography is an asymmetric cryptographic scheme. Elliptic

curve cryptography involves the use of elliptic curves for various cryptographic
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operations. Every user has its own keys for secure transformation. The encryption

and decryption using ECC is described in this section [54].

Global Parameters

The global parameters of this scheme are as follows:

1. The elliptic curve’s generator point G a very large of order n. That is,

nG =0
2. The constant parameters a and b of curve.

3. The prime integer p.

Key Generation

Suppose that Ayesha wants to send a message M to Badar. First, both Ayesha

and Badar calculate their keys using the following manner:

1. Ayesha selects arbitrarily a number as her private key K,, = k4 such that

k’AE{l,...,n—l}.

Then, calculates her public key K4 by using the generator point of elliptic
curve as:

Ky=Fky-G.

2. Badar selects arbitrarily a number as his private key K,, = kp such that

]{?BE{l,...,’I’L—l}.

Then, calculates his public key K by using the generator point of elliptic
curve as:

Kp=kp-G.
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Encryption

Ayesha wants to send a message M to Badar that is guess as a point on the elliptic

curve E,(a,b)

1. Ayesha choose arbitrarily a positive integer a.

2. Then, create ciphertext by using public key of Badar.

CM: {@G,BM+OZKB} (215)

Decryption

After obtaining the ciphertext Cj; from Ayesha. Badar convert the ciphertext

into its original plaintext by using the formula:

By = By + dKp — kp(dG) (2.16)
= By + d(kpG) — kp(dG)

— By,

Example 2.2.1. Suppose the elliptic curve y?> = 2® + 7 mod 17. Let the
generator point be G = (15,13). The order of the elliptic curve point is 18, that
is, 18G = O where O is the point at infinity.

Let Ayesha wants to send a message B); to Badar by using Elliptic Curve Cryp-
tography.

Suppose Ayesha selects her private key k4 = 3 and calculate her public key as:
3G = (8,3). Badar selects his private key kg = 5 and calculate his public key as:
5G = (6,6).

Ayesha selects a random integer d = 2 to convert the original message By, = (11, 3)

into ciphertext.

Cu = {dG, By + dKp}

= [2(15,13), (11, 3) + 2(6, 6)]
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= [(2,10), (11,3) + (3,7)]
Cu = [(2,10), (16, 8)] (2.17)

Ayesha deliver the ciphertext to Badar. After obtaining the ciphertext, Badar

decrypt the ciphertext and obtain the original message Bj;.

By = By + dKp — kp(dG)
= By + d(kp - G) — kp(dG)
= [(11,3) + 2(5(15, 13)) — 5(2(15,13))]
=[(11,3) +(3,7) = (3,7)]
By = [(11,3)] (2.18)

2.3 Digital Signature

Digital signature resemble digital fingerprints. Digital signature is used to ensure
that the message is sent by a verified sender. They guarantee the confidentiality
of the message, assuring that the message will not altered during transmission.
Digital signature is a mathematical code that is attached to the message that needs
to be signed. When an individual digitally signs a document or a message, the

algorithm generates a unique digital signature that corresponds to that content.

In 1976, Diffie and Hellman [55] gave the idea of digital signature. However, they
hypothesize that such scheme exists on the basis of one way trapdoor function.

Following are the components of digital signature scheme:

1. A security parameter k, chooses by the user which determines the quanti-
ties (signatures length, signable messages length, computational time of the

signing algorithm etc).
2. A message space M, set of messages that is needed to be signed.

3. A signature bound B, is an integer that limits the signature created by the

algorithm.
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4. A key generation algorithm G, every user can create both public and private

keys.
5. A signature algorithm o, creates the signature for a message M.

6. A verification algorithm V', which verifies the authentic signature for message

M e M.
Digital Digital Signature
@ Signature Creation Verification

E
Recipient

Sender Private and Public Keys

to Generate and Verify

Digital Signature
VI ?
Algorithm

Sender's Private Key Sender's Public Key

FIGURE 2.7: Digital Signatures

The security parameters that are proposed by the digital signatures:

1. Authenticity: Digital signatures used to verify the identification of the
message source. An authentic signature verifies that the message is sent by

the authorized sender.

2. Integrity: Integrity means that the message is not altered during com-
munication. In digital signatures, if an attacker alters the message during

transmission, even a small change invalidate the signature.

3. Non Repudiation: In non repudiation, a signer cannot deny his/her sig-

nature after a while.

4. Unforgeability: In unforgeability, only a signer can create a valid signature.

Suppose Ayesha wants to send a digitally signed document to Badar.
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Ayesha

1. Choose a document A that is needed to be signed.

2. Create hash value H of the document A, that is,

H = h(A)

3. To sign the document, encrypt the hash value of the document with her
private key K.
C - EKpr<H)'

4. Transmit the signature s and hash value of document H alongside with the

document to Badar.

Badar

1. Badar receive the Document A along with digital signature s and hash value

of document H.

2. He then uses Ayesha’s public key to decrypt the digital signature s and finds
the hash value of the document H.

3. If the received hash values of document H match with the hash value of step

2 then the message is authentic.

4. Otherwise, someone changed it during transmission.

2.4 Signcryption

In cryptography, signcryption schemes offer both the confidentiality and authenti-
cation at the same time. That is, in a single-step signature and encryption done on
the messages or documents that need to be shared. The first signcryption scheme

was proposed by Zheng [16] in 1997. Signcryption offers same characteristics as
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the digital signature and encryption.

In signeryption, the sender uses his/her private key for signature, and uses pub-
lic key of the receiver to create the secret key that is used to cipher the message.
While, in unsigncryption receiver uses the public key of sender to verify the digital
signatures. Receiver uses his/her private key for creating the secret key that is
used for unsigncryption. The cost of the signcryption scheme is less than the cost

of traditional signature-then-encryption schemes.

) Ciphertext
Plaintext Encryption

T -

=

Digital

Signerypt »| Signamre

Uses the public key of the recipient for generating the secretkey

Uses the private key of the sender for signing

(a)
Ciphertext
S— Plaintext
[ e Verifies the
C;b Digital
0 =/ .
Signatre
T Digital
Unsignerypt Signature
T I
Uses the public key of the sender for verifving
Uses the private key of the recipient for generating the secret key
(b)

FIGURE 2.8: Signcryption Model (a) Signeryption (b) Unsigneryption

Signeryption schemes provides the following properties [18]:
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1. Confidentiality: Without knowing any secret key of sender and recipient,
it is computationally impossible for an attacker to obtain the contents of the

message.

2. Unforgeability: It is computationally impossible for an attacker to create

a valid signature or signcrypted text.

3. Non-Repudiation: In this property a sender can not negate his/her signa-
ture. The sender of the signerypted text is verified by the third party/judge

after obtaining the parameters by the receiver.

4. Integrity: The receiver can validate the original message that message is

transmit by the authentic sender.

5. Public Verifiability: In this property, a third party or judge can verify that
for a message, signcrypted message is the authentic signcryption without

knowing any private keys of both the sender and the receiver.

6. Forward Secrecy: After misplacing the long lasting private keys, nobody
can retrieve the original message by unsigncryption of the preceding sign-
crypted text. Furthermore, the preceding signatures also have become du-

plicitous.

A signcryption typically comprises the three algorithm:

e Key generation algorithm.
e Signcryption algorithm.

e Unsigncryption algorithm.

2.4.1 Zheng’s Signcryption scheme

In 1997, Zheng [11] introduces signcryption scheme based on ElGamal digital

signature scheme.
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Global Parameters

Let user A and user B agreed on the following global parameters:

Variables Description

P A large prime number.
q A prime factor of p — 1.
g An arbitrary integer from {1,...,p — 1} with order ¢ modulo p.
h One way hash function.
KH Keyed one way hash function.
Ex Encryption algorithm with the secret key.
Dy Decryption algorithm with the secret key.

TABLE 2.3: Global Parameters

Key Generation

Both users A and B can generate their public and private keys in the following

manner:

1. User A selects arbitrarily a number «, from {1,...,q — 1} as its private key

u4. Then, calculates its public key 3, using:

Ba = g% mod p.

2. User B selects arbitrarily a number from {1,...,q — 1} as its private key «y.

Then, calculates its public key S, using:

By = g** mod p.

Signcryption

To obtain the signerypted text, User A performs the following steps:
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1. User A chooses randomly v € {1,...,q — 1}.

2. Calculate keys with using hash functions:

K =h(5,") mod p.

3. Split K into two parts, K; and K, ensuring each part has the suitable
length.

4. Then, use K to encrypt the message m:

¢ = Eg, (m).

5. Then, by using keyed hash function calculate z as:

T = KHKQ(m)

6. If shortened digital signature standard 1 (SDSS1) is used then create signa-
ture by using:
2

= — d q.
S CET mod q

7. Otherwise, if shortened digital signature standard 2 (SDSS2) is used then

create signature by using:

=1 dgq.
T Ut aer) 001

8. Send (c,x,s) to the User B.

Unsigncryption

1. If shortened digital signature standard 1 (SDSS1) is used then find keys using

the following formula:

K = ((B.g")**) mod p.
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2. Otherwise, if shortened digital signature standard 2 (SDSS2) is used then

find keys using:
K =h((g8,")**) mod p.

3. Then decrypt the message M using:

m = Dg, (c).

4. The message is real if K Hy,(m) = x then accept it.

2.5 Hash Function

In cryptography, hash function is an important mechanism. It has been well known
for a long time in the discipline of computer science. In hash function, a bit string
of random size is mapped into a fixed-size value. This value is known as hash
value [4]. The hash value also known as hash codes, digest or simply hash. A
well-designed hash function ensures that a small modification in the input leads

to a substantially different hash function.

Arbitrary Length Input

. Hash function

Fixed Length Output
(n-bit)

FIGURE 2.9: Hash Value
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Hash function gives the property of integrity and uniqueness. To generate a hash
value, a one-way trapdoor function is used, which is simple to compute, while
the reverse process of recomputing the input from the generated hash value is
extremely challenging. Making any change to a message will result in a different
hash value. Even if the single bit of message is changed, the hash value will be
completely changed. Hash function gives the properties of authentication and
efficiency. Hashes are helpful in sending files or any messages and gives integrity.
While sending files or any message, hash value delivered along with the message
and the recipient can verify the integrity of the message. Hash function gives the

property of integrity in digital signatures.

There are many hash functions that are of different fixed-length. Examples are:

SHA-1 [13], MD5 [13],CRC-8 [56], CRC-32 [57], SHA-2 [4] and SHA-3 [41].

Cyclic Redundancy Check

Cyclic redundancy check, abbreviated as CRC, represents a technique for detecting
errors during decryption [57]. CRC can directly examine whether an error is
occurred. In such cases, the recipient can inform the sender to resend the data
[56]. A CRC is a widely employed error-detection code in digital networks and
storage devices, serving to identify unintended alterations in digital data. CRC
are popular due to their simplicty in binary hardware implementation, easy to
analyze mathematically, and particularly good in identifying typical errors arising

from transmission channel noise.

The most commonly used polynomial lengths are 9-bits (CRC-8), 17 bits (CRC-
16), 33-bits (CRC-32) and 65-bits (CRC-64).

Properties of hash function

The following characteristics are found in a good hash function:

1. Comparatively easy to compute the hash value of any message.
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2. It must be difficult to find the inverse value of a hash function, i.e.
r = h(m)

In the above equation, finding r is easy, but it is infeasible to find m when

r is known.

3. The hash value must be unique. For different values different output should

be given.

4. Tt should offers the property of integrity. No one can forge the value of the
message. A slight change in the message should change the whole output

value.

5. It should generate the output of fixed-length.

2.6 Cryptanalysis

The practice of analysing a cryptographic scheme is known as cryptanalysis and
it entails doing so in order to access and improve the system’s security as well as
to learn from the flaws that are found and prevent them from occurring again in
the future. Those who carry out this function is known as cryptanalyst. Attacker
has the main goal to find out key or the plaintext. In this section, different

cryptanalysis attacks will be over-viewed.

2.6.1 Brute force attack

In brute force attack, “Trial and error” technique is used for predicting the keys
[58]. By attacking a system or data, the attacker wants to find out the secret
information of a data or a system. He/She uses every possible combination of
letters, symbols and numbers to guess the correct key. But it will take a very long
time to guess the key of a system or data. The time depends on the length of the

key and its complicatedness.
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FIGURE 2.10: Brute Force Attack

When the attacker relies on the exact dictionary words for their attack, it is
referred to as a “Dictionary attack”. On the other hand, if the attacker makes
slight modifications to dictionary words while performing the attack, it is known

as a “Hybrid Brute-force attack”.

2.6.2 Ciphertext Only Attack

In ciphertext only attack (COA), the attacker has the only knowledge of the ci-
phertext, but he/she does not know about the plaintext or the secret key. The
main objective of an attacker is to get the plaintext or the key. In some cases at-
tacker has some knowledge about the plaintext, such that, the plaintext language
in which plaintext is written or the language redundancy, but in most cases he/she

has no access to plaintext.

Eve [

E Plaintext

| Ciphertext Ciphertext

| Ciphertext

F1GURE 2.11: Ciphertext-Only-Attack

If the attacker figures out the key, he/she can retrieve all the messages using
that key. The success of these attacks depends upon both the robustness of the
encryption algorithm and the length of the encryption key.
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2.6.3 Known Plaintext Attack

In known plaintext attack (KPA), attacker only has access to some of the section
of the ciphertext. His objective is to discover the plaintext of the remaining cipher-
text or to discover the key. If the attacker gets the key then he/she can decrypt
the whole ciphertext. Otherwise, he/she measures the relationship between the
ciphertext and the known plaintext. The attacker then uses that information and

tries to decrypt the whole ciphertext.

Previous pair

Eve &

Plaintext i—).
| |
Alice ) [: . Bob
Y R . 77 PYSU :
Ciphertext | Ciphertext Ciphertext

FIGURE 2.12: Known Plaintext Attack

2.6.4 Chosen Ciphertext Attack

Chosen Ciphertext Attack (CCA) is the most severe among among all other types
of attacks. In CCA, the attacker has access to the decrypting algorithm [59]. He
randomly chooses some ciphertext and then obtains their decrpytion. From this,
attacker attempt to obtain key or some details about the system.

Pair created from
chosen ciphertext

[‘I ......... - Q Eve

€ ----f--aas Bob

Alice

Ciphertext | Ciphertext Ciphertext

FIGURE 2.13: Chosen Ciphertext Attack
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The chosen ciphertext attack is only helpful in public key cryptosystem, because
the attacker only has the approach to the public enciphering algorthim [59].

2.6.5 Chosen Plaintext Attack

The Chosen plaintext attack is used rarely but it is still harmfull [60]. In chosen
plaintext attack, the attacker chooses an arbitrary plaintext to be encrypted and
then get ciphertext. The main aim is to obtain the secret key or to make an en-

cryption algorithm through this information so that he can decrypt the ciphertext.

Pair created from
chosen plaintext

. Eve
S E—_
| E - [ Plaintext
| : == Bob
- :
Ciphertext * Ciphertext Ciphertext

. 1

FIGURE 2.14: Chosen Plaintext Attack

Chosen plaintext attack is applicable to the public key cryptosystem, because the

attacker can utilize public key for encrypting the chosen plaintext.

2.6.6 Man In The Middle Attack

Man In The Middle Attack is a general term where an attacker or third party takes
the control over the secret broadcasting system between two persons/parties. In
this attack, the attacker can eavesdrop on or to masquerade as one of the parties
that are involved in the exchange, presenting it as if a normal conversation, or

information transformation is going.

The attacker first chooses two fake keys to carry out this attack and then initiates
communication with the first participant using one of those keys [61]. the attacker

establishes a successful combination with the first participant. Similarly, another
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successful connection with the second participant. Now, the attacker sends a
message of his/her own choice to both participants. Both participants believe

that they are communicating with each other.

Man In The Middle Attack short form is MIIM, Miim, MITMA, MitM.

O Original connection
() | o — 4

N

User Web Application

New connection

2

Perpetrator
Man in the middle

FIGURE 2.15: Man In The Middle Attack



Chapter 3

Blind Signcryption

Because of high demand of privacy in different applications, digital signatures play
a vital role for offering authentication and confidentiality. Recall that, in blind
signatures, information in the message is blinded before signing. Blind signatures
are generally used where the privacy is required between the different parties, the
signer and the requester. Examples of this cryptographic scheme is E-Voting and

Digital Cash System.

Blind Signature schemes are generally executing by utilizing the public key cryp-
tosystem such as RSA [62], Elliptic Curve Cryptography [63] and ElGamal Cryp-
tography [64]. To implement the signature, message is blinded first by the re-
quester then combined with some random ‘Blinding Factors’, and send it to the
signer. The signer without seeing any message content sign the message with the
corresponding scheme and then send it to the requester. The signatures then ver-
ified by the verifier.

Blind signature scheme typically consists of two participants:

1. Requester: The requester is the one who asks for signatures, requesting
the signer to sign the message. The requester first blinds the message and

then sends it to the signer.

2. Signer: Signer is the one who sign the message without seeing any message
content.

43
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3.1 Chaum’s Blind Signature Scheme

In this section, we will discuss the blind signature scheme of Chaum [19]. In the
scheme, the third party cannot trace the sender of the message. The characteristics

that construct the blind signature scheme are as follows:

1. The signing function: Only signer knows the signing function s, and its
publicly known inverse s~' such that s~'(s(t)) = ¢ and through s~' one

cannot find s.

2. Commuting Function: Only the requester knows the commuting function
5 and its inverse 57! such that 57'(s(5(t))) = s(¢). Both 5(¢) and s give no

information about ¢.

3. Redundancy: A redundancy checking mechanism u, that ensure there is

enough redundancy to make it difficult to find legitimate signatures.
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These function are used in scheme as follows:

1. The requester selects arbitrarily ¢ such that u(t), forms 5(¢) and then trans-

mits 5(¢) to the signer.

2. Signer uses s to sign 5(t) and sends back the signed content s(5(t)) to the

requester.

3. The requester then unblinds the signed content by applying 57! such that
s (s(s(1))) = s(t).

1

4. To verify the signature, any body can use the signer’s public key s~ and

verify that the unblinded factor s(t) is signed by the signer, and examine:

u(s~(s(1))).
The security properties are as follows:

1. Unlinkability:
This scheme provides unlinkability, in which the signer cannot link the blind

message he signed to the previous messages.

2. Blindness:
The signer does not know the message contents. The requester sends the

blinded message to the signer, who signs the message blindly.

For further details about the scheme we refer to [19].

3.2 Elliptic Curve Cryptography Based Blind Sign-
cryption Scheme for E-Voting System.
In this section, we will discuss the scheme of Waheed et al. [38] “A Novel Blind

Signcryption Scheme for E-Voting System Based on Elliptic Curve”. In this

scheme, the approved voter can cast vote via electronic devices in the presence of
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internet. Polling server will count all the votes at the end and check the anonymity
of voter. The proposed scheme consists of three participants: signer/polling sta-
tion, voter, and polling server. The suggested procedure is further divided into

four phases:

1. Key generation.
2. Establish communication between two parties.
3. Blind signcryption.

4. Unsigneryption.

This scheme uses elliptic curve cryptography (ECC). In this scheme, elliptic curve
is used because it is inexpensive and use less bit sized key. The security of this
scheme depends on the hardness of ECDLP. This scheme gives the property of
authenticity, forward secrecy, unlinkability and non-repudiatuion, unforgeability,

confidentiality, integrity.

Scheme Participants

1. Signer/Polling Station:
The voter/requester sends the blinded message to the signer at the polling
station to sign the message. The signer will sign the message blindly without
seeing the original message. After blindly signing the message, polling station

sends back the signed blinded message to the voter/requester.

2. Voter/Requester:
Voter is the one who wants to cast a vote. The voter corresponds with the
polling station/signer and requests them to sign his blinded message. After
receiving the signed blinded message from the signer/polling station, voter

sends a signerypted vote/data to the polling server.

3. Verifier /Polling Server:

The polling server verifies the validity of a voter and acts as an authentic
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voter’s data verifier, checking the voter’s validity after unsigncrypting the
received signcrypted message. Polling server accepts the vote if the vote is

valid or else repudiate the vote.

3.2.1 Proposed Scheme

In this section, scheme proposed by Waheed et al. [38] is presented. After mutually
agreeing on the global parameters, the scheme has the setup phase, key generation

phase, blind signcryption, unsigncryption as expressed below.

Global Parameters

The global parameters that are used in this scheme are given below:

Symbol parameters Description

p is a large prime number > 222

n Order of elliptic curve, which is > p
G The base point on ECC of order n > 224
F, The Finite Field of order p
E(F,) Elliptic points on ECC curve F,
Ex(-) Symmetric encryption operation using secret key K.

) Symmetric decryption operation using secret key K.

h A hash function
m Message.
c Ciphered text.

I Concatenation symbol.

TABLE 3.1: Global Parameters

Setup phase

In this phase, the Elliptic Curve Cryptosystem is used to define the security pa-

rameters. With former p > 2*?* and choose a,b € F,, to form elliptic curve E over



A Nowel Blind Signcryption Scheme 48

F,. That is,
E(F,):y*=2"+ax+b modp

where a and b are chosen such that

4a® 4 27b* # 0

The base point G in E(F,) is of order n > 2?24 ; Hash function is denoted by h, the
message is given by m and Ey(-)/Dy(+) are functions for symmetric key encryption
and decryption respectively with a secret key k. The ciphered message is denoted

by c.

3.2.2 Key Generation Phase

Every voter selects his/her private key Pry and calculates its public key Pub.
Afterwards, gets certificate from relevant certificate authority. Other participants,
signer /polling station and verifier/polling server, calculate the public and private

key using the same method. The methodology is described as follows:

1. Signer/polling station chooses a number dg;,, € {1,...,n — 1} arbitrarily as

a private key. Then calculates his/her public key Py, using:

Psign = dsign -G

2. Voter/requester chooses a number d,., € {1,...,n — 1} arbitrarily as a pri-

vate key. Then calculates his/her public key P,, using:

Preq = dTeq -G

3. Verifier /Polling server chooses a number dye, € {1,...,n — 1} arbitrarily as

a private key. Then calculates his/her public key P, using:

Pver - dver -G
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3.2.3 Signcryption Algorithm

Any voter/requester desires to send a message without revealing its identity to
the polling server/verifier in a trustworthy and secret manner. The procedure

described below is to produce a blind signcrypted message.

A. Voter/Requester

The following steps have to be calculated at the voter/requester’s end:

1. Choose an integer arbitrarily as: 5 € {1,...,n — 1}.

2. Calculate elliptic curve point:

A=B-G (3.1)

3. Calculate hash value r using the hash function A as:

r = h(m||A) (3.2)

4. Send r to signer/polling station.

B. Signer/Polling Station

After receiving r, the signer/polling station arbitrarily chooses an integer ~.

The following steps have to perform at the signer/polling station’s end.

1. Choose an integer arbitrarily v € {1,...,n — 1}.

2. Calculate elliptic curve point using:

X=~-G

3. Generate signature § by using signer private key as:

5 = (dsign +7-7) modn (3.3)

4. Signer forwards (X, 5) to voter/requester.
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C. Requester/Voter

After receiving (X, 5) from the signer/polling station, the requester/voter

has to perform the following steps:

1. Choose an integer arbitrarily ¢ € {1,...,n — 1}.

2. Find the secret key k. for encryption using:
ke = h(p - Puer) (3.4)
3. Calculate ciphertext C using secret key k. found in the previous step:
¢ = Eg (m]]s)

4. Calculate signature using arbitrarily chosen integers ¢ and S and sig-

nature blind factor s :

s = <L) mod n (3.5)

r+p5+s

5. Forwards (c,r, s, A, X) to polling server/verifier.

3.2.4 Unsigncryption Algorithm

The polling server/verifier checks the authentication after receiving the message
from blind signcrypted text. If it verifies the authentication of the message, then

accept it and put it in the voter bank; if not, then reject the vote.

1. Verifier first calculates ¢ by using his/her secret key d.. as :

q=dyer+s modn (3.6)

2. Calculate secret encryption key using signer’s public key Pg;gy, as:

ke = h(q.(Psign + 1 (X + G) + A)) (3.7)
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3. Decipher the message and the set blinded signature s using the above secret
key k. as:
m||s = D, (c)

4. Next calculates the hash value 7’ of the message m and A as:

r" = h(ml||A)

5. If " = r, then the message m is original and can be accepted safely otherwise

vote will be rejected by the verifier.

3.2.5 Correctness

For the correctness of the scheme, we have to make sure that the encryption/de-

cryption key k. computed in equation (3.4) and (3.7) are same.

Theorem 3.2.1. If the following equation is authenticated by the sender and

the receiver then the above scheme is accurate:

q(PSZgn—i_T(X_I—G)_‘_A):SOPveT (38)

where all calculations are performed under modulo n.

Proof:

L.H.S. = q.(Psign + (X +G) + A)
(Psign +7-7v-G+rG+ A)

q-
doer 8+ (Psign +7-v-G+7r-G+ A)

:(7’+/3+5> dver * (dsign -G +71-7-G+71-G+ 3-G))
¢+ Per
:(7’+5+5> dsign + 17+ 1+ )
© - Poer
:(T+6+d ¥ v)(d3i9"+r'7+7”+5)
sign
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:@'Pver

This proves that the scheme described above is authentic.

3.3 Security Analysis

The scheme provides security against numerous attacks. The security of the
scheme relies on Elliptic Curve Discrete Logarithm Problem (ECDLP). Below are
the security characteristics of the scheme, which will be examined to authenticate

the safety of the presented signcryption scheme.

1. Confidentiality

The scheme provides security against numerous attacks to ensure the con-
fidentiality of message information. If an intruder wants to finds out the
private key dggn from the Step (1) of Section 3.2.2, he/she cannot easily
solve the ECDLP, as it is computationally infeasible.

Case-I:  If an attacker wants to calculate k. using the equation from the
Step (3) of Section 3.2.2 and from the equations (3.6) and (3.7) in the Section
3.2.4 as follows:

Pver:dver'G
q:dver's
ke:h(Q(Pszgn+rX+G)+A))

finding d,., is hard for an attacker because of elliptic curve discrete logarithm
problem (ECDLP).

Case-II:  For an attacker to calculate k. using the equations (3.1), (3.5)
and (3.4) from the Section 3.2.3, as follows:

A=B-G

d

§=—"—
r+p8+s
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the value of (8 is required which is hard to find for an attacker because of

ECDLP.

2. Integrity

The integrity property assures that the message content does not change
throughout the communication via the noisy medium. The voting server
is authenticated using the proposed scheme. Voter evaluates r = h(m||A)
and impulsively signs the contents to create 5 then sends r to the polling
station. Later, the voter creates his/her own signature s after the polling
station/signer sends back the signature, and then the voter sends it for ver-

ification to the polling server.

If an intruder attacks and swaps the contents of the encrypted message from
¢ to ¢ while communicating, this indicates that the value of m also alters to
m on the server’s end too. Accordingly, the values of r, s will also be altered
to 7,5, which is impossible because of the random oracle properties of the
hash function such that h(m||A) # h(m||A). For an authentic signature, the
attacker requires (5 which is calculated from the equation (3.1) in the Section
3.2.3 as follows:
A=p-G

and dg;g, from the Step (1) of Section 3.2.2 as follows:

Psign = dsign -G

respectively that are hard to find because of the ECDLP.

3. Unforgeability

In unforgeability, neither the attacker nor the receiver can fabricate values
of signature (c,r, s) while communicating over a noisy medium. In the pre-
sented scheme, the attacker requires 3, dgig, and m to create an authentic

signature in the equation (3.5). For this, the attacker has to calculate 5 from
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the equation (3.1) and d;g, from the Step (1) of Section 3.2.2 respectively:

A=B-G
Psign:dsign'G

that are difficult to find because of ECDLP.

4. Authentication

Authenticity makes sure that the received message or the sender is authorized
or unauthorized. The proposed scheme gives validity at two stages: first, it
gives signer’s authenticity, and secondly, it also authenticates the registered
vote collected to the polling server. After obtaining data, the polling server
validates the signature by utilizing the polling station/signer’s public key
P;,n by utilizing the public key Py, related with a signature key (private
key dgign). In the case that signatures are authenticated, it indicates that

they were created by the authorized signer.

On the contrary, if they were changed during transmission or at some other
location by anyone, the polling station will not accept them. Calculating

dsign from the Step (1) of Section 3.2.2 as following:

Psign = dsign -G

is hard to compute because of ECDLP.

5. Public Verifiability

If a conflict arises, the judge (third verifer) can confirm the contents of the
message by providing the parameters of the signature to the judge (third
verifer) without seeing any message secret. The proposed scheme makes
certain public verifiability. If a conflict arises, the polling server transmits
(m,5,X,A) to a third verifier to resolve the dispute and confirm the genuine

signer. The third verifier authentication procedure is described below:

Judge: (Third Verifier)
Verify(m,5,X, A, Psign)
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1. Authenticate the public key of signer P, with the certificate.

2. Calculate:
r=h(m||A)

3. Calculate:
y=(5-G—r-X)

4. It y = P4y then the sign created by the authentic person with the
public key FPs;gp

Theorem 3.3.1. The following equation validates the correctness of the

public verifiability described earlier, if the following condition satisfied

§'G_T'X:Psign

Proof:

5-G—r-X= (dggn+7r-B)G—1r-X
= dgign-G+1r-B-G—r-X
= dsign - G+1r-B-G—r-B-G
= dsign'G

This means that the authentication process is valid.

6. Non-Repudiation

If a conflict arises, the judge (third verifier) can confirm the contents of the
message by providing the parameters of the signature to the judge without
seeing any message secret. In case of any conflict, the proposed scheme
assures public verifiability. If a conflict arises, the polling server transmits
(m,§,Z, A) to the judge to resolve the dispute. The judge confirms the
authenticity of the signer and the content of the message, ensuring that it

was signed by the genuine person and not by somebody else.
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7. Un-Traceability

Un-traceability ensures that the recipient of the message cannot trace down
the sender. For computing parameters (c;, i, 4;, $i, X;), the voter utilizes
arbitrary numbers as a private key, as described in the Section 3.2.3, and
then transmits them to the polling station. As a result, neither the verifier

nor the polling station can verify the legitimacy of the sender.

8. Unlinkability

Unlinkability refers to the inability to connect earlier messages with the
sender of the current message. For instance, a voter transmits 1 = h(my||A),
as mentioned in the equation (3.2) of the Section 3.2.3, to the polling sta-
tion for signature. If another voter transmits ro = h(ms||A) to the polling
station. The signer at the polling sation then includes it in the record list
Li(ry,72,...,7;). Subsequently, the pair (m;,r;) is produced by either the
polling server or the polling station, so the signer/polling station cannot

link r; back to the original m,.

9. Forward Secrecy

After the breakdown of a sustained relationship, an attacker cannot obtain
the private keys d,, and ds;gy,, from Steps (1) and (2) of Section 3.2.2 of any
contributor, nor they can access old messages. If the private key is misplaced,
the presented e-voting scheme offers forward secrecy. The intruder cannot
find out the private key from the old signcrypted message (c,r,s, A, X).
Furthermore, the attacker has to calculate 8 from the equation (3.1) in the

Section 3.2.3 as follows:

A=p-G,

which is difficult due to the hardness of the elliptic curve discrete logarithm

problem (ECDLP).



Chapter 4

New Generalized Blind
Signcryption Scheme Based on
Elliptic Curve for E-Voting

Scheme

In this chapter, the Blind Signcryption Scheme presented in Chapter 3 will be
extended to a Generalized Blind Signcryption Scheme. Particularly, a general-
ized blind signcryption scheme for e-voting system based on ECC is proposed. To
make an e-voting system more secure, ECC is used. The scheme gives authenticity,
integrity, unlinkability, unforgeability, confidentiality, forward secrecy and nonre-
pudiation, similar to the scheme presented in Chapter 3. In a generalized blind
signcryption scheme, we have three modes: blind signeryption mode, encryption-
only mode and blind signature-only mode. In the encryption-only mode, only the
message will be encrypted without applying a signature. In the blind signature-
only mode, only the signature will be generated. If both signing and encryption
are required, then it will perform generalized blind signcryption. In this chapter,
the three modes of operation will be discussed and the correctness of the scheme
will be examined. Furthermore, a toy example to illustrate the scheme will also

be presented.

57
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4.1 Generalized Blind Signcryption Scheme

In this section, the Generalized Blind Signcryption Scheme is proposed, which
divides the signcryption scheme into three modes: Blind Signeryption Mode, Blind
Signature Only Mode, and Encryption Only Mode. The proposed scheme for the
e-voting system utilizes elliptic curve cryptography and consists of three main
steps:

1. Key Generation.

2. Signcryption.

3. Unsigncryption.

Scheme Participants

The participants in the proposed scheme, all of which are described in Section 3.2

of Chapter 3, are as follows:

1. Voter/Requester.
2. Signer/Polling station.

3. Verifier/Polling server.

Proposed scheme

The proposed scheme is structured in the following manner: Global Parameters,

Key Generation Phase, Blind Signcryption Phase, Blind Unsigncryption Phase.

Global Parameters

The global parameters that are used in the proposed scheme are same as described

in the Table 3.1 in Section 3.2.1 of Chapter 3.
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4.1.1 Key Generation Phase

Every participant of the proposed scheme will choose their private key and cal-
culate their public key. The steps for key generation for every participant of the

proposed scheme are described below:

1. Voter/Requester chooses his/her private key d,, € {1,...,n—1} arbitrarily.
Then calculates his/her public key P,., using:

Preg =dreg -G mod p.

2. Signer/Polling station chooses his/her private key dgq, € {1,...,n — 1}
arbitrarily. Then calculates his/her public key Py, using:

Psz'gn = dsign -G mod p.

3. Verifier /Polling server chooses his/her private key dy., € {1,...,n — 1} ar-
bitrarily. Then calculates his/her public key P, using:

Pyer = dyer - G mod p.

4.1.2 Generalized Blind Signcryption Scheme

In this section, the steps for the Generalized Blind Signcryption Scheme will be
discussed. In the signeryption phase, the voter/requester and the signer/polling
station are involved. In the unsigncryption phase, the polling server/verifier is

involved.

Signcryption Phase

Any voter/requester wants to send a message to the polling server. The steps to

generate blind signcrypted message are described below:
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Voter /Requester

After choosing secret keys as very large random integers 31, 52, and the mes-

sage m the following computations will be performed at the voter/requester

end.

Choose random integers (1, 52 or both € {1,...,n — 1}.

. If B3 = null, then take A = null and calculate » = h(m). Then go to

step 8, else

Calculate elliptic curve point A by using (5, provided fo # Null:

A=0y-G mod p.

Calculate hash value r of message m concatenated with A:

r=nh(m||A).

Use private key d,.., of voter and public key P, of verifier and calculate

key K using:

K =d,eq - Poer = (K1, K2) mod p. (4.1)

Use key K and elliptic curve point A to calculate secret encryption key
Kes:
ke* - h(Kl : A)

If 81 = null, then take 7" = null and calculate ¢ = Ej,_. (m). Then go to
step 13, else

Another elliptic curve point 7" will be calculated by using public key of
verifier P,., and (1, provided $; # Null:

T = (T17T2> - 61 : Pver mod b-

Transmit (r,T") to signer/polling station.
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Signer /Polling Station

After receiving (r,T") from the voter /requester, the signer/polling station has
to perform the following steps to generate the signature. After choosing the
secret key as very large random integer v the following computations will be

performed at the signer/polling station end.

1. Choose arbitrarily an integer v € {1,...,n — 1}.

2. Generate the signature 5 using the private key ds;q, of the signer, blind-

ing factor  and the random integer v as:

§=T5 (dsign +7-7) mod n.

3. Transmit § to Voter/Requester.

Voter /Requester

After receiving s from the signer/polling station, the following computations

will be performed at the voter/requester end:

10. Calculate the elliptic curve point ) by:

Q=5-G mod p.

11. Calculate the ciphertext ¢ for the message m together with s using the

secret encryption key ke«:

c = Ej,.(m]]5).

OR if B2 = null then calculate ¢ by concatenating message m with s:

c = (ml]3).

12. Calculate signature s by using the voter’s private key d,., and random

integer [3;:

mod n.
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13. Transmit (¢, r, A) to the polling server if £, = null or transmit (s, @, T)
to the polling server if Sy = null, else transmit (c,r, s, @, A, T) to the

polling server/verifier.

Unsigncryption Phase

The verifier /polling server unsigncrypt the signerypted text to verify the authen-
ticity of the message. If it is verified, then it is accepted.

If the verifier receives (s,@,T') then go to Step (6); if the verifier receives (¢, 7, A)
then go to Step (1) and return after completing Step (5). If the verifier receives
(c,r,s,A,Q,T), the following computation will be performed at the verifier /polling

server’s end:

1. First, find the key K using the verifier’s private key d,e. and the voter/re-
quester’s public key Pcq:

K =dyer + Preg = (K1, K3) mod p (4.2)

2. Using K, and A calculate the shared secret key ke« :

3. Calculate plaintext message m by decrypting the ciphertext ¢ using secret
key ke«
m||§ = Dy,.(c)

4. Calculate:

/

r = h(m|[A)

5. If ' = r accept the message m as original; otherwise, reject it.

6. Verify the signature s by calculating the elliptic curve point 7"

T =dyer - $(Q + Prey) modn
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7. If T" =T then signature are authentic otherwise rejected.

The Generalized blind signcryption scheme is summarized in Table 4.1 given below:

Signcryption Unsigncryption
Voter/Requester: K =dyer - Preg = (K3, K)
If By = Null take A = Null; ke = h(K; - A)

else calculate: A= fy - G m||5 = Dy,.(c)

r = h(m||A) r" = h(m||A)

K =dyeq - Poer = (K1, K>) Accepts if ' =r

ker = h(Ky - A) T" = dyer - $(Q + Preg)

If 5= Null take T" = Null,

else calculate: T = By + Pyer = (T4, T)
Signer /Polling Station:

5 = Ty (dsign +1 - 7)

Voter/Requester:
Q=5-G
c = Ey_.(m]]35)
)
S+ dreq

(c,r,8,A,Q,T) —

Accepts if T" =T

TABLE 4.1: Generalized Blind Signcryption Scheme

4.1.3 Blind signature only mode

If only authentication is required, then the voter/requester will perform the oper-

ations of the blind signature only mode. In blind signature only mode, to perform

only operations for signatures on the message, he/she will set 33 = Null in Section

4.1.2 of Step (1) of voter/requester. For signatures, both the voter/requester and

the signer/polling station are involved. Verification, on the other hand, is per-

formed by the verifier /polling station. The scheme for blind signature-only mode

is summarized in Table 4.2 given below:
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Signature Verification
Voter /Requester: T = dyer - S(Q + Preg)
r = h(m) Accepts if T" =T

T = Bi Poer = (11, T3)
Signer/Polling Station:
5§ = To(dsign +17.7)
Voter /Requester:

O=5-G
B
<§+dreq

(5,Q,T) =

TABLE 4.2: Blind Signature Only Mode when £, = Null

4.1.4 Encryption Only mode

If only confidentiality is required then voter/requester will perform the operations
of the encryption-only mode In encryption only mode, The voter/requester will
set $; = Null in Section 4.1.2 of Step (1) of voter/requester. For encryption-only
mode, only voter/requester is involved. However, verification is performed by the
verifier /polling station. The scheme for encryption-only mode is summarized in

Table 4.3 given below:

Voter /Requester Unsignryption

A=p -G K =dyer - Preq = (K1, K)
r = h(m||A) ker = h(K;.A)

K =dreq Poer = (K1, K>) m = Dy,.(c)

kex = h(K; - A) r" = h(m||A)

c=Ey.(m) Accepts if ' =7

(c,r,A) —

TABLE 4.3: Encryption only mode when 5; = Null
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4.2 Correctness

The correctness of both the signature and encryption phases is proved in this

section.

Theorem 4.2.1. The signatures in the above generalized blind signcryption

scheme are correct if the verifier proves the following:

/61 ' Pver = dver : S(Q + Preq)

Proof:

dver'S<Q+P7‘eq):dve7" 5 51 (E'G‘f‘dreq'G)

req

Bi-G
§+dreq

:dver'ﬁl'G
:ﬂl'<dver'G>
:51'Pver

- dve’r :

(g + dT@‘Z)

So, the signatures are authentic.

Now, it will be demonstrated that the key K plays the role of the shared secret
key.

Theorem 4.2.2. The above proposed signcryption and unsigneryption are

correct if the verifier proves the following:

dver : Preq = dreq : Pver

Proof:

dver . Preq - dver : (dreq . G)
- d'req : (dver : G)

= dreq : Pver
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This shows that key K computed in equation (4.1) and (4.2) are the same.

4.3 Toy Example

The above generalized blind signcryption scheme is now illustrated with a toy

example.

Example 4.3.1. A voter wants to send a message m = 15 to the polling server
in a safe and trustworthy approach. Suppose an elliptic curve y? = 2% + 42 + 229
where a = 4, b = 229 and p = 503. The points Er,(a,b) = Es03(4,229) generate
the elliptic curve group. Suppose the base point G = (220, 174) and the order of
base point is n = 541 where 541 -G = O. There are 542 total points in the elliptic
curve indicates that |FE5p3(4,229)| = 541.

S-DES will be used for encryption/decryption, and CRC-8 will be utilized to cal-

culate the hash value.

First, generate keys by following the key generation algorithm in section 4.1.1.

Key Generation

1. Voter selects his private key as: d,¢; = 10, and then calculates his public key

Preg as:

Prey = dreg- G mod p
= 10(220,174) mod 503

= (138,275)

2. Signer selects his private key as: dgg, = 5, and then calculates his public

key Piigr as:

Psign - dsign -G mod p

= 5(220,174) mod 503
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= (381,476)

3. Verifier selects his private key as: d,., = 2, and then calculate his public key

P,., as:

P’ver = dver -G mod p
= 2(220,174) mod 503

— (385, 480)

Generalized Blind Signcryption

Voter/Requester:

1. Chooses arbitrarily 8, = 3, fs = 4.
2. Compute elliptic point A using:
A= -G modp

= 4(220,174) mod 503
= (480,374)

3. Compute hash value of message m together with A by using CRC-8 algo-

rithm:

r = h(m||A) modn
— h(15(480,374)) mod 541

r= 127

4. Compute keys K by using private key d,., of voter and public key P, of

verifier:

K = dreq : Pver mod p
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= 10- (385,480) mod 503

K = (Ki, K») = (279,343) (4.3)

5. Compute secret encryption key k-:

ke = h(K;-A) mod n
= (279 - (480, 374))
— 7(147,186)

ke = 402

6. Compute elliptic point 1" using:

Tzﬁl'Pver mOdp
— 3(385,480) mod 503

T = (Ty,Ty) = (430,285)

7. Transmit (r,T) to signer.

Signer/Polling station

1. Chooses arbitrarily v = 6.

2. Compute signature s using:

§= Ty (dsign +7-7) modn
= 285-(5+127-6) mod 541
— 285 (5+762) mod 541

= 31

3. Transmit 5 to voter.

Voter/Requester
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1. Compute ciphertext ¢ using S-DES [50] a symmetric key encryption:

c= Ej_.(m||5) modn

c= 0011001011110111

2. Compute signatures s using:

= d
S §+dreq mod n
3
= mod 541
31+ 10
= 3(41)"" mod 541
s= 198

3. Compute elliptic point @) using:

@=5-G modp
= 31-(220,174) mod 503
Q = (158,12)

4. Transmit (¢, r,s,Q, A) to verifier.

Unsigncryption

1. Compute K using:

K = dver : Preq mod p
— 2(138,275) mod 503

K = (Ki, K») = (279,343)

Note that this K is same as computed by the voter/requester in equation

(4.3).
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2. Compute secret key k.« using:

ke* — h(Kl * A)
= Rh(279(480, 374))
— h(147,186)

koo = 402

3. Decrypt the ciphertext ¢ by using the decryption algorithm of S-DES [50]:

m||s§ = Dy,.(c) modn
— Dy0»(0011001011110111)

ml|5 = 15/31

4. Compute T' using:

T = dver's'(Q+Preq) mOdp

2198 ((158,12) + (138,275)) mod 503
— 396 ((158,12) + (138,275)) mod 503

T = (1Y, Ty') = (430, 285)

5. Compute " using:

' = h(m||A)
=h(15||(480, 374))
r = 127

6. As r =127 and r’ = 127, so the vote is acceptable.



Chapter 5

Security Analysis

In this chapter, the security analysis of the generalized blind signcryption scheme
proposed in Chapter 4 is discussed. The security of the scheme relies on the Elliptic
Curve Discrete Logarithm Problem (ECDLP). Afterwards, the cost analysis is

presented and compared with the other existing schemes.

5.1 Security Characteristics

In this section, the security characteristics will be discussed. The proposed scheme
provides confidentiality, integrity, unforgeability, authenticity, untraceability, un-
linkability and public verifiability. The security of this scheme depends on the
ECDLP.

1. Confidentiality

In this property, the attacker is unable to access the message contents. To
access the message contents, the attacker needs the secret encryption key
ke, which is hard to find due to the ECDLP.

Case-I: To attack the system, the attacker needs the private key of voter/
requester d,., from Step (1) of Key Generation Phase 4.1.1,

Preq = dreq -G
71
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and the key K from the Step (5) of voter/requester in Signcryption Phase
4.1.2 to find the secret key for encryption k.

K = (K17K2) = dreq : Pver

ke* — h(Kl * A)

But finding d,., is difficult for an attacker due to ECDLP.

Case-II:  To calculate the secret encryption key k.-, the attacker needs
A from the Step (3) of voter/requester in Section (4.1.2), which is infeasible
due to ECDLP.

A=f-G
ker = h(K; - A)

2. Integrity

In this property, the attacker cannot alter the message during transmission
over a noisy medium. In the proposed scheme, a hash function is used for
blinding the message contents. To find the value of  in the Section 4.1.2 of

Step (4) of voter /requester the hash function is used.

r = h(m||A)

If the attacker alters m — m/, then the values of (¢, s, r, 5) will also change
to new values. That is, r — ', ¢ — ¢, s - s and § — 5. As a result, the
value of 7’ from the Section 4.1.2 of Step (4) of unsigncryption changes to r”

on the server side as well due to the hash function random oracle property.

r' = h(ml||A)
" = h(m'||A)

So, if the message contents are changed during transmission, the verifier will

recognize that the message was altered along the way.
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3. Unforgeability

The proposed scheme also offers unforgeability. In this property, the attacker
cannot forge values of (¢, 7, s) in Section 4.1.2. To forge the values, attacker

needs (dsign, 1, B2, ) from Section 4.1.2 to calculate:

A
5+ dreq
s = TQ(dsign +r- ")/)

However, it is difficult to find an authentic signature because the signer’s
private key d;g, and the requester’s private key d,¢, from the Key Generation
Phase of Section 4.1.1 is used for generating the signature in Step (12) of

voter /requester in Section 4.1.2.

Psign = dsign -G
Preq = dreq -G

Finding the private key ds;g4n, and d,, of the signer and the requester is hard
to compute due to ECDLP.

4. Authentication

The proposed scheme provides authenticity by generating the signature s

using the requester’s private key d,., from the Key Generation Phase 4.1.2.

Preq = d’r’eq -G

_ &
s+ dreq

Then the receiver/verifier verifies the signature in Step (6) of the Unsign-
cription Phase 4.1.2 using his/her private key d,., and the public key P,
of requester from the Key Generation Phase 4.1.2.

Preq = dreq -G

T/ = dver . S(Q + Preq)
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Finding d,., and d,., is difficult to calculate due to ECDLP. Therefore, the

attacker cannot forge the signatures.

5. Un-Traceability

This scheme provides un-traceability. In the proposed scheme, the attacker
or the receiver of the message cannot trace the message sender. The voter/re-
quester uses arbitrary private integers 31, O to calculate parameters (c,r, s)
in the Signcryption Phase 4.1.2. Finding f; and Sy is hard because of
ECDLP. So, the attacker cannot calculate the parameters (c,r,s). As a

result, the receiver cannot trace the message sender.

6. Unlinkability

The voter sends r to the polling station for generating the signature s in the

Step (2) of the signer/polling station in the Section 4.1.2,

r= h(m[|A)

w
I

T2(dsign +7- 7)

The signer then keeps the record (11,72, ..., 7;) for messages (mq, ma, ..., m;).
Later, if the signer/polling station wants to link the old messages, he/she
cannot link r; with the message m;. Because the same pair (m;,r;) is pro-

duced by either the polling station or the polling server.

7. Public Verifiability

In this property, if there occurs any misunderstanding, a third party can ver-
ify if the signature are authentic or not and that the document has not been
altered. Anyone can verify the signature by sending the signature parame-
ters (¢, r, s) to the judge. In the proposed scheme, the signer generates the
signature 5 using his/her private key dg;4, in Step (2) of the Signer/Polling
Station in Section 4.1.2, and then the secret arbitrary integer [3; is used to
generate the signature s that only voter/requester knows in Step (9) of the
Section 4.1.2. Therefore, neither the signer nor the voter/requester can deny

their signatures.
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8. Non-Repudiation

In this property, if there is any dispute, the sender cannot deny that he/she
did not send the message. One can prove this by sending the parameters
to the third verifier/judge. In the proposed scheme, the signer generates
the signature in Step (2) of the signer/polling station in Section 4.1.2 using
his/her private key d;g, which is hard to compute due to ECDLP.

Psign = dsign -G

Therefore, no one other then the signer can generate the signature. Fur-
thermore, the voter/requester uses an arbitrary number i to generate the
signature s in Step (9) of the voter/requester in Section 4.1.2, the arbitrary
number (3; is known only to the voter/requester. As a result, no one other
than the voter/requester can sign the message content. Consequently, the

sender cannot deny his/her message.

9. Forward Secrecy

In this property, the attacker cannot find the secret keys d,e, and dgig, of
voter /requester and signer/polling station from the Key Generation Phase
4.1.1 after the long term communication has ended or is lost. Whenever a
new message is being encrypted, the value of 35 will be changed. As a result,
the attacker cannot recover the message from the previous communications.
To retrieve the old messages, one need (35 from the Step (2) of voter /requester

of Section 4.1.2; but finding (5 is hard due to ECDLP.

5.2 Computational Cost

In this section, the computational cost will be discussed. For the computational
cost the approach presented in [38] is used. That is, we focus on the number of

various operations involved in the proposed scheme.

The operations used in the proposed Generalized Blind Signcryption scheme are
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described in comparison to the previous scheme, as shown in Table 5.1. In this

table, the ‘M-Exp’ represents ‘exponentiation multiplication” and ‘Mul’ represents

‘scalar multiplication’. The displayed numbers indicate that how frequently an

operation is performed across all sections, requester, signer and verifier of the

scheme.

Scheme

M-Exp Mul

Ullah et al. [30]

Yu and He [27]

Awasthi and Lal [26]

Waheed et al. [38]

Han et al. [65]

Zhou [66]

Proposed Scheme

Requester

Signer

Verifier

Requester

Signer

Verifier

Requester

Signer

Verifier
Requester/Voter
Signer/Polling Station
Verifier /Polling Server
Requester/Voter
Verifier /Polling server
Signcryption
Unsigncryption
Requester /voter
Signer/Polling Station

Verifier/Polling Server

- 3
- 1
_ 2
7 -
2 _
2 -
4 -
1 -
2 -
; 2
; 1
- 2
_ 2
- 3
- )
- 7
- 5}
- 3

TABLE 5.1: Comparison of operations of other schemes with proposed Gener-

alized Blind Signcryption Scheme

In this scheme, using security controller Infineon SLE66CUX640P [67], the Com-

putation time for for exponentiation multiplication (M-Exp) is 220 milliseconds
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(ms), and for scalar multiplication (Mul), it is 83 milliseconds (ms). The ta-
ble below provides a cost comparison between various existing blind signcryption
schemes (BSS) and the generalized blind signcryption schemes (GBSS) with the

proposed Generalized Blind Signcryption scheme.

Computational time

Schemes Feature

Mul (83 ms) M-Exp (220 ms)
Ullah et al. [30] BSS 6 x 83 = 498 -
Yu and He [27] BSS - 11 x 220 = 2420
Awashthi and Lal [26] BSS - 7 x 220 = 1540
Wabheed et al. [38] BSS 5 x 83 =415 -
Han et al. [65] GBSS 5 x 83 =415 -
Zhou, Caixue [66] GBSS 12 x 83 =996 -
Proposed Scheme GBSS 8 x 83 = 664 -

TABLE 5.2: Computational Cost

The computational cost in the proposed scheme is higher compared to some other
schemes due to its nature as a Blind Signcryption Schemes. While certain schemes
involve only two participants, our scheme involves three participants, resulting in
a Generalized Blind Signcryption scheme. In the generalized blind signcryption
scheme, the computational cost varies due to the involvenment of three different
modes. Consequently, by summing up the costs associated with these three modes,
blind signcryption mode, encryption-only mode and the blind signature-only mode,
the computational cost of the Generalized Blind Signcryption Scheme exceeds that

of other schemes. The computational cost for the different mode is described below:

Encryption Only Mode

In the encryption mode, compute the cost of the operations that will be used for

encryption in algorithm 4.1.4. The number of operation that are used for the
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encryption mode and the cost is described below:

Scheme participants M-Exp Mul
Voter/Requester - 3
Verifier /polling server - 2

Total operations 5

Total cost 5 X 83 =415

TABLE 5.3: Computational Cost for encryption mode

Signature Only Mode

In the Signature only mode, compute the cost of the operations that are used for
signature in Section 4.1.3. The number of operations that are used and the cost

is described below:

Scheme participants M-Exp Mul

Voter/Requester - 2

Signer /Polling station - -

Verifier/Polling server - 1
Total operations - 3
Total cost 3 x 83 =249

TABLE 5.4: Computational Cost of Signature Only Mode

5.3 Cryptanalysis attack

In this section, various cryptanalysis attacks will be discussed, and their analyses
will be presented in detail. These attacks will determine whether the proposed

scheme is resilient to attack or not.
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5.3.1 Brute Force Attack

In this attack, the attacker uses a hit or trial method to find the secret key. In the
proposed scheme, to find the secret keys of the signer/polling station d;g, or of
the voter/requester d,., in the Section (4.1.1), the attacker needs to compute the
ECDLP, which is difficult to compute. The elliptic curve cryptosystem employs a
160 bit key size. Thus, if the order of the elliptic curve is > 263 then the scheme
is considered to be on the safe side [4]. The order of the elliptic curve is > 2%
which means the key space is very large. Consequently, it will take a significant

amount of time for an attacker to find the secret keys of the signer or the voter.

Thus, the scheme is secure against Brute Force Attack.

5.3.2 Ciphertext only Attack

In this attack, the attacker has access to the ciphertext through publicly available
data. The primary aim of the attacker is to find out the private key or the original
message. If the attacker discovers the private key, he/she can determine all the

plaintexts that are encrypted using that key.

Let’s assume the attacker has information about ciphertext ¢, and his/her goal
is to calculate the private key or the original message. To obtain the private key
dyeq from the Step (1) of the voter/requester in Key Generation Phase 4.1.1, the
attacker must solve the elliptic curve discrete logarithm problem (ECDLP), which
is a hard problem to solve. Therefore, the attacker cannot find out the private
key d., and, as a result, he/she cannot find the plaintext message m from the
ciphertext c. Consequently, the proposed scheme is secure against Ciphertext Only

Attack.

5.3.3 Known Plaintext Attack

In this attack, the attacker has access to some information about the plaintext and

its corresponding ciphertext. The primary goal of the attacker is to find the secret
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key so that he/she can obtain the plaintext or gain additional information about
it. To find the secret encryption key ke«, from the Step (6) of the voter/requester
in Section (4.1.2), the attacker needs K from the Step (5) of the voter/requester
from Section (4.1.2). However, finding K is difficult because it involves the private
key d,., of requester/voter, which is computationally difficult to derive from the
Step (1) of Key Generation Phase 4.1.1, due to ECDLP. Additionally, the secret
shared key k.« involves a hash function, and due to the hash function random
oracle property, it is impossible to find the secret shared key k.. As a result, the

proposed scheme is safe against this attack.

5.3.4 Chosen Ciphertext Attack

In this attack, the attacker chooses random ciphertext of his/her own choice and
obtains their corresponding plaintext. The primary aim of the attacker is to find
the secret key or the secret parameters. In the proposed scheme, the attacker
chooses his/her ciphertext ¢ of his/her own choice and obtains the plaintext mes-
sage m corresponding to the chosen ciphertext. However, given ¢ and m, it is
impossible to find the shared secret key k.« because it involves another parameter
A, which in turn involves the secret integer [ from the Step (3) of voter/re-
quester in the Section 4.1.2. Finding the secret integer (3, from the Step (3) of the
voter /requester in the Section 4.1.2 is hard to find for the attacker due to ECDLP.

Therefore, the scheme is secure against Chosen Ciphertext Attack.

5.3.5 Forgery Attack

In forgery attack, an attacker targets the network communication between the re-
quester/voter and the polling server/verifier. To achieve this, the attacker forges
the values of message m in Step (4) of the voter/requester or the signature s in
Step (12) of the voter/requester in the Section 4.1.2, in order to generate his/her
own signature or message. In the proposed scheme, if an attacker attempts to

forge the values of message m, the values of (¢, s, ) are changed to (¢, ¢, ') in the
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Signcryption Phase 4.1.2. Subsequently, the attacker sends these altered values
to the verifier/polling server. However, the verifier/polling station cannot verify
the values. In the Signcryption Phase 4.1.2, to forge the values of the signature
s in Step (12) of the voter/requester, an attacker would require to know the pri-
vate key de. of voter/requester from the Step (1) of Key Generation Phase 4.1.1,
which he/she cannot find out due to ECDLP. Moreover, the attacker would also
need to determine the value of r from Step (4) performed by voter/requester in
Signcryption Phase 4.1.2, which is computationally infeasible due to the involve-
ment of a hash function with a unique output in calculating . Consequently, the
Unsigneryption Phase 4.1.2 would be unable to verify any falsified values within
the signcrypted text in Step (4) of the unsigneryption phase. Thus, the overall

scheme remains secure against forgery attacks.

5.3.6 Man In The Middle Attack

In this attack, an attacker places themselves between the communication of two
parties and eavesdrops on their communication. He/She wants to alter the mes-
sage, either completely or partially, while pretending that the normal conversation
is ongoing. The objective of the attacker is to create mutual shared secret keys
for both the verifier /polling server and the voter/requester. To achieve this, the
attacker selects the secret key d,; and calculate the public key Py = doy - G
which is an elliptic point. To establish honest communication with both parties,
the attacker needs to create mutual secret keys. The attacker uses his/her public
key P,y to create a secret key, but he/she cannot create a valid key because the
attacker has no knowledge about the secret number Sy from the Step (3) of the
voter /requester in Section4.1.2; and the hash function is involved for generating
the secret key k.~ in Step (6) of the voter/requester in Section4.1.2. Consequently,
the attacker cannot create a valid secret key. Therefore, the scheme is safe from

this attack.



Chapter 6

Conclusion

In this thesis, Waheed et al.’s blind signcryption scheme [38] “Novel Blind Sign-
cryption Scheme for E-Voting System Based on Elliptic Curves” is examined.
Their scheme provides the characteristics of forward secrecy, unlinkability, and
non-repudiation along with the basic characteristics of confidentiality, authenti-
cation, integrity and unforgeability. The scheme simultaneously offers both con-
fidentiality and authenticity. In this scheme, some notational mistakes are made,
and some parameters/variables used in their scheme are not properly defined. For
instance, 7" is not defined in their scheme [38]. In this thesis, the generalized blind
signcryption scheme is proposed by enhancing the blind signcryption scheme pre-
sented in Section 3.2 of Chapter 3. In the proposed generalized blind signcryption
scheme, blind signcryption mode, encryption mode and blind signature mode are
adaptable as needed. If the user wants only authenticity the blind signature mode
will be used, if the user wants confidentiality then encryption mode will be used,
and if both the confidentiality and authenticity is required then blind signcryption
will be used. The security of this scheme depends on the hardness of ECDLP
and the hash function random oracle property. This scheme provides the security
features of blindness, integrity, unforgeability, untraceability, unlinkability, non-
repudiation and forward secrecy. The correctness of the scheme shows that our
scheme is accurate. The resistance of the scheme against known ciphertext attacks

is also highlighted in Chapter 5, which demonstrates that the scheme is resilient
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against from cryptanalysis attacks and is both efficient and authentic. The cost
computation of the scheme is computed for the different modes. The computa-
tional cost for the different mode is not the same because of the different number
of operations involved in those modes.

As a future work, this study can be extended further in some interesting directions.

For instance, one can extend the proposed scheme to the following:

e [D-based generalized blind signcryption scheme in the setting of hyperelliptic

or elliptic curve.

e Proxy-based generalized blind signcryption scheme.
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